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1. BASIC FACTS

The software described in this manual is distributed in one of two ways. For the PC market
(Microsoft Windows) the product is distributed in binary executable format. For all other
platforms, it is distributed in shrouded C source code format and is known as FlexeLint. We use
the term PC-lint/FlexeLint throughout this manual as a generic term to identify behavior that is
common to both systems.

PC-lint/FlexeLint is a software package that finds erratain C and C++ programs consisting of one
or more modules. 1t uses C99 [4] (or optionally C89) as the assumed standard for C with
historical allowancesfor K&R C [1]. It uses1SO C++ 2003 [34] (or optionally C++98 [10] asthe
standard for C++.

Total memory requirements will depend on the size of user programs. In particular, the storage
requirements to afirst approximation depend upon the size of header files. A crude estimate of
storage usage is 1IMb of additional memory needed for each 2000 lines of header files.

The FlexeLint package is distributed as "shrouded” C source code and may be compiled for any
system. Details concerning such installation can be found in the "FlexeLint Installation Guide"
(AKA "FlexeLint Installation Notes") that is provided with the FlexeLint package.

1.1 About the Document

Our on-line document (which you are reading now) also serves as on-line help. Although it
requires an Adobe Acrobat Reader (TM), it has the great advantage of portability across many
systems.

A perfect bound printed manual is also available. See our website for pricing and ordering
information.



2. INTRODUCTION

PC-lint/FlexeLint finds quirks, idiosyncrasies, glitches and bugsin C and C++ programs. The
purpose of such analysisisto determine potential problemsin such programs before integration or
porting, or to reveal unusual constructs that may be a source of subtle and, yet, undetected errors.
Because it |ooks across several modules rather than just one, it can determine things that a
compiler cannot. It isnormally much fussier about many details than a compiler wants to be.

2.1 An Example

Consider the following C/C++ program (we have deliberately kept this example small and
comprehensible):

1:

2: char *report( short m short n, char *p )
3: {

4: int result;

5: char *tenp;

6: | ong nm

7: int i, k, Kkk;

8: char nane[11] = "Joe Jakeson";
9:

10: nm=n* m

11: tenmp = = """2? "null" : p;
12: for( i =0; i <nm i++)

13: { k++; kk =1i; }

14 if( k ==1) result = nm

15: else if( kk >0 ) result = 1;
16: else if( kk <0 ) result = -1;
17: if( m==result ) return tenp;
18: el se return nane;

19: }

Asfar asmost compilers are concerned, itisavalid C (or C++) program. However, it has a
number of subtle errors and question marks that will be reported upon by PC-lint/FlexeLint.

The string assigned to nane[ 11] inline 8 dropsthe nul character; the comparisoninline1lis
flawed; variable k in line 13 had not yet been initialized; variable kk in line 15 is conceivably not
initialized; variabler esul t inline 17 is possibly uninitialized; and the address of an aut o is
being returned in line 18.



Most C programmers can readily identify such irregularitiesin small programs. However,
picking out such flaws in programs tens and hundreds of thousands of lineslongis ajob more
appropriate to machine than man ... or madam.

2.2 A Lint for C++

C++ isan extraordinary language. No less a computer authority than Ray Duncan has called the
language "one of the most grotesgque and cryptic languages ever created”.

Nonetheless, if C++ did not exist it would have to be created. Whereas C is aremarkably
powerful systems programming language, it does not have complex numbers like Fortran, or
strings like Basic, or subscript bounds checking like Pascal or the Objects of Smalltalk. With
C++, you do not have these things either but you have something more important ... the ability to
create these and many other programming constructs that a particular problem domain may
require. With all this power there is bound to be a mixture of confusion, reckless hype, sorrowful
disappointment, exaggerated claims, total rejection, and extreme euphoria.

Thiswriter is confident that, in time, the language and its capabilities will be better understood
and that its snares and pitfalls will be morereadily identified. Itisour hope that PC-lint/FexeLint
can make its contribution toward these ends, particularly the latter.

The original raison d'etre for lint was the relatively loose type checking of the original K&R C
language and the multiple module (independently compiled) approach to large C programming.
Lint filled these two needs by providing both stricter type checking within modules and
cross-checking among several modules. ANSI/ISO C, to some extent, and C++, to amuch greater
extent, offer stricter type checking. Pointers can no longer masquerade asi nt or as anything
other than as a pointer to the type to which it points; enumcannot freely be mixed withi nt ;
functions require a prototype and through name mangling, the prototypes must agree across
modules. Even thetype-loose pri ntf () andscanf () can bereplaced by their type-safe

i ostream h egquivalentscout andci n. What isthereleft for alint to do?

While compiler technology has evolved to insure against the kinds of errors that lints would find
15 years ago, lint tools also have evolved. To take a very crude measure, the 27 warnings and 9
informational messages of the original PC-lint in 1985 have grown to 320 warnings and 223
informational messages in its current release. While several of these messages are no longer
relevant to C++ coding, most still are. For example, expression analysisincludes alookout for
unusual combinations of operators, order of evaluation problems, loss of precision, signed/
unsigned mismatches, unusual constants, suspicious comparisons, unusual indentation, suspicious
truncation, unintended name hiding, suspiciousinitialization, inappropriate use of pointersto auto
variables and macro irregularities.

In spite of C++'s many sophisticated features, it is till possible to create buggy programs. The
type-checking in C++ is still not as strict asin, say, Pascal but by using PC-lint/FexeLint's strong
type option (See Chapter 9. STRONG TY PES.) type checking can be made arbitrarily strict.
Uninitialized variables can still be aproblem with C++. Our original simple scan for uninitialized



variables has been replaced by a sophisticated flow-of-control analysis aimed at uncovering
pathways that could lead to a variable being used before initialization. See Section 10.1
Initialization Tracking

With version 7.00 we introduced, for the first timein any lint, inter-statement value tracking. By
this, variable values and member values can be remembered or deduced. If later, such values are
inappropriate for a particular context so that, for example, they could cause an out-of-range
subscript or an access of aNULL pointer, an appropriate message can be given. See Section 10.2
Value Tracking As an enabling technology, value tracking can be used to check thecallsto alarge
number of standard library functions. In addition, these checks can be transferred to user
functions. See Section 11.1 Function Mimicry (-function)

PC-lint/FlexeLint can look across multiple modules. Even if all functions have been prototyped,
declaration mismatches of function and data can still occur across modules and this can lead to
mysterious program behavior. Global data may not have been initialized or not accessed;
prototypes may have unanticipated conversions; etc. At the very least, macros, enumeration
constants, declarations, etc. may remain unused or declared redundantly. Often such
inconsistencies can be the tip-off to a more serious problem.

Some features of C++ lend themselvesto a static analysisthat was not possiblewith C. The value
of datamembers can be tracked, at least within member functions. Constructors can be presumed
to operate on virgin data allowing us to report on the use of not-yet-initialized data members and
the fact that data members have not beeninitialized at all. Destructors are places where resources
should be freed allowing us to report on undeleted pointers.

Finally, C++ itself offers sufficient complexity (to somewhat understate the case) that proper use
of itsmany facilitiesis not always easily achieved, especially by the novice. Literature exists that
alerts usersto improper usage [12, 13, 17, 19, 20, 21, 22] and many of these recommended do’s
and don'’ts have been incorporated in this package.

However, the proof, asthey say, isin the pudding. A simpletest that will determine whether this
lint or any lint isuseful. Simply apply it to your programs and see what turns up.

2.3 Language Definition

The Kernighan & Ritchie (K&R) description of the C programming language [1] served as an
early de facto standard. An excellent exposition of this standard was provided by Harbison &
Seele[3].

During the 1980's, the ANSI (American National Standards Institute) C committee (X3J11)
developed a C standard that is largely upward compatible with K& R (one of its mgjor tenets was
to "not break working code"). Most major vendors have adopted the standard. 1SO (the
International Standards Organization) has adopted the ANSI C specification [2] known as C90
and authors K& R and H& S have produced subsequent editions of their respective works based on



thisANSI standard. Recently that standard was amended and upgraded to a new standard [4],
which is known as C99.

In parallel with the C standardization efforts, Bjarne Stroustrup and others were "pushing the
envelope” of enhancements to the C language especially in the areas of abstract typing and
"object-oriented" programming. This enhanced version, known as C++, received widespread
support in the C community and standardization efforts by ANSI (X3J16) and ISO (WG21) began
in 1991. The base documents for the standardization effort werethe ANSI C standard [2] and the
Annotated C++ Reference Manual (ARM) [11]. There efforts led to an international standard for
C++ [10]. Numerous fixes and clarifications were made resulting in a 2003 version [34]

For C modules, PC-lint/FlexeLint assumes the C99 definition of C. Via option the user can
specify the earlier C90 standard. The product supports K& R where it does not conflict with the
selected C standard. It also supports common extensions to the standard especially for specific
compilers. See Chapter 14. NON-STANDARD EXTENSIONS, Section 5.8 Compiler
Adaptation and Chapter 15. PREPROCESSOR for more information on common extensions.



3. GETTING STARTED WITH PC-LINT

FlexeLint Users: Getting started with and using FlexeLint will depend on your operating system
and compiler. Please see the FlexeLint Installation Notes accompanying this document.

3.1 Setup

This section is appropriate for Windows 95, Windows 98, Windows ME, Windows NT, Windows
2000, Windows XP and Vista

The distribution disc (CD-ROM) should automatically enter a setup program when the discis
placed in the drive. Should this not occur then execute the pcl i nt 9set up. exe (herein after
called "SETUP"), directly from the root directory of the CD.

SETUP isatraditional setup/installation program, which verifiesthat thereis sufficient space on
the destination drive and then will copy filesinto the directory you select. We will refer to this
directory asthe Installation Directory. After installation, it will have the following contents:

lint-nt.exe PC-lint executable.
config. exe Configuration program for PC-lint.
readne. t xt Addendum to the manual.
pc-lint. pdf On line manual in Portable Data Format.
pr.exe A convenient printing utility.
msg. t xt ASCII rendition of our message descriptions.
unwi se. exe An uninstall program.
install.log An instalation log.
Lnt\ A subdirectory containing ...
co- ... I nt  Compiler optionsfilesfor specific compilers.
co. | nt generic compiler optionsfile.
sl-...c Standard library modules for K& R compilers.
sl.c A generic standard library module for K& R compilers.
env-.... I nt  Optionsfilesfor various environments including Microsoft's Visual Studio
and various editors.
l'ib-...1nt Optionsfilesfor special ‘challenge' libraries.
au- ... | nt  Optionsfilesfor author recommended checks.
Test \ A subdirectory that houses various test files. See Section 3.3 Running the
Test Programs

At the conclusion of SETUP, you will have the option to check a box "I want to start the
confi g. exe filenow". You should probably answer "Yes as configuration is hecessary to select
an appropriate set of options for your compiler and libraries.



3.2 Configuration

The configuration program (conf i g. exe), which we refer to as the configuration wizard (or
wizard for short), has two basic modes of operation:

() Asawizard to assist you in selecting options appropriate to your compiler, libraries and
personal programming preferences. This mode is used after initia installation and any
time in the future when conditions change.

(i)  Asaprogramto berun at alater timeto allow you to conveniently switch among
previously prepared configurations.

In either event, you will be prompted for adirectory. We need to distinguish between two
directories (which may in fact be the same):

Installation Directory: where PC-lint isinstalled.

Configuration Directory: where configuration information is stored.

In the case that you have installed PC-lint on your own personal computer such that the
installation directory is writable, the configuration and installation directories can be, and indeed
probably should be, the same. On the other hand, if you have a LAN license and PC-lint is
installed on aread-only file server, the configuration directory will need to be different than the
installation directory.

PC-lint does not have avisual front end. It isdesigned to be run from the command line or from
within an integrated development environment or smart editor (See Section 3.5 Integrating With

Your Environment). Thewizard will create afilecalled | i n. bat that you may useto lint C and
C++ files using the command:

lin options filel file2
Presumably, | i n. bat has been placed in your PATH either through you or the wizard copying the
fileinto adirectory that is already in your PATH or by you adding the Configuration Directory to
your PATH. Thereisno way for the wizard to add a directory permanently to your path. If
requested, it will produce a batch script in afile called LSET. BAT, which you can run before
linting, to alter your PATH.

l'i n. bat will contain acommand similar to the following:

InstDir\lint-nt -iConfDir std.Int & & ..

where | nst Di r isthe Installation Directory, Conf Di r isthe Configuration Directory, and
st d. I nt will contain options appropriate for linting.



The-i option (fully described in Section 5.7 Other Options) is so named because it can specify
include directories and hence governsfile searching. File searching is actually employed for all
filesand not just headers. Inparticular, st d. | nt , which is placed in the Configuration Directory,
is designed to be found thisway. However, notethat ast d. | nt inyour current directory will
take priority and this too hasits uses.

st d. | nt will incorporate a compiler options file, zero or more library optionsfiles, size options
and areferenceto afilecalled opt i ons. | nt which isintended to reflect your long-term error
suppression strategy. See Section 16.2 Recommended Setup

To summarize, the wizard will create the following files:

LI N. BAT batch file which can aso be copied into your PATH and which contains a
reference to STD. LNT.
STD. LNT Anindirect lint file that will "point to" a compiler options file and an options

file and optionally other files and options.
STD_...LNT sequence of different versions of STD. LNT that the wizard can choose from

later.

OPTI ONS. LNT A convenient centrally located optionsfile that you will tend to use for most of
your linting.

LSET. BAT A batch file optionally generated to be used to place the PC-lint executablein
your PATH.

Use of thesefilesis described in Section 3.4 Linting your Programs and Section 16.2
Recommended Setup.

The wizard will also copy a number of files from the installation directory (or its subdirectories)
into the configuration directory. The following istypical of the sorts of files you may expect to
see:

co-.... I nt Compiler options file(s)

env-... I nt Environment options files

i b-...Int Library optionsfiles

lib-...h Headersreferenced by | i b- .... | nt files.

au- ... I nt Options files for author recommended checks
file? cpp A pair of test programs described in the next section.

3.3 Running the Test Programs

For PC-lint, you have arrived here either after running SETUP and CONFI G or after having run

| NSTALL. Intheformer case, the PC-lint executable will bel i nt - nt . exe and inthelatter case,
itwill beoneof | i nt.exe orlint-os2. exe. Inour examples, wewill employ | i n. bat,
which has been artfully configured to contain the appropriate executable.



For FlexeLint you will arrive here after creating an equivalent Shell script (or equivalent
command script), which for presentation purposes we assumeisnamed | i n. In thissection, to
describe the basic operation of the product we assume two small filesfi | ea. cpp and

fileb. cpp defined below. These may befound in directory dos-i ns\t est of the PC-lint
distribution disc or you might find it less trouble to type them in fresh.

From your configuration directory type
lin filea fileb
This applies PC-lint to the samplefilesfi | ea. cpp andfi | eb. cpp shown below.

/1 filea.cpp:
/11int -w2 reduce the warning level to 2

class X

{

static int a;

i

/1 fileb.cpp:
class X

{
int a;

3
You should see on your screen approximately the following message:

PC-lint for C/C++ (NT) Vers. 9.00, Copyright ...
---Module: filea.cpp (C++)

--- Module: fileb.cpp (C++)

|3

fileb.cpp 5 Warning 631: tag’' X’ defined differently at line 4, file
filea.cpp

filea.cpp 4 Info 830: Location cited in prior message

--- Global Wrap-up

Warning 1527: static member ' X::a’ (line 6, filefilea.cpp) not defined
filea.cpp 6 Info830: Location cited in prior message

Not everything you seeis an error message. The opening line identifies the version of PC-lint
(and the version of the DOS extender if you are running the DOS executable). The 2nd and 3rd
lines are in-progress messages, which normally just display the names of the modules being



processed. They are essentially away of giving a progress report when PC-lint/FlexeLint is
processing many files and nothing elseis being reported. You can turn off these 'verbosity'
messages or increase their detail with the - v... option.

The 4th line is the start of an error message. Normally, an error message will begin with a pair of
lines. Thefirst line contains only the character *_* which points (downward) to the place on the
second line (the actual line of source code) where the error wasfirst encountered. Thisis
followed by a line containing, in order, the name of the file being processed, the line number, the
kind of message (Error, Warning, Informational, Elective Note) a message number and a brief
description. It isimportant to note that a more complete description can be found by looking up
the message number toward the end of this manual (Chapter 19. MESSAGES).

In many cases (including this example) a prior point in the program is referenced. The name of
thefile and, possibly, the name of the module are given. (If the error had occurred in a#i ncl ude
file, the filename would have been different from its module name and hence both would have
been given).

You will note in particular Message 830 which isissued for the sole purpose of allowing an
automatic error processor to go to the location cited within the immediately preceding message.

Any option can be placed within afile within a special C or C++ comment asis shown in
filea.cpp. Theonly thing special isthat the comment beginsimmediately withtheword| i nt .
As an experiment, remove the special nature of the comment by introducing a blank before the
word | i nt . You have changed the warning level to 3 (the default) and aricher set of diagnostic
messages will issue forth.

There are ways of customizing the format of error messages, especially for the automatic
processing of messages. See Section 5.6 Message Presentation Options

It is not normally necessary to perform further tests, but running the remaining tests can be
instructive.

Create a convenient directory for the purpose and copy in al thefilesfrom i nst Di r\ t est . (If
you have used | NSTALL to get here (See Section 3.7 Other Operating Systems), rather than
SETUP, you should copy the files from the distribution disc in directory \ dos-i ns\t est .)
For every file of the form

test?.Int
there will be a corresponding output file named:

t est ?. out

To run the first of these type at command level:
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lin testl.Int
and you should observe on the screen information identical tot est 1. out .

Other test suites are run similarly.

3.4 Linting your Programs

To lint your own programs, enter a directory containing your C and C++ modules. We assume a
l'i n. bat (or equivalent shell script in the host operating system) that can be run from any
directory (i.e., hasbeen placed in your PATH). This has the advantage of simplifying the
presentation and perhaps simplifying the typing.
Assuming your program consists of modules

al pha. cpp

beta.c

ganma. c

we could lint the entire program with

lin alpha.cpp beta.c gamm.c
Note that an extension of . cpp (aswell as. cxx) normally indicates a C++ module, an extension
of . | nt indicates an indirection file (command line extension) and all other extents indicate C
modules.

Often it is better to first do a unit checkout (using the - u option) on separate modules. For
example:

lin -u alpha.cpp
does a unit checkout for module al pha. cpp. (Any subset of your files may be subjected to unit
checkout.) When doing a unit checkout, certain messages are suppressed (such as "function not
used").
3.4.1 Other File Extensionsfor C++ Modules
To override the default treatment of file extensionsyou may usethe +f cp flag. Thisindicatesthat
the next modul e (and subsequent modules) will be a C++ module. Thiswill remain in effect until

turned off with - f cp. Thus

lin +fcp al.c a2.c a3.c -fcp a4.c ab.cpp
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will treat al. c,a2. c and a3. ¢ as C++ modules, a4. c asaC module and a5. cpp asaC++
module.

The option +cpp( ext ensi on) can be used to add to the list of C++ extensions. Thus
lin +cpp(cc) al.cc a2.cc a3.c a4d.cpp
will processal. cc,a2. cc and a4. cpp as C++ modulesand a3. ¢ asaC module.

Options are strictly order-dependent.

3.4.2 Controlling the M essages
For previously unlinted code, you may get a discouragingly large number of messages. The
default warning level is 3, meaning that you see all Errors, Warnings and I nformational messages.
To inhibit Informational messages, reduce the warning level to 2 with -w2 asin

lin -u -w2 alpha

(. cpp isassumed). Messages may also be suppressed by message number. For example, to
suppress Warning 547 you may use the option - e547 asin:

lin -u -e547 gamma.c
In any event, do not get discouraged. There are numerous error-suppression options (See Section
5.2 Error Inhibition Options). For advice on establishing an error suppression policy, see Chapter
16. LIVING WITH LINT.
3.4.3 Options

In case you haven't noticed yet, there are numerous options, and a lengthy chapter devoted to
them (Chapter 5. OPTIONS). To obtain an option summary type

lin ?

3.4.4 Extendingthe Command Line

For projects of more than one module, you will find it convenient to place the names of al the
modulesin alint indirect file. Let us suppose the name of this project is alphabet. Create afile
al phabet . | nt containing:

al pha. cpp
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beta.c
ganma. c

then use:
l'in al phabet

to lint the entire project. You may place options within al phabet . | nt but thisis not
recommended because if you then do a unit checkout on individual modules, you will not receive
the benefits of these options. Better, place project-independent optionsin a centralized file; we
have started you off with thefile opt i ons. | nt for thispurpose. Project-specific options can be
placed inafilecalled st d. | nt inyour project directory. Thisst d. | nt should be an
augmentation of the centralized st d. | nt . Thisisfurther described in Section 16.2
Recommended Setup.

3.5 Integrating With Your Environment

PC-lint has been flexibly designed so that you should have no difficulty integrating it with your
favorite Integrated Development Environment (IDE), or smart editor. The advantages are that
you will be able to launch PC-lint with a minimum number of keystrokes to process your current
file or your current project. Upon completion, moreover, you will be able, in most cases, to
quickly and automatically sequence from error to error (actually message to message) with
hopefully asingle keystroke and with your own editor appropriately positioned in the file that
needs attention.

We, of course, could have provided our own environment but we felt you probably would prefer
to continue using your existing environment with your favorite editor. Hence, we have focused
our attention on facilities to bring that about. In particular, our message formatting is extremely
flexible (See Section 5.6 Message Presentation Options). Message redirection is available not
only viathe standard redirection character (>) on the command line but may aso be embedded as
anoption (see-os(fil e) in Section 5.7 Other Options). The banner line can be controlled (see
- b in Section 5.7 Other Options) and it can be arranged so that at |east one message is always
produced (using option +e900) which is necessary for some environments. In addition, indirect
files(. I nt files) can themselves contain indirect files. Thefile name extension, by which an
indirect file is known as such, can be something other than . | nt (See +ext in Section 5.7 Other
Options). Indirect files can contain embedded environment variable names (Section 4.1 Indirect
(.Int) Files).

We have added a number of files of theform env-.... | nt that assist in the process of integration
with particular IDE's. These files are updated as needed. See our web site (under Version 9.00
patches) for the most current.

Instructions for using these . | nt files appear as comments within the files themselves. Smply
print them out and follow the directions.
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3.6 Project Files

Many IDE’s (Interactive Devel opment Environments) support the notion of aproject filewhichis
an ASCI| file that contains module names, defines of pre-processor variables, and include paths.
We support the following project file encodings.

name. vcpr oj Microsoft Visua Studio 7, 8, and 9

nane. vcp Earlier Microsoft Windows CE
nane. dsp Microsoft Visua Studio 6
nane. bpr Borland

For example, the following creates alint project filefroma. vcproj file.

lint-nt project.vcproj >project.|nt
To employ such aproj ect . | nt filesimply useit in the usual fashion. E.g.

lin project.|nt
The output file (pr oj ect . | nt) will contain useful options aswell asalist of modules. For unit
checkout, you may want the list of options but not the list of modules. For this purpose, use the
- - u option (as opposed to - u). For example:

lin --u project.|Int al pha.cpp

Thiswill do aunit check using all the options within pr oj ect . | nt but none of the modules.
Only al pha. cpp will be processed.

Additional information on project files may be found in appropriate env- . . . | nt files.

3.7 bOSand OS2

We have provided on the distribution disc an INSTALL program that is intended for OS2, or
DOS systems able to support DOS-extended technol ogy.

For operating systems other than these and other than Microsoft Windows, you will be using
FlexeLint. For FlexeLint installation and getting started, see the FlexeLint Installation Notes.

To usethe INSTALL program, place your distribution disc into a CD-ROM drive, and type:

Drive-letter:\DOS-ins\install
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Follow the instructions on the screen.

The | NSTALL program does not actually copy files from the distribution disc nor does it modify
your environment variables and certainly not your AUTOEXEC. BAT or CONFI G SYS. Rather it
creates batch files that will do these things for you. In thisway, you can seein advance what will
happen when you do the copy and you will have arecord of what transpired if some question
ariseslater. Also, many programmers have a suite of AUTOEXEC. BAT files and need to know
how to modify each one of them and not have the current one blindly modified.

The batch files created are:

LCOPY. BAT Batch file to copy files from the distribution disc to the lint directory.

LSET. BAT  (LSET. CVDfor OS/2) Batch file to set environment variables (created only if
needed). Note: Under DOS, LCORY calls LSET upon termination (if needed).

The | NSTALL program will aso create the following files:

LI N. BAT (I'i n. cnd on OS/2) A batch file, which | NSTALL will copy into your PATH
and which contains areference to STD. LNT.

STD. LNT Anindirect lint file that will "point to" a compiler options file and an options
file.

STD_...LNT Possibly multiple versions of STD. LNT (See Section 3.7.1 Multiple
Configurations)

OPTI ONS. LNT A convenient centrally located optionsfile that you will tend to use for most of
your linting.

Use of thesefilesis described in Section 3.4 Linting your Programs and Section 16.2
Recommended Setup

3.7.1 Multiple Configurations

The | NSTALL program for OS/2 and DOS serves adual purpose. First, it serves the purpose of
copying files from the distribution medium to a hard drive (which is done by SETUP for the
various Windows platforms). Next, it can create one or more configurations (as embodied in
STD. LNT files).

Setting up for multiple configurations (i.e., multiple compilers, and/or multiple memory models
and/or multiple libraries) is done by establishing multiple candidates for STD. LNT and providing
an easy way to switch between them. See Section 16.2 Recommended Setup to see the central
role played by STD. LNT.

If, during your install, you answer "Yes' to the question:

"Are you going to set up multiple compilers... "

15



then the questions about compiler, memory model and librarieswill be repeated for as many times
as you request. The set of answersthat you give to these questions are placed into a sequence of
files whose names are:

STD_A. LNT
STD B. LNT
STD_C. LNT

etc.
Asalways, LI N. BAT contains areferenceto STD. LNT, which isinitially identical to STD_A. LNT.
To switch between configurations we provide a batch file called CONFI G. BAT. This can be run
from your working directory using the full path name (no arguments are needed), which may look
like:

C: \ LI NT\ CONFI G

Thiswill provide amenu of configuration choices. Select one by choosing the appropriate | etter.
This letter will determine which of the files of the form STD_x. LNT will replace STD. LNT.

You, of course, do not have to use CONFI Ginthisway. For example, if, in a particular directory,
you always use the 'C' configuration (i.e., STD_C. LNT), you may create afilein that directory
called STD. LNT, which contains areference to the file:

STD_C. LNT

Alternatively, you could ssmply copy the contents of file STD_C. LNT from thelint directory to the
file named STD. LNT in the given directory.

3.7.2 DOS-insFiles

Running LCOPY will copy files from the directory DOS- i ns on the distribution disc. The most
prominent fileisthe Lint Executable. Typically only one executable of the following three is
copied.

[int.exe DOS version with a built-in DOS extender
[int-nt.exe Windowsversion
lint-o0s2.exe OS2 Version

l'i nt.exe hasbeenbound with the Phar Lap 386/DOS-Extender. You do NOT require a

separate license to run Phar Lap nor separate software. It does, however, require an 80386 (or
better) machine.
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l'int-nt.exe isa32-bit console application that runs on Microsoft Windows. Thisis identical
to the executable installed via SETUP and if thisis the executable you obtained you may have
made a mistake since the recommended installation for these operating systemsis SETUPR.

lint-o0s2. exe isa32-bit OS2 version.

Other filesin the DOs- i ns directory that may be copied are:

readne. txt  Supplementary information to this document.

pr.exe A convenient printing utility.

choose. exe A utility used by CONFIGBAT described in Section 3.7.1 Multiple
Configurations.

meg. t xt An ASCII file describing the lint messages (essentially Chapter 19.
MESSAGES).

In addition to filesin DOS- i ns there are three subdirectories from which files may be copied:
DOS- i ns\ | nt
DOS-i ns\t est
DOS-i ns\ pharl ap

Subdirectory DOS- i ns\ | nt contains the following files:

co-.... I nt Compiler optionsfilesfor specific compilers.

co. | nt A generic compiler optionsfile.

sl-...c Standard library modules for K& R compilers.

sl.c A generic standard library module for K&R compilers

env-.... | nt Options files for various environments including the Borland/Turbo IDE and
Microsoft's Visua Studio.

lib-..Int Optionsfilesfor specia 'challenge' libraries.

au- ... I nt Options files for author recommended checks

Subdirectory DOS- i ns\ t est contains testing files, some of which are copied during installation.
filea.cpp testl.lnt nodulel.cpp
fileb.cpp test2.lnt nodule2. c
test.h test1l. out nodul e3.cpp
test 2. out nodul e4. cpp

See Section 3.3 Running the Test Programs below on how to use them.

Subdirectory DOS- i ns\ phar | ap contains files used to support the Pharlap DOS extender. See
Section 3.7.3 DOS Extender Notes.
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3.7.3 DOS Extender Notes

When PC-lint was first developed, the operating environment was MS-DOS with its dreaded
640K DOS limit. Relief from thislimit camein avariety of ways. OS2, DOS extenders, and
more recently, Windows. For much of the early time period during which PC-lint has been
commercialy available, the primary method of obtaining large address space was through the use
of the Phar Lap 32-bit DOS extender.

LI NT. EXE is bound with the Phar Lap 386 DOS extender. Thiswill run under MS-DOS,
Microsoft Windows (though LI NT- NT. EXE isrecommended for Windows 95 and later) and OS/2
(Version 2.x). It will run under the memory managers QEMM, 386MAX and HIMEM.SYS. It
supportsall the key industry standards for memory management including EMS, XMS, VCPI and
DPMI. The software is remarkably robust but nonetheless field problems can occur.

If you suspect adifficulty with the DOS extender you should copy the contents of the
DOS- i ns\ phar | ap subdirectory onto your hard drive. This contains the following files:

tell ne. exe A utility provided by Phar Lap to describe the system that you are using in case
things go wrong.

cfig386.exe A configuration utility provided by Phar Lap to configure the DOS extender
embedded within PC-lint and to be used only in case of field difficulties.

* . txt Fileswhose namesend in . t xt have been provided by Phar Lap to describe
these utilities.

Some users have reported difficulties running the DOS-extended PC-lint (L1 NT. EXE) with DOS
6.00 and EMVB86. EXE. With a CONFI G SYS assimple as.

devi ce=c:\dos\ hi nem sys
devi ce=c: \ dos\ enmB86. exe

they may experience long startup times (5-7 seconds before the banner line would be printed) or
sometimes the machine would hang and/or reboot. Moreover, these difficulties do not appear
when running from within Windows.

If you experience any of these symptoms you may find running the following program helpful:
C.\LINT>cfig386 |int.exe -maxv 2000000

thiswill have the effect of limiting the amount of memory available to PC-lint to approximately 2

Megabytes. Adjust the numerical quantity to suit the memory requirements of your linted

application (The - vs option may be helpful here).

LI NT. EXE isinitially set up to operate with norma DOS expectations, i.e., i nt and near pointers

are 2 bytes with far pointers 4 bytes. LI NT- NT. EXE and LI NT- OS2. EXE, by contrast, assume a

32-bit flat model wherei nt and pointers are both 4 bytes. To lint 386 native code programs (with
any version of PC-lint) use the options:
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-si 4 -spN4 - spF6
To lint DOS programs with any version of PC-lint use the options:
-si2 -spN2 -spF4

See Section 5.3 Size and Alignment Options
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4. THE COMMAND LINE

The command line for PC-lint/FlexeLint has the form:

lint options filel [ file2 file3 ..]

where the command name| i nt will vary depending on the operating system and installation
choices; opt i ons (described in Chapter 5. OPTIONS) generally precede the files as shown here.
They may also be interspersed among the files to achieve special effects, as options and files are
processed together in left to right order. If no arguments are given to PC-lint/FlexeLint or if a? is
provided as a single argument, a short summary of help information is displayed on standard out.

A filename is any name that can be passed to f open. Also, "wild card" characters are permitted
in PC-lint and in FlexeLint for Unix. Thus, *. c representsall . c filesin agiven directory.

Filesare either C or C++ source files (modules) or indirect files (. | nt files). Indirect files may
contain more options and files. See Section 4.1 Indirect (.Int) Files

A moduleis considered a C++ module (as opposed to a C module) if its name has an extension of
.cpp or.cxx orif the+fcp flagisON. You may add to the list of C++ designation extensions
using the +cpp option (See Section 5.7 Other Options).

Please note that you would not normally place the names of header files on the command line.
Header files are processed when they are encountered by #i ncl ude lines within other source
files.

If afile extension isomitted, the extension . | nt istried first. If thefileisnot found, the
extension . cpp istried, and finally the extension . c istried. See+ext (...) optionin Section 5.7
Other Options.

Files are subject to the same search algorithm as quote-style #i ncl ude files (See Section 15.2
include Processing), which is especially handy for indirect files.

If the environment variable L1 NT is set, the associated value is prepended to the arguments on the
I i nt command line with an assumed intervening blank. For example:

set LI NT=-voi f

has the effect of setting the LI NT environment variableto "- voi f ". Aswewill seelater, thisisa
verbosity option that displays all options, and names of all files processed including indirect files.

PC-lint/FlexeLint will return an exit code (See Section 4.2 Exit Code).
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4.1 Indirect (.Int) Files

If the extensionis. | nt or equivalent (see option +I nt in Section 5.7 Other Options), thefileis
takenasan i ndi rection,inwhich caseit may contain one or several lines of information that
would otherwise be placed on the command line. Indirect files may contain indirect filesto any

depth. Indirect files and other files may be interspersed in any manner desired. Indirect files may
contain comments in addition to options and files. Both the standard C-stylecomment, / * ... */

and the C++ style of comment, / / ... end- of - | i ne, are supported.

An indirect file may also contain environment variables (where supported by the operating
systems) delimited by '% characters for most operating systems. Thus an indirect file containing

YSOURCE% a. ¢ [l first file
YSOURCE% b. ¢ /] second file

employs the environment variable SOURCE to specify where files are coming from. The
environment variable specification is case sensitive.

If anindirect fileis not found in the current directory a search is made in the usual places. Asan
examplel i n. bat may contain

C\lintpp\lint -iC\lintpp std.Int % %® %3 %l

Thest d. I nt will befoundinthedirectory C: \ | i nt pp (if not overridden by the existence of
st d. | nt inthe current directory).

st d. | nt could contain:

co. I nt
options. | nt

This illustrates the nesting of indirect files.

4.2 Exit Code

The operating system supports the notion of an exit code whereby aprogram may report a byte of
information back to a controlling program. PC-lint/FlexeLint will set the exit code to the number
of messages reported (with an upper bound of 255). Thus, suppressing messages will lower the
exit code. If youwant the exit codeto awaysbe 0 usetheoption - zer o. If you don't want all of
the messages to be counted, use - zer o( #) asdiscussed in Section 5.7 Other Options.

For most operating systems, you may use the exit code within batch procedures to conditionally
ater the flow of control. For example:
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['int ..usua arguments...
if errorlevel 1 goto errorsfound

within a batch procedure will cause ajump to label er r or sf ound if one or more errors are
detected by PC-lint/FlexeLint. This could be used to jump around a compilation.

Non-zero exit codes are commonly used by make programs to terminate processing.
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5. OPTIONS

5.1 Rulesfor Specifying Options
Options begin with aplus (+) or minus (- ) sign except for ! as noted below. They may be
interspersed among the filenames throughout the command line (and within an indirect file).

They areprocessedi n or der meaning that an option specified after a filename will not take
effect until after that file is processed.

Optionswithin Comments

Options may be placed within a source code file embedded within comments having the form:
/*lint optionl option2 ... optional comentary */
or

//1int optionl option2 ... optional comentary

Options within comments should be blank-separated (but may under special circumstances
contain blanks -- See Section 5.1 Rules for Specifying Options). The optional commentary
should, of course, not begin with a plus or aminus or an exclamation point. Notethat the'l i nt'
within the comment must be lower-case as shown and must lieimmediately adjacent tothe'/ ' or
/1" The/*1int comment may span multiplelines. Note that within indirect files (. | nt files),
options appear just as on the command line. They need not and should not be placed withina/
*|'i nt comment.

PC-lint/FlexeLint also supports the Unix in-code options such as

/* LI NTLI BRARY */

See Section 13.9 Unix Lint Options

Optionswithin Macros
It isalso possible to place options within amacro. If amacro contains alint comment (one of the
form/*1 i nt opti on(s)...) then the comment and option(s) take effect when the macro is

expanded. To take a somewhat extreme example, the macro below alows for division by zero
without complaint from lint.

#define DI VZERO(x) /*lint -save -e54 */ ((x) /0) [/*lint -restore */

Indeed, thiswould be done automatically for you, were you to use the option
-emacr o( 54, DI VZERO) .
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At thiswriting thereis an 80 character limit on the length of alint comment embedded within a
macro. Thusacomment such as

/*lint -save -eb4 */

may not exceed 80 characters. Exceeding thislimit will result in afatal diagnostic (message 323).
If you have along sequence of options, ssmply decompose the sequence into two or more/ *1 i nt
options.

Macros may not contain one line error suppression options, i.e. of theform! e....

Blankswithin Options

Since options are blank separated, blanks may not appear within options unless they appear within
parentheses or are quoted. Even then, a blank-bearing option placed on the command line may be
inadvertently split by the operating system shell (command-line parser) whose designers may not
have read this manual. Hence, our discussion about blanks in options applies only to options
appearinginindirect files or in |int coments,whicharebeyond the control of the
system argument crackers.

A number of our options are specified in terms of parenthetical arguments. With these, interior
blanks adjacent to the three characters) , ( areignored. By interior we mean within parentheses.
Thus:

-esym( 534, printf, scanf, operator new)

-esym( 534, printf, scanf, operator new)

-esym( 534 , printf , scanf , operator new)
are all equivalent, but are different from

-esym( 534, printf, scanf, operator new)

The last has two blanks separating oper at or fromnew. Thisincidentally is certainly an error
because the built in function oper at or new() hasone blank separating the two keywords. The
same ignore-blank considerations apply recursively to sub-lists as used, for example, in the
-funct i on option. Thus the following two options are equivalent:

-function( operator new( r ) )
-function(operator new(r))
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You may also employ double quote (") -- but not single quote (' ) -- to protect a blank. For
example, the option

- " dWORD=unsi gned short™
islike placing

#def i ne WORD unsi gned short
at the head of each module. You may placethe initial quote anywhere after the leading '- ' and
before the '=' to achieve the same effect. If you place the quote before the - *, the construct will
not, in general, be taken as an option. (If the operating system strips off the quotesfor you, it may

yet work.) If you place the quote after the '=" sign or after aleft parenthesis, the quotes will NOT
be dropped. Thishasapurpose. Thus

- dMESSAGE="use unsi gned short"
is like placing the option:
#def i ne MESSAGE "use unsigned short™

at the head of each module.

Option Display

Because options can be placed in obscure places and then forgotten, the verbosity option - vo,
(See Section 5.4 Verbosity Options) can be used to display all options as they are encountered.

Optionsand Meta Characters

Some of our more complex options have the form

-identifier( argl, arg2,...)
These options can dwaysbe placed in . | nt indirect filesandin/*1int and//1int
comments. On the command line, however, such options can bear characters that conflict with a
command interpreter’s meta characters. Depending on the operating system and/or command
interpreter, these characters can include the comma, the parentheses, and question mark.
One approach is to employ command interpreter conventions to escape the meta characters. For
example, most command interpreters will allow you to quote an argument (and will strip off the
guotes before passing them to the command). An example of thisis:

lint "-esym( 714, al pha)" x.cpp
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Thistechnique will even allow you to pass blanks into PC-lint/FlexeLint. E.g.
lint "\programfiles\a.cpp"”

If the quote method is unavailable or undesirable, you may use alternatives to the more
troublesome characters. On MS-DOS, the comma character is not suitable in an option when a
batch command is employed, asit istaken as a separator. The exclamation point (! ) can be taken
as an aternative to the commaasin:

lin -esym 714! al pha) a.cpp

On the various flavors of Unix, parentheses and question marks are taken as meta characters. PC-
lint recognizes square brackets and the period respectively as alternatives to parentheses and the
question mark. E.g.

lint -e75. -esyni714, al pha]
istaken to be the equivalent of
lint -e75? -esym( 714, al pha)

It should be stressed that these characters are only supplementary alternatives. It is better to use
the originals within files to promote file communication among systems.

5.2 Error Inhibition Options

Options beginning with - e enable the user to inhibit error messages. The same option beginning
with +e restores the message. All messages except the Elective Notes, (900 level and 1900 level)
are ON by default. Inhibiting a message (or message class) does not affect lint processing other
than to suppress the outputting of the message.

Additionally, - wl evel (in Section 5.7 Other Options) can alter the warning 'level’ and, hence,
have the effect of inhibiting messages. Also, see Chapter 16. LIVING WITH LINT for hintsand
guidance in forming an error suppression policy.

Note that there is no option to suppress a message within somefile. Thisistypically something
that programmers want to do when they have no control over some header file. To do this make
sure the header isclassified asalLi br ary header. The default process of categorizing headers as
Library works well most of the time but there are avariety of options to fine-tune the process (See
Chapter 6. LIBRARIES). Once dubbed alibrary header, there are avariety of optionsto suppress
messages associated with Library headers (- el i b, - el i bsym) and an option, which
independently sets the warning level within Library Headers (- wi i b). Most of the compiler
options files supplied with our product sets thiswarning level to 1.
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-e#
+e#

-e(#],

(where # isanumber or numeric pattern) inhibits, and

re-enables, error message(s) #.

For example - €504 will turn off error message 504. The number designator may contain
'wild card' characters'?' (single character match) or *** (multiple character match). For
example - e7?2? will turn off al 700 level errors. Note: to turn off Informational
messages it is better to use - w2 (See Section 5.7 Other Options).

As another example:
-el*

suppresses all messages beginning with digit 1. Thisincludesmessages12, 1413 and 1
itself. The use of wild card charactersisalso allowedin-esym-elib,-eli bsym
-efile,-efunc,-emacro,-etenpl ate,-e(#), --e(#),-e{#} and—-e{#}.

#]...)  will inhibit message number(s) # for the next expression.
(Presumably thisis used within alint comment). For example:

a=/*lint -e(413) */ *(char *)O0;

will inhibit Warning 413 concerning the use of the Null pointer as an argument to unary
*. Note that this message inhibition is self-restoring so that at the end of the expression,

Warning 413 isfully restored. Because of this restoration, there is no need for an option
+e(#).

This method of inhibiting messagesisto be preferred over the apparently equivalent:

a =/*lint -save -e413 */ *(char *)O0
/[*lint -restore */;

Not only is the former method ssimpler but it is more effective. There are two phasesto
expression anaysis: a syntax analysis, which produces an expression tree and a semantic
analysis, which walks the tree. Expression trees can be saved and walked later. Thisis
done for the controlling clauses of the f or and whi | e statements. In the case of the

- e(#) option, the error suppression is placed within the expression tree so that it is
available for later evaluation. With the - save, - r est or e method, it is not.

The phrase 'next expression’ may require further elaboration. It may sufficeto say that
there should be no surprises. In particular, it may be any fully parenthesized expression,
any function call, array reference, structure reference, or unary operators applied to such
expressions. It will stop short of any unparenthesized binary (or ternary) operator.

--e( #[, #]...) will inhibit message number(s) # for the entire expression before or within

whichit isplaced. For example:

a =/*lint --e(413) */ *(int *)0 + *(char *)O0;
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will inhibit both Warning 413's that would normally occur in the given expression
statement. Had the option - e( 413) been used instead of - - e(413) then only the first
Warning 413 would have been inhibited.

Theentire expression canbeanif clause awhi | e clause, any one of thef or
clauses, aswi t ch clause or an expression statement.

-e{ #[, #] ...}  will inhibit message number(s) # for the next statement or declaration (which
ever comesfirst). Thisispresumably used within alint comment. Consider the following
example:

lint -e{715} suppress "k not referenced”

void f( int n, unsigned u, int k)

{

[/1int -e{732} suppress "loss of sign"
u = n; /] 732 not issued

[/1int -e{713} suppress "l oss of precision”
if( n)

{
n = u; /1 713 not issued
}
} /1 715 not issued
The—e{ 715} isused to suppress message 715 over the entire function but not
subsequent functions. The—e{ 732} isused to suppress message 732 in the assignment

that follows. The—e{ 713} isused to suppress message 713 over theentireif statement
that follows.

Note that this construct can be used before a class definition or namespace declaration to
inhibit messages associated with that class or namespace body.

The use of —e{ #} isto be preferred over the seeming equivalent:

-save —e# ...-restore
Thisisnot only because it is simpler but also because inhibition of theform —e{} is
embedded in any statement tree that is constructed and so the inhibition remains in effect
during the Specific Walk as well as the General Walk.
Wild card characters may be used with —e{}. Thus—e{ 7??} or—-e{*} arelegitimate.
Notethat —emacro( {#}, synbol ) willindirectly result inthe—e{#} being used.
See -emacro({#}, synbol )
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Notethat since/ *| i nt */ optionsthat appear in macros are retained you may define a
macro for error suppression that is parameterized by number. Given the definition:

#defi ne Suppress(n) /*lint —e{n} */
then,
Suppress(715)
will suppress message 715 for the next statement or declaration.

--e{ # [, #] ...} will inhibit message number(s) # for the entire braced region in whichitis
placed. A braced region may be a compound statement, afunction body, a class, struct, or
union definition, a namespace body and linkage specification body. If the option is not
placed within any such braced region, the suppression applies to the module as awhole
(from the point of appearance until the end of the module). 1t does not extend past the end
of the module into the next module. It will affect wrap-up messages for the module but
will have no effect on the global wrap-up.

Consider the following example:
[/1int --e{528} suppress "f() not referenced"
static void f( int n, unsigned u, int k)

{

/[/1int --e{715} suppress "k not referenced"
[11int --e{732} suppress "loss of sign"

u = n; /1 732 not issued
if( n)
{
/[11int --e{713} suppress "loss of precision”
n = u; /1 713 not i ssued
u = n; /1 732 not issued
}

} /[l 715 not issued

The- - e{ 528} suppressesthe Warning 528 issued at module wrap-up, without affecting
other modules. The--e{715, 732} suppressesthe 715 and 732 issued within the
function without affecting other functions. The - - e{ 713} suppresses the loss of
precision message within its compound statement.

Many of the remarks made about the- e{} alsoapply to--e{}. Like-e{},any--e{}

option is embedded in the statement tree; it can result from a- - emacr o( {#} ...)
construct, it may appear in your own macros; and it may use wild cards.

29



le#  Oneline message suppression (where# isamessage number) is designed to be used in
a/*lint (or//1int)comment. Itservesto suppress the given message for oneline
only. For example:

if( x = f(34) ) /1lint !'e720
y =yl X

will inhibit message 720 for the oneline. Thistakes the place of having to use two
separate lint comments asin:

//1int -save -e720
if( x =1(34) ) //1lint -restore
y =y /!l x

For C90 code, the/ *I i nt form of comment would be more appropriate:

if( x =1(34) ) /[*lint 1e720 Suppress 'Bool ean test of assignment’*/
y =y [/ x;

Notethat C99 doesallow '/ /* and PC-lint by default supports C99 conventions. Multiple
error message suppression options are permitted as in the following, but not wild card
characters.

n=u/ -1; [/1int 'e573 le721

A limitation isthat the one-line message suppression may not be placed within macros.
Thisisdone for speed. A rapid scan is made of each non-preprocessor input line to look
for the character "' . If thisoption could be embedded in a macro, such arapid search
could not be done.

-eal et ter Argument Mismatch Inhibition. Note: This affects only non-prototype calls thusit
has no effect for C++ programs and decreasing significance for C programs. | etter is
one of

i sub-integer

n nominal

u unsigned vs. signed
s samesize

This option suppresses warning 516 (argument type mismatch) for selected type
differences. Warning 516 isissued when actual arguments and/or formal parameters are
inconsistent in function calls not made in the presence of a prototype.

-eai refersto Argument type mismatches of the form char vs.i nt orshort vsint.
Such a difference can occur when an old-style function definition of char (promoted
toi nt ) meetsaprototype of char. Seealso +f xc and +f xs. Thisoptionis
recommended only if your compiler always passes at least afull i nt as argument.
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-ean refersto Argument type mismatches where the arguments differ Nominally.
Examples include the case where one argument isi nt and the other is| ong and
wherebothi nt and | ong are the same size. This also affects argument mismatches
between unsi gned i nt andunsi gned | ong where both are the same size. It can
also suppress messages involving short andi nt when these are the same size.

-eau refersto type differences where one type is a signed and the other an Unsigned
guantity of the same type. For example, if the function f expects an unsigned integer
andnisanint,thenthecall, f (n), will normally draw warning message #516.
This message will be inhibited if - eau isset.

-eas refersto unlike types where both types occupy the same Size. For example, if the
function f () expects a pointer argument then the call, f ( 3) , will normally draw a
message (# 516). If pointers occupy the same space as integers (they do by default)
then the message will be inhibited if - eas is set.

- ean isorthogonal to - eau; neither option impliesthe other. If both options are set, i nt
match up with unsi gned | ong, etc. provided they are the same size. Notethat - eas
implies- ean and - eau. E.g., if - eas iSset, it isnot necessary to also set - eau.

-ecal | (#, Nanel[, Nane2 ...]) inhibits

+ecal | (#, Nanel[, Nane2 ...]) re-enables
error message # based on the name of some function (or some wildcard name pattern)
whileacall to function Nanel (or Nane2, etc.) isbeing parsed. Thisincludes the parsing
of the function call and any of the argumentsto the call. Example:

[/1int -ecall (713,f)
void f(int);

void h(int);

voi d g(unsigned u)

{
h(u); // elicits 713: "Loss of precision”
f(u); // 713 suppressed.

}

Please note the distinction between - ecal | and - ef unc. The former suppresseswithin a
call expression whereas the latter suppresses within the definition.

-efile( # file[, file]..) inhibitsand

+efile( # file[, file]..) reenables
error message # for the indicated files. Thisworks exactly like - esymbut only on those
messages parameterized by Fi | eNane (Eg., 7, 305, 306, 307, 314, 404, 405, 406,
537, 766). Please note, this does not inhibit messageswi t hi n afi | e but rather
messages about afil e.
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There are times when you might want to quote the 2nd argument to ef i | e and/or escape
some of the pattern valued characters. See Section 5.2.1 Meta Characters-esym ...for an
explanation and examples.

The current file can be designated using aperiod (. ") as the second argument. For
example:

[llint -efile(766,.) This file is being used

designates that the file bearing the lint directive should not have message 766 reported
about it.

As another example suppose that any file bearing the preprocessor command #i dent
should be considered as being used. Then the options

-ppw_asgn( ident, macro )
-d"sharp_ident()=/*lint -efile(766,.) */"

will accomplish the goal without the necessity of modifying any header file. See
#macr o.

+ef r eeze inhibits subsequent error suppression options

-efreeze reversesthe effect of +ef reeze

++ef r eeze locksin freezing permanently
It is sometimes useful to inhibit error suppression options so that the programmer can
view what messages had been suppressed. The option +ef r eeze isdesigned to do
precisely this. After the +ef r eeze optionisgiven we aresaid to bein afrozen state. Ina
frozen state the following options will have no effect.

-e
le

-ecal |
-efile
-efunc
-elib
-el i bcal
-elibmacro
-elibsym
-emacro
-estring
-esym
-etenpl ate
-etype

-W

-Wib

For example, let file x. ¢ contain:
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int f( int n)
{ return n &O0; } //lint !e835 suppress Info 835

Normal linting of x. ¢ will not show the anding of a0 because message 835 has been
suppressed with the! e835. However if our command line consists of :

lin +efreeze x.c
the suppression itself is suppressed and the message will be issued.

The programmer can emerge (presumably temporarily) from a frozen state by using the
option - ef r eeze.

//1int -save -efreeze
#i nclude <lib. h>
//lint -restore

In this example, we will temporarily emerge from the frozen condition for the duration of
processing | i b. h. For thisto work the freeze status is one of the - save options.

A super cooled state can be created with the ++ef r eeze option. Thiswill not admit to
any attempt at athaw. If ++ef r eeze had been used prior to the above example, the
attempt to use - ef r eeze would have had no effect.

-/ +efreeze(w# [, w# ...]) Behaveslike-/ +ef r eeze, but acts only on messagesin the given
warning level(s). Thesewarning levels are defined by the - w option and have the
following significance

WO internal errors and fatal messages
wl Syntactic Errors

w2 Warnings

w3 Informational

w4 Elective Notes

All of the message suppression options listed abovefor +/ - ef r eeze will be"filtered"
such that only message numbers that are not in afrozen warning level may be suppressed
or enabled. E.g.:

+efreeze(w0, wl) -esym(4*,f)
has the effect of suppressing messages 400 through 499 for symbols named "f ".
Messages 4, and 40 through 49 will remain enabled because messages at warning level
one are frozen.

-efreeze(w#) reversesthe effect of +ef reeze(w#)
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++ef reeze(w#) locksin freezing permanently for the given warning level

Note: The +ef r eeze option will affect the error suppression of - enacr o() options even
though the - enaicr o() option was given beforethe +ef r eeze option. The reason for
thisisthat - emacr o() 'simplementation involves the insertion of suppression options
into alint comment that surrounds the macro expansion.

-efunc( #, Synbol [, Synbol]...) inhibitsand
+efunc( #, Synbol [, Synbol]..) re-enables
message # issued from wi t hi n any of the named functions. For example:

int f( int n)
{
return n / O; /!l Error 54

}
will result in message 54 (divide by 0). To inhibit this message you may use the option:

-efunc( 54, f )
Thiswill, of course, inhibit any other divide by 0 message occurring in the same function.

The - ef unc option contrasts with the - esymoption, which suppresses messages about
anamed function or, indeed, about any named symbol, which is parameterized by Sy nbol
or Name within the error message.

Both the error number and the Synbol may contain wild card characters. See the
discussion of the - esymoption.

Member functions must be denoted using the scope operator. Thus:
-efunc( 54, X :operator=)

inhibits message 54 within the assignment operator for class X but not for any other class.
Creative uses of the wild card characters can be employed to make one option serveto
suppress messages over awide range of functions, such as all assignment operators, or all
member functions within aclass. Seethediscussionin - esym

There are times when you might want to quote the 2nd argument to ef unc and/or escape
some of the pattern valued characters. See Section 5.2.1 Meta Characters -esym ...for an
explanation and examples.

-elib( # [, #] ...) inhibitsand

+elib( # [, #]...) reenables
error message # within library headers or in regions of code denoted asbeing library. See
Chapter 6. LIBRARIES. Thisis handy because library headers are usually "beyond the
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control" of theindividual programmer. For example, if thest di o. h you are using hasthe
construct

#endi f conmment
instead of
#endi f /*coment */

asit should, you will receive message 544. This can beinhibited for just library headers
by - el i b(544). # may contain wild cards. However, amore convenient way to set a
level of checking within library codeisvia-w i b(|evel ). Seeadso-elibsynt().

-elibcal | (#],#]) inhibits

+el i bcal | (#[, #]) re-enables
the numbered messages while parsing callsto library functions. Thisdoeswhat - ecal |
does except that it applies to functionsthat are deemed to be library.

-eli bmacro( #[, #]) islike- emacr o(#, Synbol ) exceptthat it appliesto all macros defined
inlibrary code. Like- enacr o, you may use aform beginning with - - or with + or with
++. The# may be surrounded with parens or with curly braces and these have the same
meaning aswith - emacr o. E.gQ.

[11int -elibmacro({414}, {54}, 835)

[11int ++flb /1 Enter Library region

#define A() ( 1/ 0) /1 macro becones a library macro
[/1int --flb /1 Leave Library region

int j = A() ; /1 No nmessage i ssued.

-elibsym( #[, #]...) inhibits

+elibsym( #[, #]..) reenables
message(s) numbered # that are parameterized by library symbols. For example, suppose
alibrary defines a pair of classes:

class X { };
class Y : public X{ ~Y(); };

Thiswill result in message 1510, base class X has no destructor. Note that the message is
deferred until derived class Y bearing a destructor isseen. Theoption-el i b(1510) will

suppress this message while processing library headers. If in the user's own code thereis
adeclaration:

class Z : public X{ ~zZ(); };

the diagnostic will beissued in spite of the fact that - el i b(1510) isgiven because we
areoutside library code. The user may suppress this by using
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-esym( 1510, X))

But if there are alarge number of such base classes, al lacking a destructor, the user may
prefer to issue the option:

-elibsym 1510 )
whichin effect doesan - esyn( 1510, s) for al library header symbolss.
-emacro( #, synbol, ...) inhibits
+emacro( #, synbol, ...) reenables
message # for each of the macro symbols given. The option must precede the macro
definition. The option - emacr o( #, synbol , ...) isdesigned to suppress message
number # for each of the listed macros. For example,

-emacro( 778, TROUBLE )

will suppress message 778 when expanding macro TROUBLE. What actually happensis
that when the macro is#def i ne'd its defining string is preceded by the lint comment:

/*lint -save -e778 */
and isfollowed by the lint comment:

/[*lint -restore */
Please note that

-el23 +emacro(123, A)

does not do what you might think. A +enacr o only undoesa- enacr o having the same
arguments. Thereisno way currently of enabling a message for only a selected set of
Macros.
You may wonder why we bother with this option because clearly the user can do thisfor
him (or her) self. But oftenitis.compiler or third-party library macros that need the error
suppression and these, many of our users feel, should not be disturbed by the end-user.
There are times when you might want to quote the 2nd argument to emacr o and/or escape

some of the pattern valued characters. See Section 5.2.1 Meta Characters -esym ... for an
explanation and examples.
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-emacro( (#), synmbol, ...) inhibits, for amacro expression,

--emacro( (#), synbol, ..) inhibits, for the entire expression,
message # for each of the macro symbols given. The macros are expected to be
expressions (syntactically).
Thereisan occasiona problem with inhibiting messages emanating from expressions

using the earlier form (in which parentheses do not surround the error number). For
example, assume that macro ZERO is defined as follows:

#define ZERO (*(int *)O0)

When ZERO s actually used, thisresultsin Warning 413 (use of NULL pointer). To
suppress this warning, you might think to use:

-emacr o( 413, ZERO)
Thiswill not always work owing to the fact that message413 isgivenin an
expression-tree walk separate from the syntax analysis phase. Thefix isto usethe
following notation:

-emacro( (413), ZERO)
Thisinhibits 413 during syntax analysis and places a Warning 413 inhibition request in
the tree node associated with the macro. What happensis that the option - e(413) is

placed withina/ *| i nt comment before the expression. It isasif we had defined ZERO
as.

#define ZERO /*lint -e(413) */ (*(int *) 0)

You may confirm this experimentally through use of the -p option. Consult earlier in this
section for adescription of the - e( #) option.

For full generality you may place alist of error numbersincluding wild cards between
parens. Thus

-emacro( (413, 613), ZERO)

suppresses the two indicated messages for macro ZERO. Also
-emacro( (*), ZERO)

suppresses all messages for the macro.

of f set of istreated asaspecial case. For this macro, message numbers are
automatically parenthesized. If the user should select as an option, say,
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-emacro( 413, of f set of ) then thiswill automatically be treated asif the option were
-emacro( (413), of f set of ) . Thesameistruefor any other message number.

The- - form of thisoption usesthe - - e( #) option and this inhibits messagesin the entire
expression in which it is embedded. Thus, the option

--emacro( (413), ZERO)
would, continuing the earlier example, be as if we had defined ZERO as:
#define ZERO /*lint --e(413) */ (* (int *) 0)

This has the effect of inhibiting this message for the entire expression in which ZEROis

embedded.
-emacro( {#}, synbol, ...) inhibitsfor amacro statement,
--emacro( {#}, synbol, ...) inhibitsfor amacro withinaregion,

message # for each of the macros given. For example, the macro Swap below will swap
the values of two integers.

[/1int —emacro( {717}, Swap )
#define Swap( n, m) do {int _k =n; n=m mk; } while(0)

By usingthedo {} whi | e(0) trick the macro can be employed exactly as any function.
However, the trick will engender message 717 because of the ‘0’ in thewhile. The
message can be suppressed using the curly bracket version of the - emacr o option as
shown. Thisrendition will prefix the body of the macro with the lint comment

[*lint -e{717} */

Useof the- - emacro( {#} ...) optionwill cause the lint comment
[*lint -—e{#} */

to be prepended to the macro.
The example above is not particularly motivating as the same effect could be achieved
without the braces. The compelling reason to use the braced form is to control messages
during Specific Walks. When the braced form of the —enacr o option is used, the error
inhibition is attached to the statement tree that is produced. When this statement tree is
walked during the Specific Walk the curly brace error inhibition will have an effect, aswill
the —emacro( (#), ...) form, but the plain form will not.

-epl etter(s) Pointer to Type Mismatch

This option refersto pointer-to-pointer mismatch (Error 64) across assignment or implied
assignment asininitializers, r et ur n from function, or passing arguments in the presence

38



of aprototype. By selecting one or more of these options, the user can suppress
notification of this error for selected pointer differences. | et t er isone of

n nominal

u unsigned vs. signed

nc nominal char

uc unsigned vs. signed char

s samesize
p alindirect values

-epn The pointed-to types differ Nominally. For example, pointer to short vs. pointer
toi nt wherei nt andshort arethe samesize.

- epu The pointed-to types differ in that oneisan unsi gned version of the other. For
example, pointer to char being assigned to pointer to unsi gned char.

- epnc The pointed-to types differ in that oneisachar and the other isasi gned char
where char areby default si gned, or where oneisachar and the other isan
unsi gned char wherechar isby default unsi gned. This presumesthat a
distinction is being made between these two types in the first place (+f dc ison).

-epuc The pointed-to types differ in that oneisasi gned char and the other an
unsi gned char. Thisisuseful for passing pointersto unsi gned char toa
library routine that may ask for pointersto si gned char without using a cast.

- eps The pointed-to types differ but they are the same Size. For example, pointer to
| ong vs. pointer to auni on containing al ong but nothing larger.

-epp The pointed-to types differ in any way imaginable. Said another way... "Pointers
are pointers'.

-epn isorthogonal to - epu; neither implies the other and both can meaningfully be
selected. - eps implies both. If you select - eps you needn't bother selecting - epu or
-epn. - epp impliesthe others.

-epnc isaspecia caseof - epn and - epuc isaspecia caseof - epu. If you specify the
latter cases you needn't specify the former.

-estring(#, Stringl[, String2, ..]) inhibits

+estring(#, Stringl[, String2, ..]) re-enables
message # for the indicated St r i ngs used as Lint message parameters. Consider the
following example:

int f()
{
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return 20000u << 18;
}

Thiswill result in the following message.
return 20000u << 18;

x.t 4 \Warning 648: Overflow in conmputing constant for operation:
"unsigned shift left

If we examine Warning 648, we seethat it is parameterized by a St ri ng in quotes. We
may usethe - est ri ng to suppress on the basis of this string using the option:

-estring(648, "unsigned shift left")

The second argument to - est ri ng() means that the 648 will not be issued when the
operation (represented by the 'St r i ng’ parameter) is"unsi gned shift |eft". Note
that we can aso disable this message for all bit shifts with:

-estring(648, *shift*)

The - est ri ng option may be used with messages that are parameterized by Cont ext,
Ki nd, String, Type and TypeDi f f. See Message Parametersin Chapter 19.
M essages.

Notethat est ri ng participates with other options (like esym) in"voting" for or against
each message issuance. For example, suppose you' re interested in enforcing only one
advisory rule from MISRA 2004 which states that expressions should avoid dependence

on operator precedence rules, and that you want this to apply for uses of C++ operator
functionsaswell. Thisimpliesthat we must use

+esym( 961, 47 ) [/ Enforce M SRA rule 47

Unfortunately, this means we' |l get the following diagnostic for "Hello, world":

std::cout << "Hello, world! << std::endl;
Note 961: Violates M SRA Advi sory Rul e 47, dependence pl aced
on C s operator precedence; operators: ’'<<' and ’ <<

Suppose you want to suppress this message when << operators are used in tandem asin
the example above. This can be achieved with

-estring(961, "dependence*on*precedence; operators: '<<' and '<<'")

All other violations of rule 47 will still be reported.
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-esynm( #, Synbol [, Synbol]...) inhibitsand

+esym( #, Synbol [, Synbol]...) re-enables
error message # for the indicated symbols. Thisisone of the more useful options because
it inhibits messages with laser-like precision. For example - esym( 714, al pha, bet a)
will inhibit error message 714 for symbolsal pha and bet a. Messages that are
parameterized by the identifier Synbol or Name can be so suppressed. Also, if thef sn
flag is ON (See Section 5.5) messages parameterized by St ri ng may also be suppressed.
Thus, if you examine Message 714 in Section 19.5 C Informational Messages you will
notice that the italicized word 'Sy nbol ' appearsin the text of the message. See also the
entriesfor ’Synbol "and 'Nane’ in the beginning of Chapter 19. MESSAGES.

It is possible to macroize a lint option in order to remove some of the ugliness. The
following macro NOT_REF( x) can be used to suppress message 714 about any variable
X.

#defi ne NOT_REF( x) [*lint -esym( 714, x ) */

NOT_REF( al pha )
i nt al pha;

For C++, when the Synbol appearing within a message designates a function, the
function's signature is used. The signature consists of the fully qualified name followed,
in the case of afunction, by alist of parameter types (i.e. the full prototype). For example,
in the unlikely case that a C++ module contained only:

class X

{
voi d f(double, int);

b

QAN E

the resulting messages would include:

Info 754: |ocal structure nenber X :f(double, int) (line 4, file
t.cpp) not referenced

To suppress this message with - esy myou must use:

-esym( 754, X:.:f )
The full signature of the Symbol isX: : f (doubl e, i nt). However, itsnameisX: : f,
and it is the name of the symbol (signature minus any arguments) that is used for error

suppression purposes. Please note that the unqualified name may not be used. You may
not, for example, use
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-esym( 754, f )
to suppress errors about X: : f .

A +esymcan be used to override a- e# just asa- esymcan override a+e#. Thus, an
option combination like:

-e714 +esym( 714, al pha )

will cause 714 to bereported only for al pha. Note that this enhancement may also be
used to enable specific MISRA rules specified by Messges 960, 961, 1960 and 1963
without adopting the entire set. Simply use the MISRA rule number as a symbol name

+esynm( 960, 88, 87 )
Enables checking for MISRA rules 88 and 87.
Note as aresult of the default warning level (3), message 960 is not normally enabled.

The suppression (or the enabling) of esy misweighted against the options: - e#, +e#,
-elibsym-efunc,-etype,-estring,-ecall and+efunc. When Lint isabout to
report amessage, it tallies the "votes' from these options (inasmuch as they apply to the
current message). Each applicable option beginning witha’-’ counts asavote of -1; each
beginning with a’+' counts as +1. Since severa symbols and names can parameterize a
message, it is necessary to tally the negative and positive contributions of all appropriate -
esymand +esymoptions. If the net result isless than zero, the message is suppressed.
For example:

-esym( 648, a*) +esym( 648, appl e)

will suppress 648 for all symbols beginning with'a except for "apple".

5.2.1 Meta Charactersfor -esym, -efile, -emacro, -efunc, -estring, -etype, -ecall

The following meta characters may be used within names that are used as argumentsfor - esym -
efile,-emcro,-efunc,-estring,-etypeand-ecall.

wild card character matching O or more characters
?  wild card character matching any single character
‘ backtick used to escape any meta character
[ ...] bracketed string meaning optional matches
" ... used when incorporating comma (, ) or unbalanced’(’ or’)’ with an argument
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Although an option containing meta characters may not always be placed on a command line
because the special characters may trip up the shell (command interpreter), it can be placed in a
.I'nt file

Arguments (both error numbers and symbols) may contain 'Wild-card' characters.

For example

-esym( 715, un_* )

suppresses message 715 for any symbol whose first three charactersare"un_". Asanother
example:

-esym( 512, ?, *::* )

suppresses message 512 for any symbol name containing exactly one character and for any name
containinga": : ", i.e. for any member name. Asanother example:

-esym( *, nane )

suppresses any message about symbol nane

A string of theform [ ...] means that the string bounded by square bracketsis optional. E.g.
-esym( 768, [A::] alpha)

will suppress message 768 for symbols"al pha" and "A: : al pha". Wild-card characters may
appear within the brackets. Thus

-esym( 768, [*::]al pha)
will suppress 768 for any symbol where nameis"al pha" no matter how deeply nested within
classes and or namespaces it may be. The accent grave character * is sometimesreferred to asthe
backtick. It can be used to escape any of the meta characters. For example
-esym( 1533, operator* )
suppresses Warning 1533 for any function whose name begins with "oper at or ". However
-esym( 1533, operator'* )

suppresses 1533 for the function named oper at or *.

Within options, commas separate arguments. But suppose your argument containsacomma. For
thisyou may use the double-quote. Example,

tenplate <class T, class U> class B;
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[11int -esym( 753, "B<<1>, <2>>")
/1 Wthout the double quotes, -esyn() sees three argunents:
/] "753", "B<<l1>", and "<2>>"

Both wildcard characters and non-wildcard characters may be used both within and outside of
the double-quoted sequence. A right parenthesis or commathat appears outside of a double-
guoted sequence marks the end of the argument as usual. Y ou may use any number of quoted
sequences in asingle argument. The quote characters will later be stripped away when the option
IS processed.

The character literals",* ,*, ?, [, and] may be expressed by escaping them with a backtick:
o ‘7 gl ‘1

Asaspecia case, thestring"[ 1" (asin"operator[]" or"extern int a[];") need not be
escaped since, as awildcard pattern, it is meaningless.

All escape sequences other than those mentioned above are reserved for future use. Currently,
when we encounter such a sequence, we will ignore the backtick and issue awarning. For
example, " a" istaken as"a".

[Note: The backslash character is commonly used as an escape character in programming
languages such as C and C++ and so it might have seemed more natural to use that instead of the
backtick. However, for many users, '\’ also serves as a directory separator. Since argumentsto
-esynm() may now contain path names, and because the backtick is very rarely found in C/C++
source code, this new interpretation shouldn’t result in any additional "version shock™.]

There are times when you might want to quote the 2nd argument to esy mand/or escape some of
the pattern valued characters. See Section 5.2.1 Meta Characters -esym ...for an explanation and
examples.

-etd( TypeDi ff [, ..]) inhibits

+etd( TypeDi ff [, ..]) re-enables
messages arising through certain specified type differences. Chapter 19. MESSAGES
detailsthe varioustype differences (under the heading Ty peDi f f ) and some messages are
parameterized by type differences. For example, - et d( el | i psi s) will inhibit messages
reported as the result of two function types differing in that one is specified with an
ellipsis and the other isnot. The TypeDi f f must be an identifier or of the form
identifier/identifier;itmaynotbeoftheformType =Type, or Type vs. Type
or otherwise compound.

-etenplate( # [, #] ... ) inhibits

+etenplate( # [,#].. ) reenables
error message(s) # while expanding templates. This message suppression isin addition to
other message suppression that you may have specified.



The purpose of - et enpl at e isto reduce the scrutiny of templates owing to the fact that
some types and constants are unknown until expansion time. What may be a suspicious
expression under normal circumstances becomes perfectly reasonable in atemplate
situation.

Wild card characters are permitted. For example:
-etenplate( 7?7, 8?7, 17?7 )
removes from template expansion al messages at the 700, 800 and 1700 levels.

By default the set of messages suppressed consists of only one message, 506. This
suppression could be removed with a+et enpl at e( 506) , or even +et enpl ate(*). AS
this example suggests, if you attempt to re-enable a message with +et enpl at e that had
not been inhibited by - et enpl at e, there will be no effect. Internally thereis a set of
messages associated with et enpl at e suppression. Any - et enpl at e adds to this set.
Any +et enpl at e subtracts from it.

+et ype(#, Typenanel[, Typenane2, ..]) re-enables

-etype(#, Typenanel[, Typenane2, ..]) suppresses
messages numerically equal to or matching # which are parameterized by at least one
symbol whose type isidentical to or which matches one of Typenanel, Typenane2, ...
Both # and the Ty penane parameters may contain wild card characters. Thisoptionis
similar to - esymexcept that it operates on the name of the symbol'stype as opposed to the
name of the symbol. It must be emphasized that this option applies only to Sy nmbol
parameters and not Nane parameters or other kinds of parameters.

PC-lint/FlexeLint's representation of a symbol's type can be obtained by using
+t ypename(#) where# isamessage number (or number pattern). Note, that it isnot
necessary to use +t ypenane to inhibit messages with - et ype. Example:

[11int -etype(1746, FooSmart Ptr<*>)
tenmpl ate <class T> class FooSmartPtr {};
void f(FooSmartPtr<int> a) {}
/[l 1746 ("Paraneter 'a'
/1 could be made const reference”) suppressed.
Notethat it is possible to suppress a message globally and then enableit for aspecific type
or types by using the +et ype form of the option. See the description of +esym This, of
course, presumes that the message has a symbol parameter.
Also of interest ...
-wLevel  Set warning Level - See Section 5.7 Other Options

-wl i b(Level ) Setwarning Level for Library - See Section 5.7 Other Options
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Examplesof Error Inhibition Options
lint -e720 p.c

will inhibit message 720.
lint -e???? +elb26 p.c

will turn off al messages except number 1526. (Note: - wO iseasier and just as effective as

lint -epp -eau -esym(526, alpha) p.c

will inhibit errors arising from pointer-pointer clashes and unsigned arguments and will suppress
complaints about al pha not being defined.

5.3 Sizeand Alignment Options

This group of options allows setting the sizes and alignment of various scalars (short , i nt , etc.)
for the target machine. The separate setting of these parametersis not normally necessary as the
default settings are consistent with most compilersin your environment. Use the size options for
specifying architectures other than the native architectures. For example, if you are linting for an
embedded system wherei nt and pointers are normally 16 bits you should specify
lint -si2 -sp2 ..
The current values of each of these size parameters can be obtained from the help screen. Try:
lin -sp6 ?
In thelist below # stands for a small integer.
-sb#  Thenumber of bitsin abyteis#. - sb8 isthe usual default. The number of bitsin an
i nt ispresumed to besi zeof (i nt) timesthis quantity. The maximum integer is
determined from this quantity by assuming a 2's complement machine. The maximum
integer, in turn, is used to determine whether a constant isi nt or | ong.
-sho# sizeof (bool) becomes#. Thedefault valueis 1.

-sc#  sizeof (char) becomes#. Thedefault valueis, of course, 1. (In some rare casesthe
sizeof achar issomething other than 1.
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-slc# sizeof (I ong char) becomes#. Thedefaultis2. Thisrequirestheflag +f | c
(enablel ong char). Thistypeisnon-standard and is employed by relatively few
compilers.

-ss#  sizeof (short) becomes#.

-si# sizeof (int) becomes#. For PC-lint, - si 2 isdefault for LI NT. EXE. - si 4 isdefault
for LI NT- NT. EXE, and for LI NT- OS2. EXE.

-sl# sizeof (1 ong) becomes#.

-sl |1 # gpecifiesthesizeof | ong | ong. Theoption- s| | # can be used to specify the size of a
l ong long int. By defaultthesizeis8. Specifying this size also enables the flag
+f 1.

-sf#  sizeof (fl oat) becomes#.

-sd#  sizeof (doubl e) becomes#.

-sld# sizeof (1 ong doubl e) becomes#.

-sp#  sizeof pointersbecomes#. There are actually 4 different pointer sizes, near data, f ar
data, near program and f ar program. This option sets all four to be agiven size.

-spN# indicates that the size of near pointers (both of program and data) is# bytes. The
PC-lint default valueis 2 for LI NT. EXE. Thedefaultis4 for LI NT- NT. EXE.

-spF# indicatesthat the size of f ar pointers (both program and data) is# bytes. The PC-lint
default valueis4 for LI NT. EXE; for LI NT- NT. EXE the default is 6.

-spD# indicates that the size of a Data pointer (both near and f ar ) is# bytes. Thishasno
effect on the assumed size of program (function) pointers.

-spP# indicates that the size of a Program (function) pointer (both near and f ar ) is# bytes.
This has no effect on the assumed size of data pointers.

- spFD# indicatesthe size of af ar Data pointer.
- spFP# indicatesthe sizeof af ar Program pointer.
- spND# indicatesthe size of anear Datapointer.

- spNP# indicatesthe size of anear Program pointer.
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-snp# size of Member Pointers becomes#. There are actually 3 different member pointer
sizes, member data, member near program, and member f ar program. Thisoption sets
all threeto agiven size.

- snpD# indicates that the size of member Data pointersis# bytes. This has no effect on the
assumed size of member program (function) pointers.

- snpP# indicates that the size of member Program (function) pointers (both near andf ar ) is#
bytes. This has no effect on the size of member data pointers.

- snpFP# indicates the size of amember f ar Program pointer.

- spNP# indicates the size of amember near Program pointer.

-sw#  Thesizeof wechar _t isset to theindicated value. For example: - sw4 setswide
charactersto have asize of 4 bytes. Note thisonly affectsabuilt-inwchar _t andis
only useful if the built-inwchar _t isenabled (with +f we or +f wu). Please see the
comments for +f we.

Al i gnment

The address at which an object may be allocated must be evenly divisible by itstype's alignment.

For example, if thetypei nt has an aignment of 2 then each i nt must be allocated on an even

byte address.

Alignment has only minimal impact on the behavior of PC-lint/FlexeLint. At thiswriting there

areonly two Elective Notes (958 and 959) that detect alignment irregularities. But in addition to

these it is sometimes essential to get alignment correct in order to know the sizes of compound
data structures.
For every size option of the form:
-sType#

(except for - sb#, the byte size) thereis an equivalent alignment option having the form:
-aType#

For example, the option
-ail

indicates that the alignment of i nt is1 byte. Analignment of 1 means that, no restrictionis
placed on the alignment of types. (An alignment of O is undefined).
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If an alignment for atypeisnot explicitly given by a- a option, an alignment is deduced from the
size of thetype. The deduced alignment is the largest power of 2 that evenly divides the type.
Thusif the sizeis 4 the deduced alignment is 4 but if the sizeis 6 the deduced alignment is 2.
This deduction is made just before the first time that alignment (and size) may be needed. An
attempt to use the - aType option (or the- s Ty pe option) after thispoint is greeted with Error 75.
For example:

-si 8 /] sizeof(int) becones 8
/1 alignnment of int also becones 8
-ail /] alignment of int is 8
-si 16 /1 sizeof(int) beconmes 16
/] alignment of int stays at 1
-sl 24 /1 sizeof(long) is 24
/1 alignment of long is 8
-al 2 /1 alignment of |ong becones 2

5.4 Verbosity Options

Verbosity refers to the frequency and kind of work-in-progress messages. Verbosity can be
controlled by options beginning either with - v or with +v.

If - v isused, the verbosity messages are sent to standard out. On the other hand, if +v isused, the
verbosity messages are sent to both, standard out and to standard error. Thisisuseful if you are
redirecting error messages to afile and want to see verbosity messages at your terminal aswell as
interspersed with the error messages. For clarity, the options below are given interms of - v.

Except for the option +v by itself al verbosity options completely replace prior verbosity settings.
It just didn't make senseto treat +v as turning off verbosity.

The general format is: {- +}v[acehi ost w#][nf <i nt >]. There may be zero or more characters
chosen from the set "acehi ost w#". Thisisfollowed by exactly one of "nf " or an integer.

-V Turn off all verbosity messages.

+v This does not turn off verbosity messages but directs those that exist to standard error as
well asto standard out.

-vn (where n is some integer) will print amessage every n lines. Thisoption implies - vf .
This option will aso trigger afile resumption message.

-va...  Will cause a message to be printed each time there is an Attempt to open afile. Thisis

especially useful to determine the sequence of attempts to open afile using avariety of
search directories.
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-VC...

-Vve..

-vf

-vh...

-vh- ...

- Vi ...

-vm

-VoO...

-VS...

-vt ..

- VW...

-VH#...

Thiswill cause a message to be printed each time afunction is called with a unique set
of arguments. Thisisreferred to asa Specific Call. See Section 10.2.2 Interfunction
Value Tracking

Will cause a message to be printed each time a template function is instantiated.

Print the names of all source Files as they are encountered. This means all headers as
well asmodule names. Thus, - vf implies- vm Thisoption will indicate which headers
are"Library Header Files'. See Section 6.1 Library Header Files

At termination of processing the strong type Hierarchy be dumped in an elegant tree
diagram. Seethe example in Section 9.6.1 The Need for a Type Hierarchy.

The'h' verbosity flag continues to mean that the strong type hierarchy is dumped upon
termination. If the'h'isfollowed immediately by a'- ' then the hierarchy will be
compressed, producing the same tree in half the lines. See Section 9.6.5 Printing the
Hierarchy Tree for an example.

Output the names of Indirect files (. | nt ) asthey are encountered. Thisletter 'i ' may be
combined with others.

Print the names of Modules as they are encountered (thisis the default).

Output Options asthey are encountered whether they are inside lint comments or on the
command line. The letter 'o" may be combined with other letters.

The amount of Storage consumed is printed along with the verbosity message. For
example, - vsf will report the amount of storage consumed at the start of every file
processed.

The't ' flag may be added to the verbosity option. Thiswill cause a message to be
printed each time atemplate is to be instantiated.

This verbosity flag will issue a report whenever afunction is to be processed with
specific arguments. Thisis called a Specific Walk. See Section 10.2.2 Interfunction
Vaue Tracking

The character '#' is usually used with 'f ' and will request identification numbers be
printed with each file. Thisisused to determine whether two files are regarded as being
the same.

For example:

lint +vof filel file2 >tenp
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will cause aline of information to be generated for each module, each header and each option.
Thisinformation will appear at the console aswell as being redirected into thefilet enp. But not
all systems support such redirection. Fortunately, thereisthe - os option

lint +vof -os(tenp) filel file2

5.5 Flag Options

Optionsbeginning with +f , ++f , -, or - - f introduceflags. A flagisrepresented internally by
an integer and is considered

ON  if theinteger >0
OFF if theinteger <=0

Default settings are either 1 if ON or 0 if OFF.
+f ... turnsaflag ON by setting theflagto 1.
- f ... turns aflag OFF by setting the flag to 0.
++f ... incrementstheflag by 1.
- -f ... decrementstheflag by 1.

The latter two operations are useful in cases where you may want to turn aflag ON locally
without disturbing its global setting. For example:

[*lint ++flb */
int printf();
[*lint --flb */

can be used to set thef | b (library) flag ON for just the one declaration and, afterward, restoring
the value of the flag to whatever it had been.

The current setting of all flags can be obtained from the option summary. Try the following:
lin -oe(tenp) +fce ?

Thefilet enp will capture the option summary showing the settings of all flags and showing, in
particular, that the Continue-on-Error flag is ON.

f @n commercia @ isaModifier flag (default OFF).
Options: +f @n -f@n ++f@ --f@n
Thisis afeature required by some embedded compilers that employ a syntax such as:

int @nterrupt () { ... }
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the @ nt er r upt servesasamodifier for the function f (to indicatethat f isan interrupt
handler). Normally '@would not be allowed as a modifier. If the option +f @nis given
then '@ can be used in the same contexts as other modifiers. There will be awarning
message (430) but this can be suppressed with a- e430. The'@will otherwise be
ignored. The keyword that follows should be identified either as a macro with null value
asin-di nt errupt=orasareservedword using +r w( i nt errupt).

ABbreviated structure flag (default OFF).

Options.  +fab -fab ++fab --fab

if thisflag is ON, structure references may be abbreviated. Thus, instead of s. a. b, if it
would cause no ambiguity, you may uses. b. Few compilers support this feature.

Arguments pointed to get Initialized flag (default ON).

Options.  +f ai -f ai ++f ai --fai

When an argument is passed to afunction in the form of the address of a scalar and if the
receiving parameter isnot declared asconst pointer, then it isassumed by default that the
scalar takes on new values and that we do not know what those valuesare. Thus, in the
following:

void f( int ** );

void g()
{
int *p = NULL;
f( & );
*p = 0; [/ OK, no warning.
}

we do not warn of the possibility of the use of a NULL pointer because our past
knowledge is wiped away by the presumed initialization afforded by the function f .
However, if the flag isturned OFF (using - f ai ), then we will warn of the possibility of
the use of aNULL pointer.

ANonymous union flag (default OFF for C, ON for C++).

Options.  +fan -fan ++fan --fan

If thisflag is ON, anonymous unions are supported. Anonymous unions appear within
structures and have no name within the structure so that they must be accessed using an
abbreviated notation. For example:

struct abc

{
int n;
union { int ui; float uf; };

} s,

S. ui
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In this way a reference to one of the union members (s. ui ors. uf ) ismade assmply as
areference to a member of the structure (s. n).

Thisis afeature of the Microsoft compiler and isalso in C++.

Anonymous struct flag (default OFF).

Options.  +f as -fas ++fas --fa

If thisflagis ON (by default it is OFF), anonymous struct's are supported. Anonymous
struct's are similar to anonymous union's. Thisis, if astruct has no tag and no declarator
asin:

class X
{
struct { int a; int b; };
}ox;

then references to the members of the inner struct are asif they are members of the
containing struct. Thusx. a refersto member a within the unnamed struct within class X.
Some compilers (most notably M SC) support this construct, but it isnon-standard. When
the - csc option is given, thisflagis set ON.

Parse. net ATtributesflag (default ON).
Options: +f at -f at ++f at --fat
Dot net (. net ) attributes are contained within square brackets. E.g.

[ propget, id(1)] void f( [out] int *p );

The square brackets and information contained therein are non standard extensions to the
C/C++ standards supported by the Microsoft Visual C 7.00 and later compilers.
Remarkably this doesn't appear to interfere (or be ambiguous) with other uses of square
brackets within the language. For this reason the flag is normally ON. To turn off such
processing use - f at

Bit Addressability flag (default OFF).

Options.  +fba -fba ++fba --fba

If thisflagis ON (by default it is OFF), anindividual bit of ani nt (or any integral) can be
specified using the notation:

a. i nteger-const ant

where a is an expression representing the integral and i nt eger - const ant isan integer
constant. The construct istreated as a bit field of length 1.

For example, the following code:
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[*I'int +fba Turn on Bit Addressability */

int n;
n.2 = 1;
n.4 = 0;

if( n.2 || n4)
will set the 2nd bit of n to 1 and the 4th bit to 0. Later it tests those bits.

This syntax is not standard C/C++ but does represent acommon convention used by
compilers for embedded systems.

Binary Constant flag (default OFF).

Options.  +f bc -fbc  ++fbc --fbc

If thisflag is ON, binary constants having the form 0{bB}{01}+ are permitted. For
example:

0B101010101 == 0x1555
Ob1111 == OxF

Thisis not an ANSI/I SO construct and few compilers actually support this feature.

Boolean flag (default ON).

Options.  +f bo -fbo ++fbo --fbo

If thisflagis ON, keywordsbool ,t rue, and f al se are activated at the start of every
C++ module.

Bit fieldsare unsi gned flag (default OFF).

Options:  +f bu -fbu  ++fbu --fbu

When thisflag is ON, bit fieldswill be considered unsi gned even though anominal i nt
isused in its specification. For example:

struct S{ int b:1; };
has a one-bit bit field b whose values normally range from -1 to 0. It will receive an
Informational message (806) warning about the unusual character of the declaration.
However some compilers, treat thisasranging from0to 1. i.e, they treat the bit field as
unsi gned.
The preferred programmer response is to declare the bit field unsi gned, asthisis
portable. If you don't want to do this for some reason, you may set thisflag ON, to match
the behavior of your compiler.

cdecl issignificant flag (default OFF).
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Options.  +fcd -fcd ++fcd --fcd

If thisflag is ON, adistinction is made between functions declared explicitly with the
cdecl modifier (meaningful to users of PC-lint) and functions declared without this
modifier. When generating prototypes (- od), cdec! isadded for al functions declared
with this modifier.

Continue on Error flag (default OFF).

Options.  +fce -fce ++fce --fce

If a#error directiveisencountered, processing will normally terminate. If thisflag is
ON, the#er r or lineis printed and processing will continue.

C++ flag (default OFF).

Options.  +fcp -fcp ++fcp --fcp

When thisflag is ON, all subsequent modules will be processed as C++ modules, not just
the ones having a distinguished extension (by default ". cpp” and ". cxx").

Create Tag flag (default OFF).

Options:  +fct -fet ++f ct --fct

Any struct,uni on,enumor cl ass that has no name following the keyword is
considered untagged. If thisflagis ON (the default is OFF), tags will be created where
they do not otherwise exist. The created tag will consist of a compound name containing
the file name and line number where the structure is defined. There are anumber of uses
for such aflag. For one, it forces untagged structs to be considered different typesif they
are defined in different files. Also, some subtle problems can occur when attempting to
reconstruct | ob information that contains untagged structures. The simple remedy in that
caseisto set thisflag.

char isunsi gned flag (default OFF).

Options.  +fcu -fcu ++fcu --fcu

If thisflagisON, plain char declarationsare assumed to beunsi gned. Thisisuseful for
compilers, which, by default, treat char asunsi gned. Note that thistreatment is
specifically allowed by the ANSI/ISO standard. That is, whether char isunsi gned or
si gned isup to theimplementation. See also thef dc flag.

Double quotes to Angle brackets flag (default OFF).

Options: +f da -fda ++f da --fda

Thisflag, which is normally OFF, affects include processing. The effect is that when
attempting to open afile a. h:

#i ncl ude "a. h"

Lint will behave asif you had included the file with angle brackets instead of double-
guotes. Notethat the +f di option has no effect when thisflag is ON. This option was
added to support users of the ARM compiler (whose - f d option has the same effect on
include processing).
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Distinguish plain char flag (default ON).

Options.  +fdc -fde ++fdc --fdc

This option in effect says that for the purpose of function overloading there are three
distinct char types: char, si gned char andunsi gned char. Thisisthe C++
standard [10] and is set automatically if you turn on the ANSI/ISO flag (- A). If your
compiler does not support al three, then the option - f dc must be given in the compiler
optionsfile. You cantell if your compiler needsit by noting whether, for example, both
char andsi gned char areoverloaded for the same functions. Look ini ost ream h
for example.

Dimension by Default flag (default ON )

Options.  +fdd -fdd ++fdd --fdd

If thisflag is ON then strong types (withthe’ J flag) will be considered equivalentto’Jd’.
The resulting behavior will be equivalent to treating the type as a physical dimension such
as meters or seconds. See Section 9.4 Multiplication and Division of Strong Types. This
departs from the earlier interpretation (pre Version 9) of treating strong types with the J
property as being anti-dimensional (' Ja’). To obtain the old behavior as the default
interpretation, you may turn this flag OFF using the option - f dd.

Dot-H flag (default OFF).

Options.  +fdh -fdh  ++fdh  --fdh

When the Dot-H flag is ON (+f dh) and if an extension-less header isseen, thena". h" is
appended. In prior versions, an open was attempted on the . h extended name but not on
the original name. This proved to be troublesome when one was mixing libraries. Inthe
current version, an attempt is made to open the file first with the . h extension and, that
failing, open the file using the origina name.

To obtain the prior behavior you may increment the Dot-H flag to avalue of 2. Thus:
+fdh ++f dh
will achieve the earlier behavior.

Directory of Including file flag (default varies).

Options:  +f di - f di ++f di --fdi

For Unix systemsthe default isON. For PC-lint and for other systems the default is OFF.
If thisflag is ON, the search for #i ncl ude fileswill start with the directory of the
including file (in the double quote case) rather than with the current directory. Thisisthe
standard Unix convention and is also used by the Microsoft compiler. For example:

#i ncl ude "al pha. h"

beginsthe search for fileal pha. h inthe current directory if thef di flagis OFF, or inthe
directory of thefile that containsthe #i ncl ude statement if thef di flagisON. This
normally won't make any difference unlessyou are linting afile in some other directory as
in:
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lint source\al pha.c

If al pha. ¢ containsthe above #i ncl ude lineandif al pha. h aso liesin directory
sour ce you need to use the +f di option.

pointer Differenceis| ong flag (default OFF).

Options.  +f dl -fdl ++f dI --fdl

This flag specifies that the difference between two pointersistyped | ong. Otherwise the
differenceistypedi nt . Thisflagisautomatically adjusted upon encountering a
typedef forptrdiff _t.

If the value of the flag is 2, then pointer differences are assumed tobel ong | ong. This
can occur through the pair of options:

+f dl ++f dl

Deduce Return mode flag (default OFF).

Options:  +f dr -fdr ++f dr --fdr

With the introduction and general acceptance of thevoi d type thisoption is amost
obsolete. The return mode of afunction hasto do with whether the function does, or does
not, return avalue. Thisflag only affects function definitions and declarations that do not
have an explicit return type. This can be avery valuable option for older C programs. If
theflag isON, r et ur n statements are examined to determine the return mode of such a
function. If the flag is OFF, such afunction isassumed to return ani nt . With the flag
OFF we are adhering strictly to ANSI/ISO.

allow Enumerations as Bit fields flag (default ON).
Options.  +feb -feb ++feb --feb
The following istechnically illegal but is allowed by some compilers.

enum color { red, green, blue };
struct {
enum color x : 2;
enum color y : 2;

b

The base type of abit field should beani nt (signed or unsigned). If thisflagis ON, no
complaint isissued at declaration time nor at assignment time when assigning a
compatible enum

Early Modifiers flag (default OFF).

Options.  +fem -fem ++fem --fem

Microsoft modifierssuchasf ar, _near, _huge, pascal , etc. modify the declarator to
itsimmediate right and so strictly speaking
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pascal int f();
isnot valid and will yield error 140. It should be:
int pascal f();

Some compilers (such as Metaware) accept both forms and some of their header files use
the former version. To support this aternative form (i.e. to allow early modifiers) use the
+f emflag. Alternatively you may want to have early modifiers flagged only in your own
code. To suppress the message only within library headersuse - el i b(140) instead of
setting this flag.

Extended Pre-processor variable flag (default OFF).

Options.  +fep -fep ++fep --fep

Normally, enumeration constants and const variables that serve as constants are ignored
when computing #i f directives. Although the standard does not allow such variables,
some compilersdo. If thisflagis ON they are permitted. Thus:

[11int +fep

const int N= 2;

enum{ M= 3 };

#if N< M /* allowed only if +fep is ON */
#endi f

Explicit Throw flag (default OFF).

Options: +f et -fet ++f et --fet

If the flag is OFF then the absence of an exception specification (the throw list for a
function) istreated as a declaration that the function can throw any exception. Thisis
standard C++. If theflag is ON, however, the function is assumed to throw no exception.
In effect, the flag says that any exception thrown must be explicitly given. Consider

doubl e sgrt( double x ) throw( overflow );
doubl e abs( double x );
doubl e f( double x )

{

return sqrt( abs(x) );

}

In thisexample, sqrt () hasan exception specification that indicates that it throws only
one exception (over f I ow) and no others. The functionsabs() andf (), on the other
hand, have no exception specification, and are, therefore, assumed to potentially throw all
exceptions. With the Explicit Throw flag OFF you will receive no warning. With the flag
ON (witha+f et ), you will receive Warning 1550 that exception over f | owisnot on the
throw list of functionf () .
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The advantage of turning thisflag ON isthat the programmer can obtain better control of
his exception specifications and can keep them from propagating too far up the call stack.
This style of analysisisvery similar to that employed quite successfully by Java.

The disadvantage, however, is that by adding an exception specification you are saying
that the function throws no exception other than those listed. If alibrary function throws
an undeclared exception (such asabs() above) you will get the dreaded unexpect ed()
function call. See Scott Meyers "More Effective C++", Item 14.

Can you have the best of both worlds? Through the magic of macros it would appear that
you can. For example, you can define amacro Thr ow as follows:

#i fdef _lint

#define Throw( x ) throwx)
#el se

#define Throw( x )
#endi f

When linting you would turn on the +f et flag. You would then use the Thr ow macro for
all your exception specifications that PC-lint/FlexeLint iswarning you to add. These
specifications will not be seen by the compiler and therefore will not get you into trouble.

Unfortunately, you will soon discover, that Thr ow doesn’t handle the multiple argument
case. Clearly you can define a series of separate macros, Thr ow2, Thr ow3, etc. for
different argument counts. But you can also define a multiple argument macro Thr ows as
follows:

#define Throws(X) throw X
Unfortunately, this requires an extra set of parentheses when you useit asin:
Throws((overfl ow, underfl ow))

But thisis not necessarily abad thing since it will aert the reader of the code that these are
not seen by the compiler.

f or loop creates separate Block flag (default ON).

Options.  +ffb -ffb  ++ffb --ffb

The C++ standard designates that variables declared within f or clauses are not visible
outside the scope of the f or loop. For example, in the following code, i can't be used
outside thef or loop.

for( int i =0; i < 10; i++)
{
/1

}
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// can't use i here.

Some compilersstill adhereto an earlier practice in which variables so declared are placed
in the nearest encompassing block.

By default, thisflag is ON indicating that the standard is supported. |f your compiler
follows a prior standard you may want to turn this OFF with the option

-ffb

Function takes Custody flag (default ON).

Options: + fc -ffc ++f f C --ffc

Thisflagisnormally ON. It signifiesthat all non-library functions will automatically
assume custody of a pointer through any non-const pointer parameter. Turning this flag
OFF (with a- f f c) will mean that a given function will not take custody of a pointer
unless explicitly directed to do so viaa custodial semantic for that function and argument.

void f( int * ); /1 f takes custody

void g( const int * ); // but g does not

[11int --ffc turn the flag off

void h( int * ); /1 h will not take custody
[11int ++ffc restore the fl ag

See option - sem See also message 429.

Float to Double flag (default OFF).

Options.  +ffd -ffd ++ffd --ffd

If thisflagis ON, f | oat expressions are automatically promoted to doubl e when being
used in an arithmetic expression (just aschar ispromotedtoi nt). Automaticf | oat
promotion isK&R C but not ANSI/ISO C.

Fold Filenames flag (default ON).

Options.  +fff -fff ++f f f --fff

On some operating systems, filenames are by default folded to either upper case (VM S
and MVS) or to lower case (DOS, 0OS/2, Macintosh). Thisaidsin filename identification
and also provides for amore uniform presentation. On other systems, such as Windows.
filenames are not folded for the purpose of saving and later displaying the name but they
arefolded for the purpose of name comparison. Thus"a. h" will compare equal to "A. H".
Also both™. CPP" and ™. cpp" are extensions which by default will be regarded as C++
extensions.

If such folding is unwanted, you may employ the- f f f option to reset the Fold Filenames
flag.

For systemsthat do not fold filenames (E.g. Unix and Linux) thisflag has no effect.
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Full (file) Name flag (default OFF).

Options:.  +ffn -ffn ++ffn --ffn

When ON filenames reported in error messages are full path names. This can assist
editorsin locating the correct position within files when default directories may be
different than during the linting.

Flush Output files flag (default ON).

Options.  +ffo -ffo ++ffo --ffo

When ON, thef f | ush() function is called after each message. Otherwise messages are
buffered. If there are many messagesit is slightly faster to buffer.

The Hash Created names flag (default ON)

Options:. +fhc -fhc ++fhc --fhc

Created names (i.e. those created to represent the unnamed namespace, static storage, and
created tags (see +f ct )) are made in such away asto be unique for a particular module no
matter how long the pathname. To avoid the possibility of having disconcertingly long
names the full path name can be hashed. The resulting hash number is then concatenated
with the root of the module name to obtain a virtually guaranteed unique name.

Thisisthe default behavior and the Hash-Created-names flag is said to be ON by default.
To turn off the hashing of created names use the option - f hc.

strong Hierarchy Down flag (default ON).

Options.  +f hd -fhd ++fhd --fhd

Thisflagis ON by default. The strong-Hierarchy-Down flag refers to assignments
between strong types related to each other via the strong type hierarchy. Normally you
may freely assign up and down the hierarchy without drawing awarning. With this flag
set OFF awarning will be issued whenever you assign down the hierarchy. For example:

typedef int X;
typedef X'Y;

Then an assignment from an object of type X to avariable of type Y will draw awarning if
theflag isturned off. Seealso-f at her () and- parent () in Section 5.7 Other Options.

Hierarchy Graphics flag (default varies).

Options.  +f hg -fhg ++fhg --fhg

For PC-lint the default is ON; for FlexeLint the default is OFF. If thisflagis ON, IBM
graphics characters are used to display atype hierarchy tree. See Section 9.6.5 Printing
the Hierarchy Tree

Hierarchy of Strong types flag (default ON).

Options.  +f hs -fhs ++fhs --fhs

If thisflagisON (it isby default) strong types are considered to form a hierarchy based on
t ypedef statements. See Section 9.6.2 The Natural Type Hierarchy and Section 9.6.3
Adding to the Natura Hierarchy.
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Hierarchy of strong indeXes flag (default ON).

Options:  +f hx -fhx  ++fhx  --fhx

If thisflagis ON (it is by default) strong index types are related via the type hierarchy.
See Chapter 9. STRONG TYPES. Seealso the +f hs flag.

Integer model for Enum flag (default OFF).

Options.  +fie -fie ++fie --fie

If thisflagis ON, aloose model for enumerationsis used (loose model means that
enumerations are regarded semantically as integers). By default, astrict model is used
wherein a variable of some enumerated type, if it isto be assigned avalue, must be
assigned a compatible enumerated value and an attempt to use an enumeration asani nt
isgreeted with a (suppressible) warning 641. Animportant exception isan enumthat has
no tag and no variable. Thus

enum {fal se, true};
is assumed to define two integer constants and is always integer model.

Inhibit Inference flag (default OFF).

Options: +fii -fii ++f i --fii

The purpose is to suppress inference formation during Specific Walks and during the
evaluation of expressions involving nul-terminated strings. These inferences were prone
to error and were resulting in undeserved messages.

Owing to steady progress in the accuracy of making such inferences, the flag has been
made default OFF. To obtain the prior behavior (i.e. asit wasinversion 8.00L) turn the
flagonwith +fii .

Indentation check on Labels flag (default OFF).

Options.  +fi | -fil ++4f 0 | --fil

Normally no indentation check is done on labels because frequently they are positioned
far to theleft of alisting in aposition of prominence and easy visibility. If you want labels
checked, turn thisflag ON. See Section 13.3 Indentation Checking

Include Multiple flag (default ON).
Options:  +fim -fim  ++fim --fim
With thisflag ON, the - i option may specify multiple include directories (like the
INCLUDE environment variable). For example, for DOS,
-i C\conpiler\include; C:\nyi ncl ude
will have the same effect as:
-i C\conpiler\include
-i C:\'nyi ncl ude
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Ignore default Qualifier flag (default OFF).

Options.  +fiq -fig ++fig --fig

If thisflag is ON, then an explicit memory model qualifier isignored if it matches the
memory model selected using the - moption. For example, if thisflagisON then, inLarge
memory model (- i ), the following two declarations:

extern char far *p;
extern char *p;

are not distinguishable. By default (OFF), they are distinguishable and will raise a
diagnostic. Normally you would want this flag OFF so that you can be aware that your
declarations may not be perfectly consistent. However, some compiler and/or library
header files are inconsistent in their use of these qualifiers and it is necessary to set this
flag just to be able to process these header files.

Integral constants are Signed flag (default OFF).

Options.  +fis -fis ++fis --fis

If thisflag is ON, integer constants aretyped i nt or | ong, never unsi gned or

unsi gned | ong. For example, by the rules of ANSI/ISO (rules described in Section
13.11 Size of Scalars), OxFFFF isconsidered unsi gned if i nt are 16 bits. However,
some older compilersregard al integral constants assigned. To mimic theseuse +fi s.

Initialization is considered a Write flag (default ON).

Options: +Hiw -fiw  ++fiw --fiw

Thisflag isnormally ON. When thisflagis ON, any initialization is considered a Write to
the variable being initialized (unlessinhibited in some other way, seethef i z flag below).
Two successive Writes to the same variable are flagged with Info 838. Thus:

int n = 3;
n = 6; /1l Info 838

isnormally greeted with message 838. If the flag isturned off (witha- f i w), the
message would not be issued because the assignment of 6 to n would be considered the
first Write. A subsequent Write without a Read would be unaffected by the flag and
generate Info 838. Seealso Warning 438, Info 838 andthe - f i z flag below.

Initialization by Zero is considered a Write flag (default ON).

Options: +fiz -fiz ++fiz --fiz

Thisflag isnormally ON. When thisflagis ON, an initialization by O is considered a
Write to the variable being initialized. Two successive Writes (without an intervening
Read) to the same variable are flagged with Info 838. Thus in the code:
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int n = 0;
n 6; /1 Info 838 depends on fiz flag
n 16; /1 1Info 838 al ways

The assignment of 6 to n isnormally greeted with message 838. If the flag isturned off
(witha- fi z), the message would not be issued because the assignment to 6 would be
considered the first Write. The subsequent assignment of 16 isflagged with Info 838.

See also messages 438, 838 and the - f i wflag above.

JM controls the Multiplier group flag (default ON)

Options.  +fjm -fim  ++fjm --fjm

Thisflag pertainsto the - st r ong option. Itisnormally ON. When turned OFF with the
- f | mthe programmer can achieve backward compatibility with versions prior to Version
9.00. Thisis described below.

When defining a strong type the programmer may elect to have messages issued when
objects of that type are assigned (A), extracted (X) or joined (J). The’J’ refersto when an
operand having a strong type is combined via binary operators with other operands.
Starting with Version 9.00 these operators fall into four categories:

e equality operators

r relational operators

m multiplicative operators
o other operators

A suboption of the form Jo requeststhat all Joins other that "o’ joins be checked. The’o’
is called a softener.

In versions prior to 9.00 there were only three categories. There was no multiplicative
group and so a suboption of theform’Jo’ implied no checking of multiplicative
operations. To achieve the same effect with Version 9.00 you would be required to use the
suboption’Jno’.

To ease the transition to Version 9.00 you may elect to turn thisflag off using the option -
fj m But bear in mind that if you are using strong types you will not want to set this flag
OFF permanently as then you will miss out on the rich set of dimensionality checks that
strong typing now provides through the multiplicative operators.

K& R Preprocessor flag (default OFF).

Options.  +fkp -fkp  ++fkp --fkp

A number of preprocessor facilities are alowed by the ANSI/ISO standards, which are not
allowed in K&R C. These include blanks and tabs preceding the initial # sign. Setting
thisflag causes strict adherence to the K& R preprocessor specification.
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LiBrary flag (default OFF).

Options: +flb -flb ++fl b --flb

If ON, code istreated as belonging to alibrary header (See Section 6.1 Library Header
Files). That is, declared objects don't have to be used or defined and messages specified
by - el i b (See Section 5.2 Error Inhibition Options) are suppressed. Theflagis
automatically turned OFF at the end of amodule. Thisflag has been largely superseded
by the notion of "Library Header Files' (See Section 6.1 Library Header Files). It still has
its uses though. For example, the output of PC-lint/FlexeLint in preprocess mode (i.e.
using the - p option) will contain Lint comments bearing ++f | b beforeand - - f | b after
the positions at which library headers were included.

This setting and unsetting of thisflag is kept independently of the notion of library header
(or module). Librariness of code is determined by an OR of this flag and the Librariness
of thefile. In thisway, sections of afile can belibrary while the rest is not.

| ong char flag (default OFF).

Options:.  +flc -flc ++flc --flc

If the long-char flag isON (option +f | c) then| ong char isapermitted type, which
resultsin an integral quantity nominally different fromchar, short,int orl ong int.
Some compilers use this type to specify wide characters (the ANSI/ISO typewchar _t ).
The size of the wide character can be specified with the option - sw#.

Label Designator flag (+f I d)

Options.  +fld -fld ++fld --fld

Thisflag allows the use of the non-standard feature called a label designator. An earlier
version of the GCC compiler offered afeature called alabel designator. This permitted
the programmer to designate the position of initialization of ast r uct viathe sequence:
"identifier:’. Thiswould designate the field named by thei denti fi er.

For example:
struct A{ int a, b, ¢; } x ={ b: 33 };
will initialize to 33 thefield named 'b’.

This particular form is obsolete even for GCC asit has been replaced by the C99 standard
of

"identifier =
process Library Function flag (default OFF).
Options.  +f | f -flf ++f | f --fIf
If thisflag is ON, library function definitions will be fully processed. It is nhormally OFF
to save alittletimein processing large C++ header files. Processing library function

definitions means that each in-line function definition will be parsed looking for the usual
suspicious coding flaws. Normally the programmer is not interested in examining flawsin
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the library and so would prefer to leave this flag OFF. Occasionally someone isworking
on alibrary and would prefer to have all such functions closely examined.

| ong | ong flag (default OFF).

Options.  +f1 | -fll ++f | --fll

If thelong-long flag isON (option +f | | ) then| ong | ong i nt (orjustl ong | ong)isa
permitted type, which resultsin an integral quantity nominally different and usually longer
thanal ong i nt. Thesizeof al ong | ong i nt can be specified with the option

-sl | #. Ifthel ong-1 ong flagisnot set, then you will bewarned (Info 799) if an
integral constant exceeds the size of al ong.

Lock Message format flag (default OFF).

Options.  +fIm -flm  ++fIm --flm

Thisflag can be used by GUI front ends which depend on a particular format for error
messages. If thisflagis ON, the Message Presentation Options (See Section 5.6. Message
Presentation Options) are frozen. That is, subsequent - h, - wi dt h, and the various

-f or mat optionsareignored. Alsoignored isthe - os option. The - os option (See
Section 5.7 Other Options) designates which file will receive error messages.

#1 i ne directivesflag (default ON).

Options:.  +fln -fln  ++fIn --fln

By default, #I i ne directives affect the location information within error messages. The
option - f | n may be used toignore#! i ne directives. See Section 15.3.1 #line and # for
an example.

Some systems utilize # asasynonym for #1 i ne. To support thisusage, thef | n flag must
be incremented to 2 or more. This can be done with the option ++f | n (theinitial value of
lisincremented to obtain 2).

Macro Concatenation flag (default OFF).

Options: +f nt -fne ++f nt --fnc

If the flag is ON, atoken immediately following a macro with parentheses, will, in effect,
be pasted on to the end of the last token of the macro replacement. For example, the code

#define A() a
int A()X;

will normally be greeted with an error according to the ANSI/ISO standards because this
is equivalent to:

int a Xx;

However if the Macro Concatenation flag is turned on (using the option +f nt) the two
names are in effect pasted together to produce the equivalent of:
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int ax;

Prior to the ANSI/ISO standard the only way to perform a concatenation of this kind was
through the device described above. Now the approved mechanism is through the ##
operator. Thisoption isameans of supporting older programsthat are still employing the
earlier technique.

Multiple Definitions flag (default OFF).

Options.  +f nd -fnmd  ++fnd  --fnd

Some compilers allow multiple definitions of data items provided they are not
accompanied by an initializer. These are referred to in ANSI/ISO C astentative
definitions. For example, in the sequence:

int n;
int n = 3;
int n;
int n = 3;

some compilers would consider only the last declaration as erroneous. If thef nd flagis
ON, only the last declaration draws the "Previously defined" error message (number 14).
Multiple definitions of functions are always reported.

Allow operator new|] flag (default ON).

Options.  +fna -fna ++fna --fna

In C++ it is possible to override oper at or  new by writing your own member function
withthisname. oper at or new{ ] isasimilar function that you can override that will be
used to allocate space for arrays. But not all compilers support this new feature. With

+f na ON, the New Array facility will be activated.

Nested Comments flag (default OFF).

Options.  +fnc -fnc  ++fnc --fnc

If thisflagis ON, comments may be nested. This allows PC-lint/FlexeLint to processfiles
in which code has been 'commented out’. Commenting out code should not be considered
good practice, however. Code should be disabled by using a preprocessor conditional asit
avoids the quoted star-dash problem and it automatically assigns a condition to the
re-enabling of the code.

New can return Null flag (default OFF).

Options:  +fnn -fnn  ++fnn  --fnn

Turning thisflag ON yieldsthe old styleoper at or new. That is, new may return NULL
and does not throw an exception.

According to Standard C++, there are two built-in functions supporting oper at or new:

void *operator new( size t ) throw( std::bad alloc );
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void *operator new]( size t ) throw std::bad alloc );

Rather than return NULL when there is no more allocatable space, these functions throw
an exception as shown.

However, earlier versions of the language, especially before there were exceptions,
returned NULL when storage was exhausted. To support this older convention, thisflag
was created.

NULL can be Returned flag (default OFF)

Options:  +f nr -fnr ++f nr --fnr

Thisflag isnormally OFF. When thisflag is ON, then al functions that return pointers
and have no other return semantic are assumed to return pointers that could possibly be
NULL. For example:

[11int +fnr null can be returned by functions
int *f();
voi d g()

{

int *p =1(); /1 p could be NULL

if( 'p ) return; /1 avoid a diagnhostic

*n = 0; /1 OK now to use p.

}

Nested Struct flag (default ON).

Options: +f ns -fns ++f ns --fns

This flag governs the placing of nested classes. A nested classisacl ass, struct or
uni on defined within another cl ass, struct oruni on. A Ccompiler will ordinarily
place anested class in the same namespace that holds the containing class. A C++
compiler will place a nested class within the namespace of the containing class. But
consider the following:

extern "C'

{
struct A
{
struct B
{
int b;
s
int a;
b
}

Should this (clearly C++) code nest the B within the A so that A: : B will reference the
nested st r uct or should it follow C conventions because of the ext er n "C" in which
case B done will serve asareference. Our initial approach wasto take the latter path but
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this proved inconsistent with other C++ compilers so our current implementation is to nest
the B within A. But that decision can be overridden as follows.

If the nested struct flag isturned OFF (default is ON) nested struct's within the scope of an
extern "C" will not be nested.

To force the nesting of struct's within a C module you may set the value of the flag to 2
using the ++f ns option. This might be advisable to match the behavior of aC compiler or
to avoid incompatibility errors between data structures in C and the same data structures
referenced in C++,

Nested Tag flag (default ON).

Options:  +f nt -fnt ++f nt --fnt

A Nested Tagisatag (cl ass, struct, uni on or enumname) defined within a class.
These are not normally visible outside the classunless qualified. With thisflag ON, and if
acontext clearly indicates that atag is required (such as before a scope operator) then a
special search ismade of thetable of all tags. Appropriatewarningsareissuedif thetagis
found in areas that are not truly visible.

Output Declared objects flag (default OFF).

Options.  +f od -fod ++fod --fod

This flag has an effect only when aLint Object Module (See option - oo in Section 5.7
Other Options) is being produced. Normally, objects declared but not referenced are not
placed in the output. With thisflag ON, all objects declared are placed there. Thishasthe
disadvantage of making the object modules much larger than they need to be. It hasthe
advantage that all declared objects will be cross-checked.

Output Library objects flag (default OFF).

Options:  +f ol -fol ++f ol --fol

This flag has an effect only when aLint Object Module (See option - oo in Section 5.7
Other Options) is being produced. Normally, objects declared when the library flag is set
(see+f | b in Section 5.5 Flag Optionsand/or - | i br ary in Section 5.7 Other Options) are
not placed in the output. With thisflag ON, all library objects are placed in the output
module. Itisnot usually necessary to set thisflag ON when creating aLint Object Module
that describes alibrary. See Section 6.1 Library Header Files

PAuse flag (default OFF).

Options.  +f pa -fpa ++fpa --fpa

When thisflag is ON, PC-lint/FlexeLint will pause just before exiting (after al messages
are produced), and request input through st di n after prompting on st der r. Hitting
Return (i.e., Enter) should be enough to finally terminate. This option could be useful ina
windowing system gone 'berserk’ where the output flashes momentarily upon the screen
before itswindow isclosed. Thisoption should keep the window open. CAUTION: This
option is recommended only as a trouble shooting option or as a stop gap measure. Some
environments require the launched program to terminate or they themselveslock up.
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Pointer Castsretain | val ue flag (default OFF).

Options:  +f pc -fpc ++fpc --fpc

This flag can be used to legitimize a non-standard practice, which isrifein the C
community. For exampleif youwantedtoadd 1 (1 bytenot 1i nt ) toani nt pointer (pi )
then you could write:

(*(char **) &pi ) ++;
whichisalot of effort and confusing. You could write:
((char *)pi)++

Thisis non-standard because the cast removes the Ivalue property from pi and hence it
can no longer be incremented. For thisreason it will draw a diagnostic from PC-lint/
FlexeLint even though many (if not most) compilers accept it. If you choose the second
alternative you should turn ON thef pc flag to suppress the message.

Scalars, Pointer sizes Differ flag (default OFF).

Options.  +f pd -fpd ++fpd --fpd

If thisflag is ON, pointersto one type are considered to have different sizesthan thoseto a
different type.

Precision is limited to the Maximum of its arguments flag (default OFF).

Options.  +f pm -fpm ++fpm --fpm

Thisis used to suppress certain kinds of Loss of Precision messages (734). In particular,
if multiplication or left shifting is used in an expression involving char (or short where
short issmaller thani nt) an unwanted loss of precision message may occur. For
example, if ch isachar then:

ch = ch * ch

would normally result in aLoss of Precision. Thisis suppressed when +f pmisset. This
flag is automatically (and temporarily) set for operators <<= and * =.

For example
ch <<=1
is not greeted with Message 734.

Pointer parameter may be NULL flag (default OFF).

Options:  +f pn -fpn  ++fpn  --fpn

If thisflagis set ON, all pointer parameters are assumed to be possibly NULL and a
diagnostic will be issued if a pointer parameter is used without testing for NULL. For
example:
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void f( char *p, char *q )

ip = 3; /[l warning only if +fpn
q++; /1 warning only if +fpn
}
void g( char *p, char *q )
{
if( p & q )
{
*P = 3; /1 no war ni ng
q++; /1 no war ni ng
}
}

For more information about this interesting test see Section 10.2 Value Tracking.

Parameters within Strings flag (default OFF).
Options:  +f ps -fps ++fps --fps
Thisflag, when set ON, allows macro parameters to be substituted within strings as in:

#define printi(n) printf( "n = %\n", n)

which prints both the name and the value of the parameter passed to the macro pri nti .
This depends on the substitution of a macro parameter within a string constant and had
been supported by many compilersbut is now expressy forbidden by ANSI/ISO C. There
are other ways to accomplish this task, such asthe # stringize operator. See aso Warning
607 in Section 19.4 C Warning M essages.

The Qualification Before type flag (default ON)

Options.  +fgb -fgb ++fgb --fqgb

Thisflag isnormally ON and in conjunction with Elective Note 963 can report on
declarationsin which const andvol at i | e qualifiers do not follow aconsistent pattern
asto whether they appear before or after typesin at ype specifier. By default Note 963
will report whenever aqualifier follows atype. If thef gb flag isturned OFF (e.g. - f gb)
the qualifier is expected to follow the type. For example:

i nt const x; /1 by default no nessage

//1int +e963 turn on nessage 963

int const vy; /1 msg 963: qualifier foll ows type
const int z; /1 no nsg

[11int -fgh reverse the nessage

int const a; /1 no nsg

const int b; /1 msg 963: qualifier precedes type
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Saks[36] and Vandevoorde and Josuttis[32, section 1.4] provide supporting evidence that
not only is a convention useful, but that the better convention is the one rendered with -
f gb.

Read Binary flag (default OFF).

Options.  +frb -frb ++frb --frb

When thisflag isON, all files opened with f open on input are given amode of r b rather
thanr. Thisisto resolve an obscure problem that can arise with some editor/compiler
combinations. On a system (such as MS-DOS) that uses CR- LF to separate lines, some
editors do not insert a CR between lines (to save space) and some run-time libraries will
not stop (with f get s) onjust an LF unlessread with r b. Using this option will handle the
Situation.

Reference Location information in messages flag (default ON).

Options:  +frl -fri ++frl --fri

Reference location information is a clause that is appended to some messages (usually
those associated with value tracking), which is of the form:

[Reference: File..: line.., ..]
Thistrailer can be eliminated by turning this flag OFF.

Treat carriage Return as Newline flag (default OFF).

Options: +frn -frn ++frn --frn

If thisflag is ON, carriage return characters (0x0D) in the source input not followed by a
Newline (0Ox0a) are treated as Newline characters (i.e., asline breaks). Thisis necessary
to process Macintosh style source code on the PC or Unix or their derivatives. With this
flag ON all three conventions (NL alone, CRaone, and CR NL in combination) are taken to
be a Newline so that you may mix header files.

Structure Assignment flag (default ON).

Options.  +fsa -fsa ++fsa --fsa

If thisflag is ON, structure assignment is assumed to be valid. Functions, actual
arguments and parameters may be typed st r uct or uni on and such objects are alowed
to be used in assignment.

String constants are const char flag (default OFF).

Options: +fsc -fsc ++f sc --fsc

When thisflag is ON, string constants are considered pointersto const char. For
example:

strcpy( "abc", buffer );
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draws a diagnostic because st r cpy isdeclared withinst ri ng. h (by all the major
compiler venders) as

char * strcpy( char *, const char * );
The diagnostic isissued becauseaconst char * isbeing passedtoachar *.

You may think it odd that string constants are not const char * by default. If you set
thisflag ON, you will probably discover the reason. There will undoubtedly be numerous
places where afunction is passed a string constant where the corresponding parameter
should be declared const char * butisn't. Therewill also be cases of variables that
should bedeclared asconst char * butaren't. Thus, you may regard thisflag asagood
way to ferret out places where such type checking can be tightened.

st d isGlobal flag (default OFF).

Options: +f sg -fsg ++f sg --fsg

If thisflag is ON, names scoped with st d will be searched for in nanespace st d
primarily and the global scope secondarily. Thisis non-standard but some compilers
exhibit this behavior. In particular, the GCC compiler does and so the option specifying
this compiler (- cgnu) setsthis flag ON automatically.

SHared reading flag (default ON).

Options.  +f sh -fsh  ++fsh --fsh

When flag f sh is ON, files opened for reading will be opened in shared mode. Currently
thisflag isimplemented only on PC-lint.

Strings as Names flag (default ON).

Options.  +fsn -fsn  ++fsn --fsn

When the flag is OFF, theesyn() option can be used only to suppress messages
parameterized by the identifiers’Synbol * or "Nane’. With thisflag ON, one can use
esym() to also suppress (or enable) messages parameterized by 'Cont ext ’, 'Ki nd’
'String’, Type’,and ' TypeDi ff’'. For example:

[11Tint +fsn
/[11int -esym( 648, unsi gned shift left)

int f()

{
return 20000u << 8; // Potential 648 ("Overflow in conputing

/1l constant for operation ’String ")

}

The - esym() second argument means that the 648 will not be issued when the operation
(represented by the’St ri ng’ parameter) is"unsi gned shift |eft". Notethat wecan
also disable this message for al bit shifts with:
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fsp SPecific flag (default ON).
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Options.  +fsp -fsp ++fsp --fsp

If thisflagis ON (it is by default), Specific function call walking is supported. See
Section 10.2.2 Interfunction Value Tracking. By turning this flag OFF (using the option
- f sp), processing can be speeded up.

Sub Struct flag (default ON).

Options.  +fss -fss  ++fss --fss

Thisflag isintended to support a base-derived relationship among C structures similar to
the same notion in C++. Itisintended mostly for C programs but can be used by C++
programs that manipulate plain old data (POD) structures. If thisflagisONinaC
program or has the value 2 in a C++ program (using the pair of options+f cp ++f cp) then
the following definitions apply. A struct is considered a substructure of another if it isthe
type of the first member of that other struct. If astruct isa substructure of a second then it
istreated for type comparison purposes as a base class of the second. In particular you
will not receive Info 740 (Unusual pointer cast) when assigning pointersto struct's that
arerelated as substructures. For example:

struct A{ int a; };
struct B { struct A a; int b; };
void f( struct A *pa, struct B *pb )

{
pa = (struct A* ) pb; /* no 740 */
pb = (struct B* ) pa; /* Info 826 but no 740 */
}
String Unsigned flag (default OFF).
Options.  +fsu -fsu ++fsu --fsu

Thisflag hasthe same effect asf cu. Theoriginal intent was to specify that, with thisflag
ON, astring of constant characters (asin"...") would be regarded as a pointer to an
unsigned character. It was subsequently decided that this shouldn't be specified
independently of "..." expressions or of the signedness of the char type. Itisretained for
historical purposes.

track Static Variable flag (default ON).

Options.  +f sv -fsv  ++fsv  --fsv

If theflagis ON, static variableswill be tracked. SincetheflagisON by default, thisflag
can be used to turn off static variable tracking (using - f sv).

Tracking static variables begins with pass 2, so to obtain static variable checking it is
necessary to have at least two passes, e.g. - passes(2). Informationgleanedinpasslis
used in later passes to determine the effect, if any, agiven call islikely to have on given
variables.
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The external variables tracked by any function will depend on what variables a function
uses and what variables its called functions use to within a certain depth. See option -
static_depth(n).

raw Template Function flag (default OFF).

Options.  +ftf -ftf ++f tf --ftf

A raw template function is atemplate function in the absence of specific argument types.
If thisflag is ON, raw template functions are parsed. Thiscan assist aprogrammer who is
in the process of developing atemplate by providing an "early warning system" before the
templateis actually instantiated. However, it can occasionally lead to syntactic difficulties
such as when a parameterized type refers to a class whose name space does not yet exist.
If the flag is OFF, this parsing is inhibited. In any event (i.e. for either flag setting)
function instantiations are always parsed for each type instance. Note, a C++ compiler
will not normally process raw template functions.

TriGraph flag (default ON).

Options.  +ftg -ftg ++ftg --ftg

If thisflagin ON (it is ON by default) standard C/C++ trigraphs are permitted. For
example ??( isatrigraph that denotes the left square bracket ([ ). If thisflag is OFF, use
of the trigraphs will result in a diagnostic.

TRuncate flag (default OFF).

Options.  +ftr -ftr ++ftr --ftr

The effect of thisflag isto truncate long include file namesto 8x3 if the original filename
does not seem to be valid. For example, consider the following:

#i ncl ude <al gorithns. h>

If al gorit hns. h cannot be opened using the usual search procedures, and if the
Truncate flag is set (+f t r ), then there will be an attempt to open thefile'al gori th. h'".
This flag was introduced to allow for the peculiarities of Borland's C++ Builder.

unsi gned | ong flag (default ON).

Options:  +f ul -ful ++f ul --ful

If the unsigned long flag iIsON, thenunsi gned | ong isavalidtype. INK&R C
unsi gned | ong wasnot avalid type.

using namespace std flag (default OFF).

Options: +f us -fus ++f us --fus

If thisflag is ON, the names within nanespace st d will be recognized without the need
for ausi ng nanespace st d; statement. Thisisnon-standard but some compilers
exhibit this behavior. In particular, the GCC compiler does and so the option specifying
thiscompiler (- cgnu) setsthisflag ON automatically.
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Options.  +fva[ N| -fva[ N

Thisoption only affects functionsthat are NOT prototyped. Functions declared or defined
whilethisflagis ON are assumed to have a variable argument list. Warning messages
(515 and 516) reporting inconsistencies between argument lists are suppressed for such
functions.

For example,

[*lint +fva */
extern int printf();
extern int fprintf();
[*lint -fva */

will causeprintf() andf printf () toberegarded as having variable argument lists.

Aninteger suffix N can be added to 'f va' to denote that variability begins after the Nth
argument. For example:

/[11int +fval
extern printf();
[11lint -fva

indicatesthat only thefirst argument of pri nt f () should be checked. Note that the same
effect can be achieved by using prototypes.

A function, once dubbed as having variable argument status, cannot lose this status by
being declared or defined with thef va flag OFF. This allows setting the flag oncein one
declarations module and omitting this flag in subsequent modules.

Note that the flag has no direct effect when afunction call is encountered. That is, a
function called with the flag ON will not be marked as having variable argument status.
Whether an error is reported will depend on whether the function had been defined or
declared with the flag having been ON.

Variable Length array flag (default OFF).

Options: +f vl -fvl ++f vl --fvl

If thisflag is ON, we support variable length arrays (defined in C99) even under
circumstances where we would not normally support them such as when processing C++
code. Thisflagisautomatically turned on when we encounter the - cgnu option as GCC
supports this feature for C++. If you want us to complain about the use of variable length
arrays within C++ code while you are using the GCC compiler, you should follow the -
cgnu optionwith a- f vl flag.

fvo Void datatype flag (default ON).
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Options.  +fvo -fvo ++fvo --fvo
If thisflagis ON, voi d isrecognized as atype and functions declared asvoi d are
assumed to return no value. The original K&R C did not have avoi d type.

Varying Return mode flag (default OFF).

Options:  +fvr -fvr ++f vr --fvr

The return mode has to do with whether particular functions do, or do not, return avalue.
If thisflag is ON when afunction is defined or declared, then the function does not have to
be consistent in thisrespect. Error messages arising out of an incompatibility between
callsto the function and the function declaration or between two calls or between return
statements and either of the above are inhibited. For example, sincest r cpy() returnsa
string (in most standard libraries) and since the string is seldom used, it would be wise to
set thisflag ON for at least one of the declarations of st rcpy() .

Thisflag, once widely used, is now being replaced by the more concise:
-esym( 534, Synbol 1, nSynbol 2, ...)

wchar _t isbuilt-in flag (default ON).

Options:  +fwc -fwe ++fwe --fwe

Thewchar _t flagis ON by default. Thisflag hasthreestates. If ON, wchar _t isbuilt-
in and becomes a reserved word for both C and C++. If OFF, say, by using the option:

-fwe

wchar _t becomes abuilt-in type for C++ modules only. Thiswill be true even for a
mixed suite of C and C++ modules. If it is set to anegative value, such aswith the
following option sequence:

-fwe --fwe

thenwchar _t isnot built-in for either dialect. Moreover, if wehar _t isbuilt-inand a
t ypedef forwchar _t isencountered then no disruptive message isissued and the
t ypedef isignored.

These rules represent a slight change to the rules for using thisflag in earlier versions of
our product. Theold rule had only two states: ON meant the same as it does now and OFF
meant no built-inwchar _t in either diadlect. There was no way to automatically
distinguish between C and C++.

The reason for the change can be summarized asfollows. The two standards (C and C++)

differ with respect to the reserved word wchar _t. InC++itisbuilt-inandinCitis
obtained viaat ypedef . However, from a mixed mode (C and C++) point of view the
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standards approach is not ideal since avariable declared wchar _t in C will have a
different type than the same variable declared in the same way in C++. Thisdifference
would have to be reported.

Sinceat ypedef of wehar _t isignored when it is built-in we can predefine the built-in
value for both C and C++. No diagnostic will beissued when at ypedef forwchar _t is
encountered in the C case. The only situation that might be affected adversely isthe C-
only programmer who might notice that the size and/or signedness of wchar _t has
changed. This can be dealt with either by using the - f we option (allowing at ypedef to
govern the exact type of wchar _t ) or by adjusting the size and/or signedness of the built-
inwchar _t by suitable settings of - sw# to indicate the size and +f wu to indicate
signedness.

wpr i nt f formatting follows Microsoft flag (default OFF).

Options.  +fwm -fwm  ++fwm  --fwm

Thisflag isnormally OFF. It isturned ON within compiler optionsfilesfor the Microsoft
compiler.

Format processing under Microsoft using thewpr i nt f and scanf families of functions
are slightly inconsistent with the standard. For example

wprintf( L"9%", "abc" ); [l #1

is consistent with the standard but is inconsistent with the library for the Microsoft
compiler. For Microsoft one may use one of :

wprintf( L"9%&8", "abc" ); [l #2
wprintf( L"%s", "abc" ); [l #3

Neither of theseisstandard. With thisflag ON we will regard #1 as erroneous and will not
complain about #2 and #3.

If you want something that will work under both the standard and Microsoft you may try
thefollowing. Sincethe’%s’ format isunique to Microsoft, the best strategy is to use #3.
Here you would be relying on the library accepting the'h’ without complaint. To print a
wide character string you may want to use:

wprintf( L"%s", L"abc" ); [l #4

The length qualifier ' * is not needed with Microsoft but it will be accepted by Microsoft
and the standard as well asimply awide-character string.

Similar remarks can be made about the printing of characterswith pri nt f usingthe’%’
formatting code. Thetwo forms:

wprintf( L"%c", 'x' ); /'l #5
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f xa

f xc

f xf

f xs

wprintf( L"%c", L' x ); [l #6

seem to be happy compromises. The use of *%C’ (i.e. the upper version) should be
shunned asit is Microsoft only and operates counter-intuitively for wpri nt f .

A similar inconsistency is present with regard to wscanf and the same techniques should
work with that family of function.

wchar _t isUnsigned flag (default OFF).

Options.  +f wu -fw ++fw --fwu

Thisflag is used to specify the signedness of abuilt-inwchar _t type. If thisflagis set
ON the built-in typeis of the unsigned variety, otherwise of the signed variety. A
side-effect of thisflagisto set the +f we flag ON. Caution: Enablingwchar _t asa
reserved word will render invalid any t ypedef of that name.

eXact Array flag (default OFF).

Options.  +f xa -fxa ++fxa --fxa

(This option deals only with non-prototype functions). Thisflag, if ON, selectively
inhibits promotion of array arguments and array parameters (for the purpose of type
matching) to pointers. This provides a more strict type-checking in function callsthanis
normally obtainable. In particular, only arrays may be passed to parameters declared as
array and the sizes, if specified, must match. On the other hand, both arrays and pointers
may be passed to a parameter typed as pointer. See Section 13.7 Exact Parameter
Matching

eXact char flag (default OFF).

Options:  +f xc -fxc ++fxc --fxc

(This option deals only with non-prototype functions). Thisflag, if ON, inhibits
promotion of char orunsi gned char argumentsand parameters (for the purpose of
type matching). Normally these types are silently promoted for argument passing toi nt
and this promotion can hide unintended disagreements between parameter and argument.
See Section 13.7 Exact Parameter Matching

eXact Float flag (default OFF).

Options:  +f xf - f xf ++f xf - - fxf

(This option deals only with non-prototype functions). Thisflag, if ON, inhibits
promotion of f | oat arguments and parameters (for the purpose of type matching).
Normally these types are silently promoted to doubl e, and this promotion can hide
unintended disagreements between parameter and argument. See Section 13.7 Exact
Parameter Matching

eXact Short flag (default OFF).

Options:  +f xs -fxs ++fxs --fxs

(This option deals only with non-prototype functions). Thisflag, if ON, inhibits
promotion of short andunsi gned short argumentsand parameters (for the purpose of
type matching). Normally these types are silently promoted to i nt , and this promotion
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can hide unintended disagreements between parameter and argument. See Section 13.7
Exact Parameter Matching

fzl dZeof isLong flag (default OFF).
Options:  +f zI -fzl ++f z| --fzl
If thisflagisON, si zeof () isassumedtobeal ong (or unsi gned | ongif-fzuis
also ON). Theflag is OFF by default because si zeof isnormally typedi nt . Thisflagis
automatically adjusted upon encountering asi ze_t type. Thisflagis useful on
architectureswherei nt isnot the samesizeas! ong.

If the flag has a value equal to 2, then si zeof () isassumedto bel ong | ong. Thus
+f zI ++f zI
will result insi zeof () beingunsi gned I ong | ong x (assuming +f zu).
fzu siZeof isUnsigned flag (default ON).
Options.  +f zu -fzu  ++fzu --fzu

If thisflagisON, si zeof () isassumed to return an unsigned quantity (unsi gned | ong
if -fzl isalso ON). Thisflagisautomatically adjusted upon encountering asi ze_t

type.

5.6 M essage Presentation Options

PC-lint/FlexeLint allows considerable control over the presentation of messages.

5.6.1 Message Height Option

PC-lint/FlexeLint allows considerable control over the height of error messages. The smaller the
height, the more messages can be squeezed into a smallish screen image; the greater the height,
the greater the clarity of error presentation.

Message height is controlled by the - h option having the genera form:
-his/SI[FI[f][a][b][r][m/e][mM[mM M][I]N

The optional s means Space (blank line) after each message. However, - hs does not skip aline
after wrap-up messages. The- hS (notethe CAPITAL 'S") option will force aline skip in both
places.

The optional F means that an error message isal ways provided with File information. Thisis
useful when error messages are processed automatically by, say, an editor. If the error conditionis

detected after the last line of a module, the message is tagged with an appropriate line in some
file. If no such line seems appropriate, it will be tagged with line n+1, where n is the number of
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lines in the module. Thisisuseful for some editors that automatically place themselves at the
appropriate place in thefile.

The optional f issimilar to F. It will add out-of-sequence file position information only if it
seems especially useful but it will not resort to the n+1'st line of afile. Use'F' if your editor can
accept an n+1'stline; if not use'f '

Thea and b (meaning respectively Above and Below) refer to the location of the indicator | with
respect to the sourceline. Thisisused only for heights of 3 and 4.

The optional r (meaning Repeat) will cause each source line to be repeated for each message
produced for the line. Thismay be preferred for automatic processing of the messagefile.

The optional m requests No Macro display. Normally, the value of each open macro at the time
of the error is shown on a separate line, provided the message height (i.e. thevalue of N) isat least
3. Thelineis by default prefixed with "#. . . ". For example, the following code

#define foo(a,b) ((a)/(b)+3)
int n = foo(4,0);

can result in the following message:

B ((4)/(0)+3
int n = foo(4,0);
file.c 3 Error 54: Division by O

Theline beginning with "#. . . " is part of the macro display. The macro display can be multi-line
and for long macros will be truncated fore and aft. The macro display isto aid diagnosisand is
suppressed with m. The optional mwill undo the effects of rm; i.e. it will restore the display of
macros. Meanwhile, the optional e places the source line (and the indicator and the macro
expansion, if any) at the end of the message. The optional m' M restores the macro display and
letsyou assign anew prefix M in place of the default "#. . . ". A convenient way to place a space
within the string Misvia\ s. Toplacea'/ ' within Muse\ / .

Theoptional | standsfor a user-designated string of charactersto be used as a horizontal position
indicator denoting the position of the error within the source line. | may not start withs, f ,r, m
a orb. Thisstring will be embedded within the source lineif N == 2 (see below) or will appear
onitsownlineif N> 2. Theindicator may contain digits. This might be useful, for example, in
producing an ANSI escape sequence to produce a colored cursor.

The very last digit of the - h option istaken to be the height. Nisan integer intherangelto 4
indicating the height of the messages (as further described below). Notethat N isthe nominal
height of messages. Some messages may be forced to use more lines owing to afinite screen
width (See option - wi dt h( ...) later inthis section).

The default height option is- ha_3
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For N = 4 the error messages have the general form:

File Fil e-nanme, Line Line-nunber
Sour ce-1ine

I
Er ror- nunber: Message

where, if the letter 'a’ had been specified, the indicator I would have been placed above
Sour ce- | i ne rather than below.

Example (- hb"4):

File x.c, Line 4
n=m
N

Error 40: Undeclared identifier (m

For N =3, the general formis:

Sour ce-1line
[
Fi | e-nane Li ne-nunber Error-nunber: Message

Example (- hb”3):
n=m

X.C 4 Error 40: Undeclared identifier (m

For N =2, the general formis:

Sour ce-1line
Fi | e-nane Li ne-nunber Error-nunber: Message

Example (- h$2):

n=m
X.C 4 Error 40: Undeclared identifier (m

For N =1, the general formisthesameasfor N = 2 except the Sour ce- | i ne isomitted.
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Example (- h1):

X.C 4 Error 40: Undeclared identifier (m

5.6.2 Message Width Option
The format of the width optionis:

-wi dt h( W I ndent)
Example: - wi dt h(99, 4)

The first parameter (W specifies the width of messages. Lines greater than this width are broken
at blanks. A width of 0 implies no breaking. The second number specifies the indentation to be
used on continued lines. - wi dt h( 79, 4) isthe default setting.

5.6.3 Message Format Options
-format =...

controls the detailed format of messages where the message height is three or less.
-format 4a=...

-for mat 4b=...
controls the detailed format of messages where the message height is four. See below for details.

This option is especially useful if you are using an editor that expects a particular style of error
message. The format option is of theform - f or mat =... where the ellipsis consists of any
ordinary characters and the following special escapes:

% = thefilename
(note that option +f f n, standing for "Full File Names",
can be used to control whether full path names are used).

% = the line number

% = the message type (Error, Warning, etc.)

% = the message number

%mn= the message text

% = the column number

%C = the column number +1

% = theinvoking function
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%80= a percent sign

% ...99 = conditionally include the information denoted
by ... if the error occurred within afile.

\ n =newline

\'t =tab

\ s = space

\ a = alarm (becomes ASCI| 7)

\g=quote("")

\\ =backdash("\")

For example the default message format is
-"format =% % 99 % Y, %

Note that the option is surrounded by quotes so that the embedded spaces do not terminate the
option. We could have used \ s instead, but it is difficult to read.

If the height of the message is 4 (option - h...4), the - f or mat = option will have no effect. To
customize the message use options - f or mat 4a=... for the line that goes Above thelinein error
and - f or mat 4b=... for theline that goes Below.

-format _speci fi ¢ The prologue to a Specific Walk error message is controlled by this
option. See Section 10.2.2.4 Specific Walk Options Summary

-format _stack=... controlsthe detailed formatting of the output produced by +st ack. This
isthe report that deals with stack usage. If this option isnot given, adefault is assumed.

The option hastwo uses. It can be used to output information in aform that can readily be
absorbed into a database or a spread sheet. It can also be used to obtain atabular display
that is more suitable to visual inspection than the default narrative outpuit.

The format string may contain the following escapes:

% = function name

% = auto storage reguirements

% = typeof function

% = total stack requirementsif computable

% = function called by %

% = an indicator asto whether the function called is external
9%80= a percent sign

\ n = newline
\t =tab
\'s = space
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\a=dam

\ g = quote( ")
\\ = backslash

The %formats may be immediately followed by afield width (in a manner reminiscent of
thepri nt f function). If the field width is negative the information is left justified in the
field. For example:

-"format _stack=% 20f %a % 20t %bn % %"

will left-justify the function name and the function type in fields of width 20, and right
justify the local stack and total stack requirementsin fields of width 5

-f or mat _summar y=... controls the detailed formatting of the output produced by the
- sunmary option. See - summary for details.

-format _t enpl at e=... controls the detailed formatting of a prologue to any message issued
while instantiating a class template. The default value for thisoption is:

-"format _tenplate=\n% \Wiile instantiating % at File % line %\n%"
The following additional escape sequences are applicable:

% ... % designates arepetition, one for each class template currently in the process of
being instantiated.

% identifies the template class being instantiated.
For example the following code

tenpl ate< class X > class A

{ static const X x = 3; };
tenplate< class T > struct C{ A<T> aa; };
C<doubl e*> z;

can result in the following message.

Wil e instantiating struct C<double *> at File a4.cpp line 18
VWil e instantiating A<double *> at File ad4.cpp line 14

static const X x = 3;

ad.cpp(6) : Error 64: Type mismatch (initialization) (double * = int)
ad.cpp(1l4) : Info 831l: Reference cited in prior nmessage
ad.cpp(18) : Info 831: Reference cited in prior nmessage

Thefirst two lines are controlled by the information betweenthe %9 . . . % brackets. The
Informational 831 messages are inserted as aresult of encounteringthe % 9% escapes.
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-format _ver bosi t y=... controlsthe detailed formatting of the verbosity output when the
+htm  optionisused. Itsprimary purposeisto alow the user to add font information to
the verbosity. An example of itsuse can be found in thefileenv-ht i . | nt.

The format string may contain the following escapes:

%mn= the normal verbosity message

\ n = newline
\'t =tab

\'s = gpace
\a=adam

\ g = quote( ")
\'\ = backslash

5.6.4 Appending Text to M essages

-append(errno, string)
This option can be used to append atrailing message (st r i ng) onto an existing error
message. For example:

-append( 936, - X Corp. Software Policy 371 )

will append the indicated message to the text of message 936.
The purpose of this option, as the example suggests, isto add additional information, to a
message, that could be used to support acompany or standards body software policy.
Referring to the example above, when message 936 isissued, the programmer can see
that this has something to do with Software Policy 371. The programmer can then look up
Policy 371 and obtain supplementary information about the practice that is to be avoided.

The string appended to a message may include the backslash escapes avail able with the
-f or mat option. For example, the option:

-append( 936, \n\tSee Corporate Software Policy 371 )

will place the appended text indented on a separate line. Other escapesare\ g (quote), \ s
(space) and\ a (alarm). See-f or mat in section 5.6.3 Message Format Options.

Note that this option does not automatically enable the indicated message. Thiswould be
done separately with, in this example, the option +e936.

Additionally, the option can be parameterized to append the given text only when certain
names appear in the Lint output. For example:
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-append( 533(el ephant), Set this variable to 5 )

will append the given text only when message 533 isissued for the preprocessor variable
"el ephant ".

Lastly, multiple - append() options will append multiple messages to the specified Lint
diagnostic. Consequently:

-append( 123, Shop Rule #149 )
-append( 123, Personal Preference #7 )

will add "Shop Rul e #149, Personal Preference #7"tomessage123.

5.7 Other Options

-A requests strictly ANSI/ISO C/C++ processing. Non-standard keywords (i.e., reserved
words) and other non-standard features are reported upon but duly processed according to
their non-standard meaning.

-A( LanguageYear )
Y ou can specify the version of the language you are using with this - A option.

Examples:
- A( C90) /1l specifies C 90
- A( C++2003) /1l specifies C++ 2003

The only languages permitted to be specified are C and C++. Thisisfollowed either by a
two digit year (with ' 19’ or ' 20" prepended as appropriate) or afour digit year. Itisnot
necessary to specify the precise year of astandard. For C, any year that precedes 1999 is
assumed to be specifying the C90 standard. For C++ any year preceding 2003 is assumed
to be specifying the 1997 standard. Therewill be a new standard for C++ sometime
around 2010. By default we will always assume the latest standard.

Y ou may, of course, specify the versions of both C and C++. The language is deduced
from the file name extension and not from this option.

-align_max( option )
This option (patterned after the Microsoft pragma packed) allows the programmer to
temporarily set the maximum alignment of any data object. There are a number of
options:

-al i gn_max(n) wheren isaninteger, setsthe maximum alignment to ben. The

alignment of any object will be the maximum of n and the alignment of its type (as
established by the - a... options). If n is1, datawill be aligned on a byte boundary.
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l.e.itissaid to be packed. If n isO, the temporary maximum alignment is ignored.
The default value of the maximum alignment is 0. If the argument to the optionis
missing, O is assumed.

-al i gn_max( push) will pushthe current maximum alignment onto astack. The current
maximum is not changed.

-al i gn_max( pop) will restore the current maximum alignment to the value currently at
the top of the alignment stack and pop the stack.

For example, assume that the alignment of integersis4 (- ai 4), the size of integersis4 (-
si 4) and the size of charactersis 1. Then the following code:

/[/1int -align_max(push) -align_max(1)
struct A { char a; int b; };

[11int -align_max(pop)

struct B { char a; int b; };

will resultinstruct Ahavingasizeof 5andinstruct B havingasizeof 8.

-atoni c(type-pattern) Any type matching the type-patternsis considered an atomic
type. Reads and writes of atomic types are considered to be atomic operations. See
Section 12.9.2 Atomic Types.

-b Suppresses the Banner line

+b Redirects the Banner line (to standard out)

++b  Placesthe banner lineonto - os(fil e)
(Unlike most other options, this option must be placed on the command line and not in an
indirect file.) When PC-lint/FlexeLint isrun from some environments, the banner line
(identifying the version of PC-lint/FlexeLint and bearing a Copyright Notice) may
overwrite aportion of an editing screen. Thisis because the banner line is, by default,
written to standard error whereas the messages are written to standard out and can be
redirected. Theoption +b will cause the banner line to be written to standard out (and
hence will become part of the redirected output). The option - b will suppress the banner
line completely.

The option +b works well for:
lint +b ... >outfile

Unfortunately thiswill not have the intended effect with:
lint +b -os(outfile)

as the banner lineis written before the - os option has had a chance to take effect.
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++b will deposit the banner line into standard out anywhereit is encountered. Thus:
lint -os(outfile) ++b ...

will cause the banner line to be placed into out fi | e. You will also get abanner linein
standard error but this can be separately suppressed asin:

lint -b -os(outfile) ++b ..

-background This option, under Windows, will have the effect of running PC-lint in the

background. That is, it will run at areduced priority.

-ccode specifiesaparticular compiler. For alist of codes and the effect that each of these codes

+cpp(
-cpp(

has, see Section 5.8.2 Compiler Codes. Thisoption isrequired for MS-DOS because the
set of pre-defined preprocessor identifiers depends on the memory model selected.
Options for other systems can be governed by a compiler optionsfile. See Section 5.8
Compiler Adaptation

ext ) AddC++ extension

ext ) Remove C++ extension

This option allows the user to add and/or remove extensions from the list that identifies
C++ modules. By default only . cpp and . cxx arerecognized as C++ extensions. (Itisas
if +cpp(cpp, cxx) had been issued at the start of processing.) For example:

lint a.cpp +cpp(cc) b.cc c.c

treatsa. cpp and b. cc asC++ modulesand c. ¢ asaC module. Thereisnointrinsic
[imit to the number of different extensions that can be used to designate C++ modules.
See also flag +f cp.

Note: If youareusing +cpp(.C), i.e. youwant to use caseto distinguish C++ vs. C on
Windows, you need to also turn off the fold filenameflag (- ff f) .

This option allows the user to define preprocessor variables (and even function-like
macros) from the command line. The ssmplified format of this option is:

- dnane[=val ue]

where the square brackets imply that the value portion isoptional. If =val ue isomitted, 1
isassumed. If only val ue isomitted asin - dX= then theval ue assigned isnull. For
function-like macros, see option - dnane( ) =Repl acenent in Section 5.8.3
Customization Facilities. Examples:

- dDOS

- dal pha=0
-dX=

89



These three options are equivalent to the statements

#define DCS 1

#define al pha O

#define X
appearing at the beginning of each subsequent module.
Note that caseis preserved. Thereisno intrinsic limit to the number of - d options. The
- d option may be used withina/ *| i nt comment; it will take effect in the current module
and all subsegquent modules. See also the - u... option and Section 5.1 Rules for
Specifying Options.
This option does not provide any functionality over what can be provided through the use
of #def i ne within the code. It does allow lint to be customized for particular compilers
without modifying source. It also applies globally across all modules, whereas #def i ne
islocal to a specific module.
Seealso-uand- - u.

+dnanme=[val ue] Anoption of theform +d... behaveslike - d... except that the definition is

locked in and will be resistant to change even though a subsequent #def i ne of the same
name is encountered. For added security ++dnane=val ue will behavein asimilar
fashion and, moreover, name cannot be undef "ed.

Using this option you can lock in the definition of function-like macros as well as object
Macros.

For example, suppose the PC-lint/FlexeLint is stumbling badly over the macro
of fsetof (s, m
First place your definition within a header file under aslightly different name:
#define ny _offsetof (s, m sone definition..

Then use the options:

+dof f set of =ny_of f set of
-header( ny_offsetof.h )

wherenmy _of f set of . h contains the definition of thenny_of f set of macro.

You may aso explicitly set function-like macros. See- dnane([l i st]) in Section 5.8
Compiler Adaptation.
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Seealso-u...and- - u...
- Dnane[=val ue][; ..]
The -D option is similar to the - d option except that a semi-colon separated list of
nane- val ue parsissupported. Thus:
- Dal pha=2; bet a; ganma=del t a
is equivalent to:
-dal pha=2 -dbeta -dgammma=delta
The reason for this option is to allow cooperating interactive development environments
(IDE's) to pass on to language processors (like lint) the define directives selected by the
user that are otherwise intended for the compiler. For example, under the Borland C++
5.00 IDE, you can use the option
- D$DEF
to pass a collection of define directives on to PC-lint.
+Dnane[=val ue][; ..]
The +D option issimilar to the +d option except that a semi-colon separated list of
name- val ue pairsissupported. Thus:
+Dal pha=2; bet a; ganma=del t a
is equivalent to:
+dal pha=2 +dbeta +dgamma=delta
The reason for this option is to alow cooperating interactive development environments
(IDE's) to pass on to language processors (like lint) the define directives selected by the
user that are otherwise intended for the compiler. For example, under the Borland C++
5.00 IDE, you can use the option
+D$DEF
to pass a collection of define directives on to PC-lint.
-deprecat e( cat egory, nane, comment ary ) deprecates the use of nane
You may indicate that a particular nane isnot to be employed in your programs by using

this option.

cat egory isoneof:
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+ext (

function
keywor d
macr o
vari abl e
The comment ar y in the third argument will be appended to the message. For example,

-deprecate( variable, errno, Violates Policy XX-123 )

When the use of er r no asavariableis detected (but not its definition or declaration) the
following Warning is issued.

Warni ng 586: variable 'errno' is deprecated. Violates Policy XX-123

When the category of deprecationisvar i abl e only the use of externa variables are
flagged. Local variables may be employed without disparaging comment.

If err no wereanacr o you would need to deprecateer r no asanacr o:
-deprecate( nmacro, errno, Violates Policy XX-123)

If er r no could be either (the standard allows both forms) then both options should be
used.

You may also deprecate functions and keywords (as the list above suggests). For example:

-deprecat e( keyword, goto, goto is considered harnful )
-deprecate( function, strcpy, has been known to cause overuns)

could be used to flag the use of suspect features.

A limiting factor on the length of commentary is the maximum size of any one option,

which at thiswriting is 600 characters. Quotes (both single and double) and parentheses

within the commentary need to be balanced.

ext ensi on [, ext ensi on] ...)

specifiesthe list of default extensions tried by PC-lint/FlexeLint and the order in which

they are tried when an extension-less filename is provided as argument. For example,
lint al pha

will, by default, cause first an attempt to open al pha. | nt . If thisfailstherewill be an

attempt to open al pha. cpp. If thisfalsthere will be an attempt to open al pha. c. Itis
asif the option:
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+ext( Int, cpp, c )
had been given on startup.

Minor notes: This has no effect on which extensions indicate that amoduleisto be
regarded as a C++ module. Thisisdone by the options-/ +cpp and -/ +f cp. Prefixing
an extension with a period has no effect. Thus, +ext (| nt, c) meansthe same as

+ext (. I nt,.c) .For MS-DOS and Windows, upper-casing the extension also has no
effect. Thus, +ext (| nt) hasthe same effect as+ext (LNT) . On Unix, however, case
differences do matter. For example, if the Unix programmer wanted both. ¢ and . C
extensions to be taken by default he might want to use the option: +ext (I nt, ¢, C)

-fallthrough
indicates that the programmer is aware of the fact that flow of control is falling through
from one case (or default) of a switch to another. Without such an option Message 825
will beissued. For example:

case 1:
case 2: n=0; // settingntooO
case 3: n++;

will result in Info 825 on case 3 because control is falling through from the statement
above, which is neither a case nor adefault. Thecureistousethe-fal | t hr ough
option:

case 1:

case 2: n=0; // settingntooO
/[/1int -fallthrough

case 3: n++;

Warning 616 will beissued if no comment at all appears between the two cases. If thisis
adequate protection, then just inhibit message 825.

-father( Parent,Child][,Child]..)
islikethe- par ent () option except that it makes the relationship a strict one such that a
Chi | d type can be assigned to aPar ent type but not conversely. To make all
relationships strict you may usethe - f hd option. (Turn off the Hierarchy Down flag).
See Section 5.5 Flag Options If a- parent () optionand a- f at her () option are both
given between the same two types then the relationship is considered strict. See Section
9.6.4 Restricting Down Assignments (-father)

-function( FunctionO, Functi onl [, Function2]...)
This option specifiesthat Funct i onl, Functi on2... arelike Funct i on0 in that they
exhibit special properties normally associated with Funct i on0. The special functions
with built-in meaning are described in Section 11.1 Function Mimicry (-function). See
also - semin Section 11.2 Semantic Specifications.
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-header ( filenanme) The-header optionwill force PC-lint/FlexeLint to read the header
fil enane at the outset of each module. Thisis useful for defining macros, t ypedef s,
etc. of aglobal nature used by all modules processed by PC-lint/FlexeLint without
disturbing any source code. For example,

-header( lintdcls.h)
will cause thefilel i nt dcl s. h to be processed before each module.

The header is not reported as being unused in any given module (even though it may be).
It isnot considered alibrary header. An extraoption may be needed to make this assertion
asfollows: +l i bh(fil enane)

Multiple - header options may be used, and this effect is additive. Filesareincluded in
the order in which they are given. However, an option of the form:

--header ( fil enane)
will remove all prior headers specified by - header options before addingf i | enane.

If fil enane isabsent asin - - header then the effect isto erase any prior header
requests.

+headerwarn( fil enanme [,filenane]...)
will cause amessage (Info 829) to beissued each time one of thef i | enanme argumentsis
included as a header. For example +header war n( st di o. h) will alert the programmer
totheuseof st di o. h. If theoption—wi i b( 1) isin place, asit usualy isto stem the
flood of Warnings and Informationals emanating from library headers, no message 829
will beissued from within alibrary header unlessyou alsoissuea+el i b( 829) sometime
after the—wl i b(1).

+htm (sub-option,..)
The option +ht M is used when the output isto be read by an HTML browser. An
example of the use of thisoptionis shownin thefileenv-ht i . | nt. That file will
enable you to portray the output of PC-lint/ FlexeLint in your favorite browser.

With this option, lines which echo user source code (as well as lines that contain the
horizontal position indicator) are output in a monospace font. New lines are preceded by
the HTML escape "<br >". This affects messages and verbosity that are written to
standard out. It does not affect verbosity that is also directed to standard error. That is,
some verbosity messages are directed to both standard out and to standard error through
use of the +v... form of the verbosity option. Only the data directed to standard out is
affected.

Asareminder, standard out isthe normal st dout of PC-lint/FlexeLint or, if the -
os(fil enane) optionisgiven, the destination designated by that option. Standard error
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isthenormal st derr or, if the - oe(fil enane) option isgiven, the destination
designated by that option.

The sub-options are:

version(htm -version) canbeusedtodesignate theversion of HTML. Itsuseis
optional. The version identification will be placed within angle brackets and output
before the <ht nl > at the start of the output file.

head(fil e) isanother option argument and can be used to supply header information
for the HTML output. Thefileis searched for (in the usual placesasif it had been
specified ona#i ncl ude line) and copied into standard output just after the line that
contains "<ht m >" that normally beginsan HTML file.

-idirectory Filesnotfoundinthecurrent directory are searched for in the directory specified.

Thereisno intrinsic limit to the number of such directories. The search order is given by
the order of appearance of the - i di r ect ory options. For example:

-i/lib/
can be used (on Unix-like operating systems) to make sure that all files not found in the
current directory are looked up in some library directory named | i b. A file separation
character ('\ ' for MS-DOS, '/ ' for Unix, ": ' for VAX VMS) will be appended onto the end
of the-i optionif afile meta character (\ 'or " 'or '/ 'for MS-DOS, '/ * for Unix, " "or ']
for VAX VMYS) is not already present. Thus

-i/lib

is equivalent to the above (for Unix). See FlexeLint Installation Notes for any system
specific details.

To include blanks within the directory name employ the quote convention (See Section 5.1
Rules for Specifying Options) as in the following:

-i"programfil es\conpiler”

Multiple directories may be specified either with multiple - i options or by specifying a
semi-colon separated list with asingle - i option. (Seeaso +f i m)

PC-lint/FlexeLint also supports the | NCLUDE environment variable. See Section 15.2.1
INCLUDE Environment Variable Note: Any directory specified by a-i directive takes
precedence over the directories specified via the | NCLUDE environment variable.

For Unix users, - 1 di rect ory isidentical to-i directory.
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Asaspecia casethe option - i - istaken asadirective to remove all of the directories
established with previous - i options (it has no effect on those directories specified with
| NCL UDE).

--idirectory Thisislike-idirectory but placesalower priority onthat directory. All
directories specified by - i are searched before directoriesnamed by - -i . Thisisto
support compilersthat always search through compiler-provided library header directories
after searching user-provided directories.

Example: suppose there is a header file named 'bar . h' in both directory '/ f oo' and
directory 'l ocal ". Then:

/1l in std.lnt:

--i/foo /1l search foo with lowpriority
-il ocal /1 search local with high priority
/1l in t.cpp:

#i nclude <bar.h> // finds the version in 'local'

-1-  for Sun CC. After Lint processesthe option - csun, it will behave as Sun CC doeswhen it
encountersthe - 1 - option (Refer to the Sun C++ User's Guide for details). After this
option is given, quote style headers will not be searched for in the directory of the
including file, and angle bracket header files will be searched for only in directories that
arementioned in - i options after the- | - .

-ident( string)
This option allows the user to specify aternate identifier characters. Each character in
st ri ng istaken to be anidentifier character. For exampleif your compiler allows @as an
identifier character then you may want to use the option:

-ident (@

Option - $ isidentical in effect to- i dent ($) and isretained for historical reasons.
-identl( string)

This option alows the user to define a one-character identifier. A one-character identifier
isonethat is not part of some other identifier. E.g.

-ident1( @
will establish " @ as being a one-character identifier. Thus, @bc will consist of two
identifiers"@ and "abc". A one-character identifier isaunique lexical unit. It differs
from aregular identifier character, such as aletter, in that it does not join with other
charactersand it differsfrom a specia character (like comma) in that it can be used as the

name of a macro.

-idl en( count [,options])
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will report on pairs of identifiersin the same name space that are identical in their first
count charactersbut are otherwise different. Opti ons are:

x linker (eXternal) symbols
p Preprocessor symbols
c Compiler symbols

If omitted, all symbols are assumed.

Frequently, linkers and, less frequently, preprocessors and compilers, have alimit on the
number of significant characters of an identifier. They will ignore all but thefirst count
characters. The-i dl en option can be used to find pairs of identifiersthat areidentical in
thefirst count characters but are nonetheless different. PC-lint/FlexeLint treats the
identifiers as different but reports on the clash.

Option x, linker symbols, refersto inter-module symbols. Option p, preprocessor
symbols, refers to macros and parameters of function-like macros. Option c, compiler
symbols, refersto all the other symbols and includes symbolslocal to afunction, st r uct /
uni on tags and member names, enumconstants, etc. Warning 621, | denti fi er

cl ash may be suppressed for individual identifierswith the - esymoption. -i dl en isoff
by default.

-incvar( nane )
The environment variable | NCLUDE is normally checked for alist of directoriesto be
searched for header files (See Section 15.2 include Processing). You may use the
-i ncvar (nanme) option to specify avariable to be used instead of | NCLUDE. For
example

- i ncvar ( Myl NCLUDE)
requests checking the environment variable Myl NCL UDE rather than checking | NCL UDE.

Limitation: This option may not be placed in an indirect file or source file. 1t may be
placed on the command line or within the LI NT environment variable. The | NCLUDE
environment variableis processed just before opening the first file.

-index( flags, ixtype, sitypel, sitype]...)
This option is supplementary to and can be used in conjunction withthe - st r ong option.
It specifiesthat i xt ype isthe exclusive index type to be used with arrays of (or pointers
to) the Strongly Indexed typesi t ype (or si t ype’ sif more than oneis provided). Both
thei xt ype andthesi t ype are assumed to be names of types subsequently defined by a
t ypedef declaration. See Section 9.5 -index

-indirect( options-file [,..])

allows you to specify Lint option files to be processed when this option is encountered.
Thisisuseful if you want to use an options file within aLint comment. For example, Lint
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option files that are appropriate only for a particular configuration may be conditionally
included. The code below may appear in some header that isincluded either in every
module or at least the first module. Thus, the header in question can be injected with the
- header option.

Notice also the unusual include guard. We need to guard against this section of code being
reprocessed in subsequent modules so we can't use the usual #def i ne to define
BEEN_HERE. Thiswould go away in the next module. Instead the - d is sticky enough to
come back each and every module.

#i f ndef BEEN_HERE
#i f defined(HAS_LI BRARY_A)
[/lTint -indirect(lib-a.lnt)
#elif defined(HAS LI BRARY_B)
[/1Tint -indirect(lib-b.Int)
#el se
[/1int -indirect(lib-default.|nt)
#endi f
/11int -dBEEN_HERE
#endi f

+libclass( identifier [, identifier]..)
specifiesthe class of header files that are by default treated as library headers. Each
i denti fi er can beoneof:

angl e  (specified with angle brackets),
forei gn (comesfrom aforeign directory using - i or the | NCLUDE environment

variable),
ansi (one of those specified by ANSI/ISO C), or
al | (meaning al header files).

For more information, see Section 6.1 Library Header Files.

+libdir( directory][, directory]..) Addlibrary directory

-libdir( directory][, directory]..) Removelibrary directory
allowsyou to override +1 i bcl ass for particular directories. di r ect ory may contain
wild cards (" and '?'). For more information, see Section 6.1 Library Header Files.

+libh( filel[, file]..) Addlibrary header

-libh( filel[, file]..) Removelibrary header
allowsyou to override +1 i bcl ass and +/ - | i bdi r for particular headers. fi | e may
contain wild card characters. For more information, see Section 6.1 Library Header Files.

+l i bm( nodul e- nane [,...] )

allowsyou to specify modules aslibrary files. The nodul e- nanme may contain wild card
characters. For more information, see 6.1 "Library Header Files"
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-l'i brary Thisoptionturns ON the library flag for the next module, if given on the command

line, or for the rest of the module if placed within alint comment. For an example, see
Section 6.2 Library Modules. At one time this option was equivalent to the +f | b flag
(See Section 5.5 Flag Options). However, thereis now adifference. - 1i brary
designatesthe filein which it is placed and all files that it may include as having the
library property. Thus, if alint option within a header file containsthe- | i br ary flag
then only that header (and the headers it includes) are affected. It does not affect the
including file. With +f | b the flag is left on until turned off. This option is equivaent to
theUnix lint option/ * LI NTLI BRARY */ (See Section 13.9 Unix Lint Options). Some
Unix headers contain this option and in doing so cause the header in which it is found to
be considered library.

-limt( n ) Thisoptionimposesan upper limit on the number of messages that will be

produced. By default thereisno limit. (The maximum value for n is 64000.

++limit( n)

Thisisavariationof -1imit( n ). Itlocksin thelimit making it impossibleto reverse
by a subsequent limit option.

+l'i nebuf Thisoption doubles the size of the line buffer, which isinitially 600 bytes.

+l nt (
-l nt(

The line buffer is used to hold the current line and must be as long as the longest linein
whatever file you arereading. Macro expansion does not affect thisvalue. If aline
exceeding this value is detected, Error 91 isissued and you will be prompted to use this
option. Thereisno intrinsic limit to the number of times the line buffer can be doubled.
The option can be placed in afile (specificaly ina. | nt file). When theline buffer is
reallocated, the old buffer is not released, so that information in the old buffer is still
processed even though the line buffer is changing under foot.

ext ensi on [, extension] ...) adds

ext ensi on [, extensi on] ...) removes

an extension (or extensions) from the list of filename extensions used to indicate indirect
files (by default only | nt designates an indirect file). For example, if you want files
endingin. | i n to beinterpreted as indirect files you use the option:

+Hnt( lin)
After such an option, afilename such asal pha. | i n will beinterpreted asif it had been
named al pha. | nt. Thatis, it will be interpreted as an extension of the command line
rather than as a C/C++ program.
Thiswill not affect the sequence of default extensionsthat aretried. Thus, when the name
al pha isencountered, there will not first be atest to seeif al pha. | i n exists. Thisis
governed by the +ext option.
If you want to removethe namel nt and replaceit by | i n you need to use the pair of

options:
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-Int(Int) +Int(lin)

-1 obbase( filenane )
will provide a base for lob (Lint Object Module) production. The option has no effect
unless alob isbeing produced (- oo is being given, see below). In this case the lob
produced will be the binary difference between the normal Iob output and the base. This
can save considerable space when a number of modules all include the same voluminous
header file information asis the case for much GUI (Graphic User Interface)
programming. See Chapter 8. LINT OBJECT MODULES.

+macr os increases the size of macro storage. The largest size of any individual macro is by
default 4096 bytes. If thissize is exceeded, the fatal error 303 isissued. The option:
+macr os can be used to double this size. Repeating the option will again double the size
and the doubling is repeated for each repetition of the macro. In asimilar fashion, the
option - macr os will halve the size.

The option must be given before processing the first module. If given too late, error 75
will be issued alerting you to the fact that the option had no effect.

The size of amacro is alittle tricky to describe. For example,

#define A al phabet
#define B(x) A X

Then the size of B( abc) is5 (onefor the A, onefor the blank and 3 for the argument).
Thus the count is taken after macro argument substitution and before macro replacement.

Yes, there are programmers using macros that are larger than 4096.

-maxfiles( n)
A preset limit on the maximum number of filesis approximately 6,400. Thislimit can be
changed by specifying anew limit with the - maxf i | es option. For example,

-maxfil es(10000)

raises thislimit to 10,000 files. This option must be given before the first module is
processed. The most straightforward usage is to place the option withina. | nt file.

-maxopen( n ) Whenanested #i ncl ude sequence becomes heavily nested PC-lint/FlexeLint
starts closing down early filesin order to reopen new ones. When aclosed fileisresumed
itisreopened and f seek isused to position thefile. Thereisno way in general to
determine the maximum number of openfiles. By default, PC-lint and FlexeLint presume
they can open 12 files smultaneoudy. However, some operating systems/libraries do not
allow 12 files open smultaneously. If, for example, your system will allow only 8files
open simultaneously you may use the - maxopen( 8) option to expressthisfact. Aslong
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as the number given in the option isless than the actual number of allowed open files, you
will be OK.

If PC-lint/FlexeLint cannot open as many files asit thinks it should be able to, then, with
deeply nested include sequences, a Fatal Error 322 will be issued.

-nmessage( text )

will allow the user to issue aspecia Lint message that will print ' Text * only at the time
that this option is encountered. The exact behavior of this option depends on whether or
notitisusedinalLint comment. If itisusedinaLint comment, then the argument passed
to it should be just as if you were using #pr agnma message. For example:

#defi ne MAC 100
/*lint -nmessage(”"current value of MACis " MAC) */

yields an 865 informational message whose text is:
current value of MAC is 100

Note that in order to keep macros from being expanded, their names must appear in a
double-quoted sequence. Also note that special characters such as single quotes, commas,
and escape sequences must also appear inside a double-quoted sequence.

When not processing sourcefiles, - mressage() will not expand macros defined with the
- d option, but it will expand environment variables. For example, you might put thisin
your st d. I nt:

/1 (Assune | NCLUDE has been set to 'C:\conpiler\include')
-nmessage(I NCLUDE is set to: % NCLUDE%

/1 For this option, Lint will print:

/1 Info 865: INCLUDE is set to: C \conpiler\include

Note that it is not necessary to use double-quotes when using - message() withinan
optionsfile. Environment variable names will not be expanded so long as they are not
surrounded with '% characters.

When processing source files, - nessage() will not expand environment variables.

specifies the D memory model (large Data, small program model). Pointersto data areas
areassumed to bef ar. See Section 14.1 Memory Models

specifies the Large memory model (pointers are assumed to bef ar). See Section 14.1
Memory Models

specifies the P model (large Program, small data model, sometimes referred to as the

medium model). Pointersto program areas (pointersto functions) are assumed to bef ar .
See Section 14.1 Memory Models
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-

specifies the Small model (pointers are assumed to be near ). Thisisthe default andis
provided for completeness. See Section 14.1 Memory Models

-od[s][i ][f][wi dt h](fi | enane)

Output Declarations (including prototypes) to f i | ename using the optional wi dt h to
gpecify the maximum line width. If i isspecified, functionswith Internal linkage are
included; if s is specified, Structure definitions are provided and, if f is specified, output
isrestricted to Functions. [s][i ][f ] may appear in any order. See Section 13.6 Prototype
Generation If +od is specified rather than - od, output isappended to the file named
filenane.

-oe( fil enane)

redirects output intended for Standard Error (st der r ) to the named file. Thisis primarily
used to capture the help screen. For example:

lint -oe(tenp) +si4 ?

dumpsthe help information to filet enp af t er the size setting has been made. If the
optionisintroduced with a'+' asin +oe(t enp) output isappended to the named file.

-ol ( fil enane)

- 00[(

Output Library informationto f i | enane. A digested form of the information within a
library module is output. Using thisin place of the original library module will speed up
subsequent processing. For example:

lint sl.c -ol(sl.c)

can be used to capture the library declarations specified within thefilesl . c in
concentrated form.

Notethat youneed a- | i br ary option embedded within thefilesI . ¢ (or equivalently
preceding the file on the command line) or else nothing comes out. Thisoption is largely
superseded by - oo. See Chapter 8. LINT OBJECT MODULES and Section 6.2 Library
Modules.

filenane )]

Output Object moduleto f i | enane. Thisoption causes binary information for all
processed modules (usually just one) to be output to f i | enanme. The extension for
filenanme shouldbe. | ob. If fi | enane isomitted, asin - oo, aname will be
manufactured using the first name of the source file and an extension of . | ob. See
Section 8.3 Producing aLOB Related options are +f ol , +f od and - | obbase.

-os( fil enane)

causes Output directed to Standard out to be placed in thefilef i | enane. Thisislike
redirection and has the following advantages: (a) the option can beplacedina. | nt fileor
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anywhere that alint option can be placed (b) not all systems support redirection and (c)
redirection can have strange side effects (See Section 8.5 Make Files). If +os isused
rather than - os, output is appended to the file. Make sure this option is placed before the
filebeing linted. Thus

lint -os(file.out) fil.c
iscorrect. But
lint fil.c -os(file.out)

loses the intended output. The reason isthat the redirection doesn’t start until the optionis
encountered.

-p[( width )] runjustthePreprocessor. If thisflagis set, the entire character of PC-lint/
FlexeLint is changed from a diagnostic tool to a preprocessor. The output is directed to
standard out, which may be redirected. Thus,

lint -os( file.p ) -p file.c
will produceinfi | e. p thetextof fi | e. c after all # directives are carried out and

removed. Thismay be used for debugging to determine exactly what transformations are
being applied by PC-lint/FHexeLint.

The optional argument (wi dt h) denotes an upper bound on the width of the output lines.
For example:

-p(100)
will limit the width of output linesto 100 characters. Splitting is done only at token
boundaries. Very large tokens will not be split even if they exceed the nominal line limit.
Thisis so the result can be passed back through lint or some other C/C++ source processor.
In order to track down some complicated cases involving many include headers you may
want to use the - v1 verbosity option in connection with - p. Recall (Section 5.4 Verbosity
Options) that - v1 will produce aline of output for every line processed. When you use
both options together, as in, for example:

lint -os( file.p ) -vl -p file.c
then the single line will be preceded by the name of the file and the line number both
enclosed in aC comment. Thiswill enableyou to track through every line of every header
processed.

-parent( Parent, Child[, Child]...)
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adds alink or linksto the strong type hierarchy. See Section 9.6.3 Adding to the Natural
Hierarchy

-passes( k [, Optionsl [, Options2] ] )
controls the number of passes lint makes over the source code. Thedefaultis1. Thisis
described in detail in Section 10.2.2.4 Specific Walk Options Summary.

+ppw( wordl [, word2]..) adds

-ppw( wordl [, word2]..) removes
PreProcessor command Word(s) wor d1, wor d2, etc. PC-lint/FlexeLint might stumble
over strange preprocessor commands that your compiler happens to support (for example
some Unix system compilers support #i dent ). Since thisis something that canNOT be
handled by a suitable #def i ne of someidentifier we have added the +ppw option. For
example, +ppw(i dent ) will add the preprocessor command alluded to above. PC-lint/
FlexeLint then recognizes and ignores lines beginning with #i dent .

If PC-lint/FlexeLint understands the semantics of the preprocessor word that is being
enabled, the appropriate behavior will occur. See Section 15.4 Non-Standard
Preprocessing See Section 5.8.6 In-line assembly code

--ppwW wordl [, word2]...)
This option removes any predefined meaning we may associate with the preprocessor
word(s) (wor d1, wor d2 etc.). If thisisfollowed by a+ppw( wor d) theword isentered as
ano-op rather than one that has a predefined meaning. For example, if your code contains
the non-standard preprocessor directive #di ct i onary and if its meaning coincides with
that of the DEC VM S compiler, then just issue the option +ppw( di cti onary) .
However, if you would rather have it ignore such a preprocessor word, issue the
commands:

--ppw di cti onary)
+ppw(di cti onary)

-ppw_asgn( wordl, word2 )
assigns the preprocessor semantics associated with wor d2 towor d1 and activateswor d1.
E.Q.
- ppw_asgn( header, include )
will then make
#header <stdi o. h>

behave exactly like:

#i ncl ude <stdi o. h>
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The purpose of this option is to support special non-standard preprocessor conventions
provided by some given compiler.

Even though wor d2 may not be activated it may still have semantics. Thus
-ppw_asgn( ASM asm)
will assign the semantics associated with the asmpreprocessor directive to ASMand
activate ASM all thisin spite of the fact that asmhas not been activated (with the +ppw
option). See Section 15.4 Non-Standard Preprocessing for descriptions of non-standard
preprocessing directives.
The #macr o pre-processing directive is not a directive implemented by any compiler to
our knowledge. So why, you ask, are we providing this directive? We are providing
#macr o asaway for programmers to implement arbitrary preprocessor directives by
converting directives into macros.
For example, one compiler accepts the following preprocessor directive
#BYTE n =’ &
as adeclaration of the variable n having atype of BYTE and an initial valueof ' a’ . The
#macr o directivewill allow usto express #BYTE asamacro and so render the directive as
C/C++ code.
The preprocessing directive:
#macro a b ¢
will result in the macro invocation

sharp_macro( a b ¢ )

Theword shar p is used as a prefix because the word 'shar p’ is often used to denote
verbally the’ #' character.

We can transfer the properties of #macr o to some other actual or potential preprocessing
directive using the option ppw_asgn. For example:

+ppw_asgn( BYTE, nacro )

will assign the #macr o properties to BYTE (and also enable BYTE as a preprocessing
directive). Then the directive

#BYTE n = " &’
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will result in the macro call:
sharp_BYTE( n = "a’ )

Presumably there is a macro definition that resembles:
#defi ne sharp_BYTE(s) unsigned char s;

Such a definition can be placed in a header file that only PC-lint/FlexeLint will see by
utilizing the - header option.

-printf( N, nanel[, nane2]...)
This option specifies that nanmel, nane2, etc. are functions, which take pri nt f - like
formats. The format is provided in the Nth argument. For example, lint is preconfigured
asif the following options were given:

-printf( 1, printf )
-printf( 2, sprintf, fprintf )

For such functions, the types and sizes of arguments starting with the variant portion of the
argument list are expected to agreein size and type specified by the format. The variant
portion of the argument list begins where the ellipsisis given in the function declaration.
Seealso- scanf,-wprintf,-wscanf below and Section 11.1 Function Mimicry
(-function).

Specia Microsoft Windows option: If the number N is preceded by the letter w, pointers
must bef ar. Thisisto support the Windowsfunctionwspri nt f. The appropriate option
thenis:

-printf (w2, wsprintf)

-printf_code( Code [, Type] )
Thisoption allows user-defined pri nt f codes. For example, suppose acompiler'slibrary
allows 9%a'H to be a special code for displayingi nt and allows % to be a special code to
display strings (nul-terminated). Moreover, suppose that the % (i.e. percent blank) has
some special formatting function. The user'spri nt f statement might look like:

printf( "x = %H %%\n", 37, "some string" );

Sincethisis not standard, PC-lint/FlexeLint will normally complain. To legitimizethis,
use the options:

-printf_code( TH, int )

-printf_code( $, char * )
-printf_code( " " )
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Any sequence of characters except one involving the single or double quote can be used
for the Code. To avoid ambiguity you may quote the sequence as was donein the third
example above. The absence of a Type (asin the third example) implies that the code is
recognized and ignored and that there is no corresponding argument. The usua modifiers
(length modifiers, zero fill, etc.) may be used in conjunction with the new Code.

The Type isnot evaluated until the format code is encountered so that user-defined types
or typedef names may be used.

-printf_code affectstheentirepri nt f family of functions but does not set codes for
scanf functions. For those use- scanf code.

-restore restoresthe state of the error inhibition settings (see - save) to their state at the start
of thelast - save. For example:

/[*lint -save -e621 */
sone code
/[*lint -restore */

temporarily suppresses Warning 621. It is better to restore 621 thisway than with a
+e621 becauseif 621 had been turned off globally (say, at the command line) this
sequence will not accidentally turn it back on. - r est or e will aso pop the most recent
-save if any, sothat - save - r est or e sequences can be nested. If no- save had been
issued - r est or e restores back to the state at the beginning of the module.

Like- save therearetwo formsof the- r est or e option. Aninner -r est or e is placed
ina/* comment. Anouter - r est or e isplaced outside any module. Aninner -

rest ore will restorefromthelastinner - save. Anouter - r est or e will save from the
last outer - save. See- save for more details.

The restoration is effective when the next token is "scanned over". Thus
a = /*lint -save -eb54 */ b/ 0 /[*lint -restore */;

will delay therestore until the '; ' is"scanned over” (seeking the next token beyond '; ).
Thisis adeparture from earlier versions of our product (versions 6.00 and earlier) in
which the restoration was done immediately. The reason for the change isthat the parser
must scan ahead by one token (in order to know, for example, what the full quotient of the
divisonisin the above example). Hence the restoration would come sooner than was
really appropriate. Animmediate restoreisstill available using the option-rest ore_
(the same option with one trailing underscore).

-restore can aso beissued onthecommand lineorina. | nt file. See- save.
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-restore_at _end hasthe effect of surrounding each source filename argument with an outer
-save and - rest or e. (See- save option.) E.g., if we have two source modules, t 1. ¢
andt 2. c,and aproject filet . | nt :

t.Int:

-restore_at_end /]l don’t carry nessage suppression
/1 to subsequent nodul es
tl.c
t2.c
tl. c:
[*lint -eb4 */
int i = 1/0; /1 54 not issued
t2.c:
int j = 1/0; /1 54 issued

/1 the suppression fromtl.c not
/1l fed forward because of +restore_at end

then asindicated above although we suppress 54 withint 1. c thiswill have no effect on
t2.c

+rw( wordl[, word2]..) adds

-rw( wordl[, word2]..) removes
Reserved Word(s) wor d1, wor d2, etc. If the meaning of areserved word being added is
already known, that meaning is assumed. For example, +r w( f ort ran) will enable the
reserved word f or t r an. If the reserved word has no prior known semantics, then it will
be passed over when encountered in the source text. As another example:

+rw( __inline, entry )

adds the two reserved words shown. __i nl i ne isassigned a meaning consistent with
that of the Microsoft C/C++ compiler (See Section 5.8.2 Compiler Codes). entry is
assigned no meaning; it issimply skipped over when encountered in a source statement.
Since no meaning isto be ascribed to ent r y, it could just as well have been assigned a
null value asin

-dentry=

Asaspecia caseg, if wor dn is* ns, then all the Microsoft keywords areidentified. Thus
+rw( *ns) addsall the Microsoft keywords. Thiswould not normally be necessary for
Microsoft userssince co- nsc*. | nt hasthe - cnsc option embedded within it and this
option also enables the Microsoft keywords. However, users of other compilers may wish
to enable these keywords because they have become something of a de-facto standard.

By default, a number of Microsoft's keywords are pre-enabled in PC-lint because they are
so commonly used. To deactivate all of them use-rw(* ns) . See Section 5.8.2 Compiler
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Codes under - cnsc for the current list of supported Microsoft keywords (reserved
words).

--rw( wordl [, word2]...)
removes preconceived notions as to what the potential reserved word(s) (wor d1, wor d2,
etc.) mean and givesit adefault meaning (to ignore it). For example, +r w(i nt err upt)
installsthereserved word i nt er r upt with the meaning it hasfor the Microsoft compiler.
If you don't want that meaning but would rather havei nt er r upt ignored, then use the
option sequence:

--rw(interrupt)
+rw(interrupt)

-rw_asgn( wordl, word2 )
assigns the keyword semantics associated with wor d2 to wor d1 and activates wor d1.
E.g.

-rw_asgn( interrupt, _to _brackets )

will assign the semanticsof _t o_br acket s toi nt er rupt . Thiswill have the effect of
ignoring i nt er rupt (21) in thefollowing:

void f( int n) interrupt(21) { }

The purpose of this option is to support special non-standard keyword conventions
provided by some given compiler. But do not overlook the use of the - d optionin this
connection. - d (or the equivalent #def i ne) can be more flexible since a number of
tokens may be associated with a given identifier.

-save savesthe current state of error inhibition settings. This state then can be restored with a
-restore option.

The error inhibition settings affected consist of those set with the following options:
-e#
+e#
-eal etter
-epletter
+/ -efreeze
- WH

A - save option can be given within amodule (witha/ *1 i nt comment) or outside a
module. We call thefirst an inner - save and the latter an outer - save.

Aninner - save canbe used inarecursive option inhibition setting. For example,

#defi ne al pha \
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[*lint -save -e621 */ \
sonet hi ng \
[*lint -restore */

within macro al pha will suppress message 621 setting without affecting either the error
suppression state or other - save, - r est or e options. Thereis no intrinsic limit to the
number of successive - save options.

An outer - save can be used in an entirely independent way on the command line orina
.I'nt file. E.g., suppose we have two modules, di vzer ol. ¢ anddi vzer 02. ¢, and
suppose both modules contain the expression (1/ 0), which normally elicits both Error
54 ("Division by zero") and Warning 414 ("Possible division by zero"). Then, if our
project’s. | nt file contains:

-e414
-save

-eb4

di vzerol.c
-restore
di vzero2.c

... then PC-lint/FlexeLint will issue neither Error 54 nor Warning 414 while processing
di vzerol.c. Whileprocessingdi vzer 02. c, Warning 414 will still be suppressed
(because of the - e414 that was issued before the - save), but Lint will issue Error 54
because that message was not suppressed at the time that we issued the - save to which
the - r est or e option corresponds.

The outer save/r est or e facility saves and restores exactly the same error suppression
parameters astheinner save/r est or e facility.

-savel-rest or e options that appear in sourcefiles are unrelated to - save/-rest or e
options that appear outside of sourcefiles. Inside amodule, it isimpossibleto -
rest or e back to an error state that was saved outside the module.

Animplicit outer - save occurs at the beginning of all processing; also, an implicit inner
- save occurs at the beginning of processing for each module.

If you have more - r est or e options than - save options within a module, then the extra
-rest or e options will revert the error state back to what was in effect at the beginning
of processing for that module.

Similarly, if you have more - r est or e options than - save options outside of amodule,
then the extra- r est or e options will revert the error state back to what was in effect at
the beginning of all processing. For PC-lint users, this means that you revert back to the
"blank" state that you had before the %41 NT%environment variable was read and before
any command line options were processed. For FlexeLint users, the same isbasically
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true, except that the error state given by the OPTI ONS macro incust om ¢ will bein
effect.

+scanf ( N, nanel[, nanme2] ...)
This option specifiesthat nanel1, nane2, etc. are functions, which take scanf - like
formats. The format is provided in the Nth argument. For example, lint is preconfigured
asif thefollowing options were given:

-scanf( 1, scanf )
-scanf( 2, sscanf, fscanf )

For such functions, the types and sizes of arguments following the Nth argument are
expected to be pointers to arguments that agree in size and type with the format
gpecification. Seealso- printf above.

-scanf _code( Code [, Type] )
This option allows user-defined scanf codes. For example, suppose a compiler's library
allows % H to be aspecial codefor reading i nt and allows % to be a special code to read
strings (nul-terminated). Moreover supposethat %  (i.e. percent blank) isto be ignored.
The user'sscanf statement might look like:

int n;
char buffer[100];
scanf( "9%H % %\ n", &n, buffer );

Since thisis not standard, PC-lint/FlexeLint will normally complain. To legitimize this,
use the options:

-scanf _code( TH, int )
-scanf _code( $, char )
-scanf _code( " " )

Almost any sequence of characters can be used for the Code. To avoid ambiguity, the
code may be quoted asin the third example above. The usual modifiers (length modifiers,
zero fill, etc.) may be used in conjunction with the new Code.

It is assumed that each argument associated with a given Code isapointer to the Type
specified (or, asin the example above, an array that is convertible to a pointer). If the
Type ismissing, the format is recognized and ignored and no argument is matched against
it.

The Type isnot evaluated until the format code is encountered so that user-defined types
or typedef names may be used.

-scanf _code affectsthe entirescanf family of functions but does not set codes for
printf functions. For thoseuse-printf_code.
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-sem nane [,semantic]...)
This option allows the user to endow his functions with user-defined semantics, or modify
the pre-defined semantics of built-in functions. For example, the library function
menpy(al,a2,n) ispre-defined to have the following semantic checking. Thethird
argument is checked to seethat it does not exceed the size (in bytes) of the first or second

argument. Also, the first and second arguments are checked to make sure they are not
NULL.

To represent this semantic you could have used the option:
-sem( mencpy, 1P >= 3n && 2P >= 3n, 1p, 2p)

The detail s of semantic specifications are contained in Section 11.2 Semantic
Specifications.

-setenv( directive )
will alow the user to set an environment string. Thedi recti ve isof theform
name=val ue. For example:

-set env( ROOT_DI R=\ hone\ progr am dev)

will set the environment variable ROOT_DI R to the indicated directory. This can be used
subsequently in PC-lint/FlexeLint options by using the %var %syntax. For example:

-1 9R00T_DI R% i ncl ude
establishes a new search directory based on the environment name.
The environment variable setting will last for the duration of the process.
-size( flags, anount )
causes an Informational message (812 or 813) to be issued whenever adata variable's

Size equals or exceeds a given amount. Flags can be used to indicate the kind of data as
follows:

s datic data (Info 812). Datacan befile scope (ext er n or st at i c) or declared
st ati c and local to afunction.

a autodata(i.e., stack data) (Info 813). Seealso - st ack which cando a
comprehensive stack analysis.

The purpose of the - si ze option isto detect potential causes of stack overflow (using the
'a’ flag) or to flag large contributors to excessively large static data areas.

E.g.-si ze(a, 100) detects auto variables that equal or exceed 100 bytes. If you have a
stack overflow problem, such atest will let you focus on a handful of functions that may
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be causing the overflow. 1t doesnot, however, ook at call chains and does not compute an
overall stack requirement either of a single function or of a sequence of calls.

If anount isO (itis by defualt) no messageisgiven

+source( sub-option,...)

-source( sub-option,...)
The +sour ce form of this option will cause all source lines of afile or files to be echoed
to the output stream. The purposeis to enable the programmer to see diagnostic messages
in the context of a complete file.

The - sour ce variant of this option will enable the user to specify sub- opt i ons without
triggering the echoing. Presumably the - sour ce optionisplacedina. | nt filewhereit
can house options in a dormant form which will not be triggered until the appearance of a
+sour ce on the command line.

When lines are displayed they are, by default, numbered. Also, by default, only module
files (i.e. non-header files) are echoed. Through the use of sub-options, headers can be
displayed with and without line numbers. Lines within headers are normally indented but
this can be controlled through options.

The sub-options are:
- nunber -- do not number lines

-i ndent -- do not indent the lines within header files. Normally they are indented to the
degree their inclusion is nested within headers.

+class( identifier [, identifier ]..) -- specifiesthe set or setsof header
files whose source will be echoed. Thisoptionissimilarto +1i bcl ass(). Each
i denti fier canbeoneof:

angl e All headers specified with angle brackets.
forei gn All headersfound in directoriesthat areonthe searchlist (-i or | NCLUDE

as appropriate.
ansi The'standard’ ANSI/ISO C header files, viz.
al | All header files

proj ect Project headers (i.e. non-library headers)
For example,
+source( +class(all) )
specifiesthat all header fileswill be echoed (aswell as all module files). Also,

+source( +class(project) )
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specifiesthat al non-library header fileswill be echoed (as well as al module files).

+dir( directory|[, directory]...) echoheadersfoundindi rectory

-dir( directory[, directory]...) suppresstheecho of headersfoundin
directory. Ifadirectory isactivated then al header files found within the
directory will be echoed (unless specifically inhibited by the - | i bh option). It
overridesthe +cl ass option for that particular directory. Thisoption issimilar to the
way that thel i bdi r option can be used to specify library headers. Wild card
characters can be used.

+h( file [, file] ) echoheaderfile

-h( file [, file] ) suppresstheechoof headerfil e
Thisissimilar to theway the +1 i bh option can be used to designate that some headers
arelibrary. Wild card characters can be used.

-m( file, [, file] ) suppresstheecho of specified modules. Wild card characters
can be used.

-specific( Optionsl, [, Options2] )
allows the user to specify options just before the start of a Specific Walk (Opt i ons1) and
just after completion (Opt i ons2). See Section 10.2.2.4 Specific Walk Options Summary

-specific_climt( n ) specifiesaCal limit. The callsrecorded for any one
function islimited to n. See Section 10.2.2.4 Specific Walk Options Summary

-specific_wimt( n ) specifiesaWalk limit. Attheend of the General
Processing, any Specific Call that had not earlier been walked (in some prior pass) will
result in a Specific Walk. See Section 10.2.2.4 Specific Walk Options Summary

-specific_retry( n ) indicateswhether Specific Calswalked in one pass are rewalked on
subsequent passes. n can be either O, meaning no, or 1 meaning yes. Thedefaultis1. See
Section 10.2.2.4 Specific Walk Options Summary

-/ +stack(sub-option,...) The+stack versionof thisoption can be used to trigger a
stack usagereport. The- st ack versionisused only to establish a set of optionsto be
employed should a+st ack option be given. To prevent surprisesif a- st ack optionis
given without argumentsit is taken as equivalent to a+st ack option. See Section 13.13
Stack Usage Report for more details and complete listing of the sub-options.

-static_depth( n )
adjusts the depth of static variable analysis. By static variable, we mean any variable with
static storage duration. These are variables declared at file scope (or, for C++, namespace
scope) or any variable declared as static within afunction. n corresponds to the number of
call levelsthat each function will take into account in tracking external variables.
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If n is0, afunction will not take into account any external variables.

If nis 1, then afunction will track only externalsthat it uses.

If n is2 or more, then afunction will track external variables used by itself or by
any function reachablein n-1 calls.

S5 S5 S
oI
NP O

Thus, if al pha() callsbet a() andbet a() callsgamma() andif thestati c_depthis
2 then theanalysis of al pha() will include static variables used by al pha() and by
bet a() but not necessarily any others. If thest at i c_dept h isincreased to 3 then the
static variables used by ganma() areincluded in the value tracking of al pha() .

Thus, if the depth is high enough, al functions will track all variablesthat they could
possibly affect. But increasing the depth will tend to slow the linting process.

By default thest ati c_dept hisl.
See also 10.2.3 Tracking Static Variable and flag +f sv.

-strong( fl ags [, nane]...)
identifies each nane as a strong type with properties specified by f | ags. Presumably
thereisalatert ypedef defining any such nane to beatype. Strong types are completely
described in Chapter 9. STRONG TY PES.

-subfile(indirect-file,options|nodul es)
Thisisan unusual option and is meant for front-ends trying to achieve some special effect.
There are two forms of the option; one with the second argument equal to opt i ons and
the other with the second argument equal to nodul es. Ingenera, indirect files (those
endingineither . vac or . | nt) will contain both options and modules. Sometimesitis
important to extract just the options from such afile. One exampleisif you are attempting
to do aunit-check on one particular module. Say your project fileispr oj ect . | nt..
Then you might do project and unit checks using the same indirect file.

lint project.|nt /1 project check
lint -subfile( project.Int, options ) filenane /1 unit check

Notethat pr oj ect . | nt may itself have indirect files and that modules and options may
beinterspersed. Theruleisthat every indirect file isfollowed for aslong as it takes until
the first moduleis encountered. Every option thereafter is considered not ageneral option
but specific to project check out.

With nodul es asthe second argument to subf i | e, the processing picks up at precisely

the point that the'opt i ons' subargument left off. Thusif you wanted to place a particular
option, say - e1706, just before the first module of pr oj ect . | nt you could achieve that
effect by placing the following in either an indirect file or on the command line:

-subfile( project.Int, options )
-el706
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-subfile( project.Int, nodul es )

-summary( [output-filenanme] )
This option causes a summary of all issued messages to be output after Global Wrap-up
processing. If afilenameis specified, the output is sent to the named file. If not, output
is sent to the same output stream used for normal Lint messages (that is, the one specified
by - os() or, if no such option wasissued, st dout ).

For each message issued, the summary information consists of the message number (e.g.,
414 for "Possible division by 0"), the number of times that the message was issued, the
message type (e.g., "Error", "Warning", etc.) and the message text. Thisformsalist of
all Lint messages that wereissued. Thelist is preceded by arow of column labelsto aid
readability.

The formatting of the output can be controlled by using the option:

-format _summary-=...

which can be used likethe - f or mat option. The escape options usable with - f or mat
areaso usablewith - f or mat _sunmary. The available format specifiers are:

% = the message Number
% = the Count of instances of a message
% = the message Type
%mn= the M essage text
The default summary format is:
-"format _summary=%\t % \ t %0\ t %t
Example: Suppose we have asourcefilecaled "t . cpp” which contains:
int a

= 0,

int b = 0;

void g();

And suppose we have anindirect file" a. | nt " which contains:
-"format _summary=% | % | % --> %
-summary(s.txt)
t.cpp

And suppose we run:
lint a.lnt

Then our Lint output will be:
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-t #

--- Modul e: t.cpp (C++)

void g();

t.cpp 3 Info 1717: enpty prototype for function declaration, assuned
"(void)’

--- Wap-up for Mdule: t.cpp

Info 752: local declarator 'g(void)’ (line 3, file t.cpp) not referenced
t.cpp 3 |Info 830: Location cited in prior nessage

--- G obal Wap-up
Info 714: Synbol 'a (line 1, file t.cpp) not referenced
t.cpp 1 Info 830: Location cited in prior nessage

Info 714: Synmbol 'b’ (line 2, file t.cpp) not referenced
t.cpp 2 Info 830: Location cited in prior nessage

Ands. t xt will contain:

Count | Number | Type --> Text

2| 714 | Info --> Symbol *__ ' (__ ) not referenced
1| 752 | Info -->local declarator '__ ' (___) not referenced
1| 1717 | Info --> enpty prototype for __ , assuned ’(void)’

sets PC-lint/FlexeLint'sidea of what the Tab sizeis. Thisisused for indentation checking.
By default PC-lint/FlexeLint presumes that tabs occur every 8 column positions. If your
editor is converting blanks to tabs at some other exchange rate, then use thisoption. For
example -t 4 indicates that atab isworth 4 blank characters.

-tr _limt( n)

allowsthe user to specify a Template Recursion limit. When the limit isreached, message
1777 isissued which reminds you that you may use this option to deepen the level of
recursion. See message 1777 for further details.

+typenane(#[,# ...])

For each message number equal to or matching #, thisoption will cause PC-lint/FlexeLint
to add type information for any and all symbol parameters cited in the specified message.
Example:

class A{};

void g(A a) {}

/1 Lint reports "Info 1746: paraneter 'a' in function 'g(A)
/1 could be nmade const reference"

/1lint +typename(1747?)

void f(A a) {}
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/1 Lint reports "Info 1746: parameter 'a' of type "A in function 'f(A)’
/1 of type 'void (A)' could be nade const reference"

One of the purposes of this option isto show the user an exact type name to use as an
argument to - et ype() .

-u unit checkout -- Thisis one of the more frequently used options. It isused when linting a
subset (frequently just one) of the modules comprising aprogram. - u suppresses the
inter-module messages 526, 552, 628, 714, 729, 755-759, 765, 768, 769, 974,
948, 1526, 1527,1711,1714,1715,and 1755. Asidefrom this, thereis no change
in processing.

--u  Thisoptionislike - u except that any module at alower . | nt level isignored. Suppose,
for example, that pr oj ect . | nt isaproject file containing both options and module
names. Then the command line:

lint --u project.Int al pha.cpp

will do aunit check on module al pha. cpp. It will ignore any module names that may be
identified within pr oj ect . | nt. proj ect .| nt doesnot havetoimmediately follow the
--uoption. Any . I nt filewithinproj ect. | nt will smilarly be processed for options
but module names will beignored. Seealso - subfi | e() which dealswith thisissueina
more comprehensive manner.

Seeaso-d...and +d...

-unr eachabl e indicatesthat a point in the program is unreachable. Thisis useful to inhibit
some error messages. For example:

int f(n)
{
if(n) return n;
exit(1);
//1lint -unreachabl e

}
contains an unreachable indicator to prevent PC-lint/FlexeLint from thinking that an

implied return exists at the end of the function. Animplied return would not return avalue
but f () isdeclared asreturningi nt .

-uNane can be used to Undefine an identifier that is normally pre-defined. For example:
-u_lint
will undefine the identifier | i nt, which isnormally pre-defined before each module.

The undefine will take place for all subsequent modules after the default pre-definitions
are established. If given within alint comment, the undefine will take place immediately
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aswell asin subsequent modules (similar to - d...). The observant reader will notice that
you may not undefine the name nr eachabl e.

--uNane inhibitsthe macro Name from becoming defined. For example:

[/1Tint --uX
#define X 1
int y =X

will be equivalent to:
int y =X

Please note the difference between this option and the - uNane option, which undefines
any built-in definition for Nane but does not affect definitions which Name may acquirein
the future.

One example of how this option could be used is when macros hide machine dependent
constructs. For example, a header file may define:

#defi ne nmencpy(a, b,n) { asm sone-assenbly required }

The option - - unencpy will cause Lint to ignore this definition. Often the mencpy() is
declared as afunction as well as defined as amacro and if thisis the case, setting the
optionisall that would be required. At the worst you would have to introduce a
declaration for the function. Declarations of this kind can be placed in aheader file and
automatically included within each module using the - header option.

-wLevel Thisoption allows the user to set aWarning level in afashion similar to many
compilers. Thewarning levels are:

-w0 No messages (except for fatal errors)

-wl Error messages only -- no Warnings or Informationals.

-w2 Error and Warning messages only

-w3 Error, Warning and Informational messages (this isthe default)
-w4  All messages.

The default warning level islevel 3.

Theoption- wiLevel will establish anew warning level and affect only those messagesin
the "zone of transition". Thus, the option:

-e521 -e4l -w2

will have the effect of suppressing 521, 41 and all Informationals. On the other hand
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-e521 -e41l -wl -wW2

will suppress41 and all Informationals. Warning 521 will be restored by the - w2
because Warnings are in the zone of transition in going from level 1 to 2.

Because options are processed in order, the combined effect of the two options. - w2
+e720 isto turn off al Informational messages except 720.

-W i b(Level ) setsawarning level for processing library headers and library modules. It will
not affect C/C++ sourcemodules. Level may have the samerange of valuesas- wievel
and are asfollows:

-wl i b(0) Nolibrary messages

-wl i b(1) Error messages only (when processing library code.)
-wl i b(2) Errorsand Warnings only

-wl i b(3) Error, Warning and Informational. Thisisthe default
-wlib(4) All messages (not otherwise inhibited).

A message encountered while processing alibrary header is subject to all the error
inhibitors active normally and in addition is subject to suppression given by -wl i b and
-eli b. Itisfor thisreason that the default level issurprisingly high. -wl i b can,
generaly, be rewritten as a sequence of -el i b options. For example,

-w i b(2)
isequivalent to

-elib(7?2?) -elib(8?2?) -elib(9??)
-~elib(17?2?) -elib(18??) -elib(19??)

but easier to type.

Many users complain that they do not wish to be informed of 'lint' within library headers.
In general, you may use - el i b to repeatedly inhibit individual messages but this may
prove to be a tedious exercise if there are many different kinds of messages to inhibit.
Instead you may use

-wib(1)
to inhibit all library messages except syntactic errors.

-wprintf( N, nanel[, nane2]...)
Thisoptionissimilar tothe- pri nt f except it isintended to be used with the
wide-character variants of pri nt f . In particular it isto be used withwpri nt f,

fwprintf andswprintf. Theproperty that makes- wor i nt f different from - pri nt f
isthat the % and % formats assume wide characters.
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-wscanf( N, nanel [, nane2]...)
Thisoptionissimilar to the - scanf except it isintended to be used with the
wide-character variants of scanf . In particular it isto be used withwscanf , f wscanf
and swscanf . The property that makes - wscanf different from - scanf isthat the %s
and % formats assume wide characters.

+xm ( nane )
By adroituseof the- f or mat optionyoumay format output messagesinxml. Seethefile
env-xnl . | nt for anexample. Thisoption hastwo purposes. Special xml characters ('<',
>'and '&' at thiswriting) will be escaped (to "&l t ; ", "&gt ; " and "&anp; " respectively)
when they appear in the variable portion of the format. Secondly, if nane isnot null, the
entire output will be bracketed with <nane> ... </ name>. If name isnull this bracketing
will not appear.

It isalso possible to add atag in angle brackets that could be used to define, for example,
theversion of xnl . Thus:

+xm (?xm version="1.0" ?)
+xm (doc)

will produce as a prefix the following two lines.

<?xm version="1.0" ?>
<doc>

Then, at the end of all the message output the following one line will appear.
</ doc>
-zero setstheexitcodeto 0. Thisisuseful to prohibit the premature termination of make files.
-zero(#) will setthe exit codeto zeroif all reported errors are numbered # or higher after
subtracting off 1000 if necessary. More precisely, messages which have a message
number whose modulus 1000 is equal to or greater than #, do not increment the error
count reported by the exit code. Note that suppressed errors aso have no effect on the exit

code. Usethisoption if you want to see warnings but proceed anyway.

-$ causes $ to be regarded as an identifier character.
5.8 Compiler Adaptation

All compilers are slightly different owing largely to differencesin libraries and preprocessor
variables, if not to differencesin the language processed. For PC-lint, the key to coping with
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these differences is the selection and/or modification of one or two compiler-specific files
provided on the distribution diskette.

There are two kinds of files. One has the form

cO- XXX. | nt

Thisis used to specify lint options for a particular compiler. The second has the form
sl - xxx. c

and is used to describe the library for aK&R compiler (a compiler not using prototypesin its
supplied header files). For ANSI/ISO compilers, just use the appropriate compiler optionsfile as
in

lint co-xxx nodulel nodule2 .
(the. I nt isunderstood). For K&R compilers use both files

lint co-xxx sl-xxx nmodul el modul e2 ...

sl - xxx. c isan example of a"Library Modul€" as described in Section 6.2 Library Modules.
You may safely modify either of thesefiles. For example co- xxx. | nt effectively containsthe
option

-esym( 534, fclose )

This inhibits the Warning message (534) that you would otherwise get if you called f cl ose and
did not check the return value for errors. But if your programming policy isto al ways check the
return value of this function you could remove this option. Alternatively you can negate its effect
witha+esyn( 534, fclose) (after thefirst option was issued).

Compiler specific options files are provided with PC-lint/FlexeLint and the most current files are
available from our website.

If your compiler is not supported withaco-*. I nt fil e, youmay want to modify co. | nt,
which isthe generic compiler optionsfile. Inaddition, if your compiler does not provide
prototypes and is not in the list above, you may wish to modify thefilesl . c, whichisageneric
standard library file.

For Flexelint, appropriate compiler options can be placed in a centrally located file whose
extension is necessarily ". | nt " (See Section 4.1 Indirect (.Int) Files). Werefer to thisfile
generically asco. | nt. Seeyour FlexeLint Installation Notes and the subdirectory / supp/ for
any vendor-specific file of theformco*. | nt .
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5.8.1 Microsoft Keywords

We use the phrases "Keywords' and "Reserved Words" interchangeably. They both refer to words
that have special meaning at compile-time (or equivalently at lint-time). They arereserved in that
they cannot be used for ordinary variable names or other user-supplied names. Thus the phrase
"reserved word" is alittle more honest even though "keyword" is more commonly used. In
addition to the language-defined keywords, the Microsoft compilers have added over the years a
number of non-standard keywords, which have become known asthe M crosoft Keywor ds.
These are listed in Section 5.8.2 Compiler Codes under the option "- cnsc”. The Microsoft
keywords have become so prevalent in C/C++ compilers supporting operating systems following
Microsoft standardsthat it is somewhat safer to include them than to exclude them. (Although see
cautionary note below). Accordingly, PC-lint/FlexeLint will assume the Microsoft Keywords
when hosted on one of the following operating systems:

Microsoft Windows
MS-DOS
0S/2

Note: thislist does not include Unix or Linux!

It is possible to include or exclude these keywords as a group by using * ns as the reserved word
name for theoption r w( nane) . Thus

-TW(*ns)
will remove these keywords. See the - r woption in Section 5.7 Other Options.

Caut i onary Note: Eventhough the newer keywords added by Microsoft have apair of
leading'_'s, there is nonetheless a danger in adding too many of these keywords as you run the
risk of collision with avariable name used within an inline function in some compiler header file.
Ironically, header file writers have adopted the same leading double underscore convention to
avoid collision with user macros. We will be diligent in attempting to find conflicts such as these
and we will add appropriate - r w options to the appropriate co- ...| nt files.

5.8.1.2 Additional K eywords

Keywords (i.e. reserved words) found below may be enabled using +r w( keyword )

__packed Astruct (orcl ass) may bedeclared as _ packed (two leading underscores) to
indicate that alignment isignored when allocating space for datamembersof thest r uct .

The keyword __ packed may appear before or after the keyword st r uct . For example,

struct _ packed A { char a; int b; };
__packed struct B { char a; int b; };
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Assuming thesizeand alignment of ani nt is4 andthesizeof achar is1 (default values)
then in both cases the length of the st r uct will be 5 instead of the usual 8.

The keyword may aso be used to indicate that a particular member does not require its
ordinary alignment. For example:

struct C
{ char a; int _ packed b; };

will cause member b to be located at offset 1 withinthest ruct. Likestruct Aand
struct B, st ruct Cwill aso have alength of 5 rather than the usual 8.

5.8.2 Compiler Codes

For anumber of compilersin the PC environment, thereis aspecial option - ccode (See Section
5.7 Other Options). For example, - cnsc selects the Microsoft C/C++ compiler. The - c option
can serve to pre-define certain preprocessor symbols appropriate to the compiler according to the
memory model selected. Otherwise, thiswould be awkward to do. It can also activate certain
keywords.

If you are using one of the compiler optionsfilesnamed co- *. | nt then the appropriate- ccode,
if any, isalready set. For some systemsthereis no need for a- c option and none is provided.
Instead, all necessary definitions are provided in acompiler optionsfile.

The preprocessor symbols defined by - ccode arein addition to the standard pre-defined symbols
(described in Section 15.1 Preprocessor Symbols) and the symbol _I i nt, which isaways
pre-defined to be the version number without decimal point (such as 900). The verb "enable"
below should be taken to mean "pre-define to the value normally defined by the designated
compiler". Thisisintended to duplicate the preprocessing environment of your compiler. Please
consult your compiler's documentation for further details.

If your compiler is not represented here or if we have missed a symbol, simply place the
appropriate - d ... option in your compiler optionsfile.

Option Conpiler and Synbol s

-caztec Manx Aztec C compiler.
Enables MSDOS, ~ FUNC __ and MPU8086 and, for large data pointers,  LDATA.

-chc Borland C/C++
(sameas-ctc)

-cc86  Computer Innovations C86
Enables C86_BI Gfor large data pointers.
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-cdesm DeSmetC

-cdl

-cec

-cgnu

-chc

-cht

Enables the symbol LARGE_CASE for large data pointers and enables #asm

Datalight C

Enables MSDOS, DLC, | 8086 and one of | 8086L, | 8086D, | 8086P and | 8086S
depending on memory model. Also LPTR isdefined to be 1 for large data models and
SPTRis defined to be 1 for small data models.

Ecosoft Eco-C88 (Version 4 and later)

Enables __ ECO, and, for memory models having large data pointers, enables
__BI GDATA, and, for memory models having large code pointers, enables
__BI GCODE.

GNU on Linux

This option is used for the GNU compiler. It ensures that the symbol
_LANGUAGE_C _PLUS_PLUS isdefined for C++ modules and the symbol
LANGUAGE_Cisdefined for C modules. Thisisdifficult to accomplish with just a
compiler options file since compiler options files do not support conditionals. You
would haveto use - header and place a conditional within the header. Thisoption
avoids the complexity.

The use of this option also allows a number of features unique to the GNU compiler.
Oneisindexed initialization of arrays. For example:

int a[100] = { [99] = -1 };

isaway of initializing the last element of an array without specifying the first 99
values.

Another feature is the use of variable macro arguments. For example:
#define P(f,a...) fprintf( stderr, f , ##a )

Then macro P() can be invoked with zero or more arguments after the format. Note
that the space beforethe ', ' before the '##' is critical to get the full effect.

Other featuresincludethe #i ncl ude_next preprocessor command and the __ nul |
keyword.

MetaWare High C/C++

Enables MSDOS and pre-assigns0to st di o_defs_incl uded, 1167, H GHC_
and enables#c_i ncl ude. Aswith the other compilers, Microsoft keywords are
enabled.

Hi-TechC
pre-assigns 0 to symbols z80 and n68k and pre-assigns 1 to symbol i 8086.
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-ci bnB2 IBM 32 bit for OS2

-cich

-clc

-clcé

-CcnscC

- CmavC

-CsC

This option (-ci bnB2) can be used to specify the 32 bit IBM compilers for OS/2.
Theseinclude C Set 2 and Visual Age. The necessity for the-c optioninthiscaseisto
support the preprocessor variables | BMCPP__and __| BMC__ depending on
whether the modul e being processed isrespectively C++ or C. Thisis, infact, the only
effect that -ci bnB2 has. All other distinctive aspects of these compilersare coveredin
thefileco-i bnB2. | nt.

Intel Code Builder

pre-assigns variables LI NT_ARGS, Tl MESTAMP_, CH TI ME, | NTELC32_,
_ARCHI TECTURE_ (to 386) and setsthe sizeof i nt and poi nt er to 4 bytesand
alows'$' inidentifiers.

Lattice C, Versons2 and 3

VBDOS isenabled. SPTRis defined to be 1 if the memory model uses small data
pointers and O otherwise. LPTR isdefined to be 1 if the memory model uses large data
pointers and O otherwise. In addition, CPMB0, CPMB6 CPV68, LATTI CE, and | 8086
areenabled and one of | 8086L, |1 8086D, | 8086P or | 8086S depending on memory
model.

Lattice C, Version 6

Thisislike - cl ¢ except that, in addition, preprocessor words ANSI , NULL and LC60
are enabled and those of the form CPM+ are not. The user should enable DOS, FAM LY
or OS2 if using these symbols. Also, keywordsal i gn,critical ,noalign,nopad,
pad, pri vat e, act ual ,i nl i ne and their double underscore prefix versions are
enabled.

Microsoft C/C++, Versons 4.0 - 12.0(VC6)

This enables MSDOS, M | 86 and oneof M | 86LM M_| 86CM M | 86MMiand M | 86SM
depending on memory model. The following reserved words called M cr osof t
keywor ds areadded: cdecl,far,fortran, huge,interrupt,near, pascal,

_asm _based, cdecl, export, far, fastcall, fortran, huge,
_interrupt, | oadds, near, pascal,_ saveregs,_segnent,_ segnane,
_self _asm __based, _cdecl,_ _except, export, far, fastcall,
__fortran,__huge, inline, _interrupt,_ |oadds, near,_ _pascal,
__saveregs,__segnent, segnane, self, stdcall,_ syscall, try.

The// form of comment isunderstood for C programs. If -Ais set then
NO_EXT_KEYS is enabled and then specia keywords and comment control are
disabled.

Mark Williams C
Enables DOS_Hand, for large data pointers, LARGE.

Symantec C/C++

126



-ctc

-ctsc

-CwC

-cwh

They enable MSDOS, M | 86 and oneof M | 86LM M_| 86CM M _| 86 MMand M_| 86 SM
depending on memory model. In addition to the Microsoft keywords the following
keywordsareadded __i nport, _ss,__handl e and __i ob, which have no
semantics.

Turbo C/C++ and Borland C/C++

__BORLANDC , TURBOC , MsSDOS , CDECL__ areenabled and one of

__ LARGE__, COWACT__, MEDIUM , SMALL__ aredefined (to be 1)
according to the memory model selected. For the large model, pointer differences are
assumed to bel ong.

Additional keywords supported are: asm _asm __asm _ss, _es, _ds,_far 16,
__far16, _syscall, _cs,_export,_saveregs, | oadds, segand__seg, and
the Microsoft keywords. Please note that the keywords _asm(and __asm) obtained
with -ct ¢ (and -cbc) have different semantics than do the Microsoft keywords by the
Same name.

Register keywords (as in Turbo C, these are pre-declared to be of type unsi gned or
unsi gned char depending on whether the associated register is 16 bits or 8 bits

long). _AX _BX _CX _DX _SI _DI _SP _BP_AH _AL _BH _BL
_CH _CL _DH _DL_DS _ES _RS _SS _FLAGS

TopSpeed C
EnablesM | 86LM M_| 86CM M_| 86 MV, M_|I 86 SMaccording to memory model (like
Microsoft C).

Watcom C/C++

Enables  WATCOMC__, MSDOS and one of M | 86LM M | 86CM M _| 86 MMiand

M_| 86SMdepending on memory model. If -Aisset, then NO_EXT_KEYS is enabled.
l ong char isenabled (+f | ¢c). Aswithall compilers, the Microsoft keywords are
also enabled.

Whitesmith C

Establishes @as a one-character identifier. Thus: @bc consists of two identifiers" @
and "abc". A one-character identifier isauniquelexical unit. It differsfrom aregular
identifier character such as aletter in that it does not join with other characters and it
differs from a special character (like comma) in that it can be used as the name of a
macro. In this capacity, @is pre-defined to be _gobbl e (See Section 5.8.3
Customization Facilities). In effect, PC-lint/FlexeLint ignores @and the token which
follows. The same effect can be achieved with the options:

-ident1( @
+rw( _gobbl e)
-d" @_gobble "

See Section 5.8.3 Customization Facilities for an alternative treatment of @
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5.8.3 Customization Facilities

Thefollowing are useful for supporting anumber of featuresin avariety of compilers. With some
exceptions, they are used mostly to get PC-lint/FlexeLint to ignore some nonstandard constructs
accepted by some compilers.

@

bi t

Compilersfor embedded systems frequently use the @notation to specify the location of a
variable. A technique to handle thisis given in our manual in Section 5.8.2 Compiler
Codes in the description of - cwh. Users have encountered some difficulty with this
method when the location is given as a complex expression. We have for this reason
added direct support for the @feature, which consists of ignoring expressions to its right.
To enable this, just make sure you are NOT using - cwh. When we see a'@we then givea
warning (430), which you may suppresswith a- e430.

For example:
int *p @l ocation + 1;
Although warning 430 isissued, p isregarded asavalidly initialized pointer toi nt .

isatypethat isone bit wide. This needsto be activated with the +rw( _bi t) option. It
was introduced to support some microcontroller cross-compilers that have a one-bit type.

_gobbl e isareserved word that needs to be activated via+r w( _gobbl e) . It causes the next

token to be gobbled; i.e., it and the next token areignored. Thisisintended to be used
with the - d option. Seeco- kcarm | nt for examples.

_ignore_init Thiskeyword when activated causes the initializer of a data declaration or the

body of afunction to be ignored.

Cross compilers for embedded systems frequently have declarations that associate
addresses with variables. For example, they may have the following declarations

OxFFFFO001,
OxFFFF0002;

Port pa
Port pb

etc. ThetypePort is, of course, non-standard. The programmer may decide to define
Por t , for the purpose of linting, to be an unsi gned char by using the following option:

-d" Port=unsi gned char”
(The quotes are necessary to get ablank to be accepted as part of the definition.)

However, PC-lint/FlexeLint gives awarning when it sees asmall data item being
initialized with such large values. The solution isto use the built-in reserved word
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_ignore_init. It must beactivated using the +r woption. Then it isnormally used by
embedding it within a- d option. For the above example the appropriate options would
be:

+rw(_ignore_init)
-d"Port=_ignore_init unsigned char"

The keyword _i gnor e_i ni t istreated syntactically as a storage class (though for
maximum flexibility it does not have to be the ONLY storage class). Its effect isto cause
PC-lint/FlexeLint to ignore, as its name suggests, any initializer of any declaration in
which it is embedded.

Some compilersallow wrapping a C/C++ function prototype around assembly languagein
afashion similar to the following:

_asmint a(int n, int n
{ xeo 3, (nN)r ; ... }

Note there is a special keyword that introduces such afunction. This keyword may vary
across compilers. To get PC-lint/FlexeLint to ignore the function body, equate this
keywordwith _i gnore_i nit. E.g.

+rw( _ignore_init)
-d_asm= _ignore_init

_to_bracket s isareservedwordthat will causeit and theimmediately following) bracketed,
parenthesized or braced expression, if any, to be ignored. It needsto be activated with
+rw( _to_brackets). Itisusualy accompanied with a- d option. (For example, see
co-i ar. | nt onthedistribution media). For example, the option:

-dinterrupt=_to_brackets
+rw( _to_brackets)

will cause each of the following to be ignored.

i nterrupt(3)
interrupt[5, 5]
i nterrupt{x, x}

_to_eol When _to_eol isencounteredinaprogram (or more likely someidentifier defined to
be to_eol), theidentifier and all remaining information on thelineis skipped. That is,
information isignored to the End Of Line. E.g., suppose the following nonstandard
construct is valid for some compiler:

int f( int n) registers readonly ( 3, 4)
{

return n;
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}

Then the user may use the following options so that the rest of the line following the first
") "isignored:

-dregi sters=_to_eol
+rw( _to_eol)

_to_sem isasuper gobbler that will cause PC-lint/FlexeLint to ignore this and every token up
to and including a semi-colon. It needs to be enabled with +r w( _t o_seni ) and needsto
be equated using - d. For example, if keyword _pr agma begins a semicolon-terminated
clause, which you want PC-lint/FlexeLint to ignore, you would need two options:

-d_pragma=_to_sem
+rw(_to_sem)

_up_to_brackets isapotentia reserved word that will cause it and all tokens up to and
including the next bracketed (or braced parenthesized) expression to be ignored. For

example:
[11int +rw_up_to_brackets) activate reserved word
/[/1int -dasm=_up_to_brackets asmis now an _up_to_brackets
asm ( "abc" : "def" ); /[l "asm® ... ')’ is ignored
asmvol atile ( "asm ); /[l "asm® ... ')’ is ignored

In the above we almost could have defined asmtobea_t o_brackets. Theproblemis
that we also needed to ignore thevol at i | e following asmand so we required the use of
_up_to_brackets.

__typeof __ issimilarin spiritto si zeof except it returns the type of its expression rather

thanitssize. Sinceitisnot part of standard C or C++ the reserved word must be activated
with the option:

+rw( _ _typeof )

__typeof __ canbeuseful in macroswhere the exact type of an argument is not known.
For example:

#define SWAP(a,b) { __typeof (a) x = a;, a="b; b =x; }

will serveto swap the values of a and b. Some compilers not only support the
__typeof _ facility but they write their headersin termsof it. For example,

typedef _ typeof (sizeof(0)) size t;

assuresthat si ze_t will not be out of synch with the built-in type.
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-a#tpredi cat e( t oken-sequence)
assertsthe truth of #pr edi cat e for thegivent oken- sequence. Thisisto support the
Unix System V Release 4 #assert facility. For example:

-a#machi ne( pdpll )

makes the predicate #nachi ne(pdpl11) true. See aso Section 15.4 Non-Standard
Preprocessing.

+/-conpiler(flagl[,flag2 ..]) Thisoption alows the programmer to specify flags that
describe compiler-specific behavior. As of thiswriting this option takes the following

flags:

base_op (OFF by default) -- This flag changes the meaning of the digraph token ": >".
Thisflag causes™: >" to be interpreted as an operator whose L HS represents a segment
and whose RHS represents an offset within that segment. This usage was introduced
by an earlier version of the Microsoft C compiler and was useful to support segmented
architectures then in popular use. Since the introduction of 32 bit compilers this has
become less frequently used. For example,

+conpi l er( base_op )

enables thismeaning of ": >".

Note: According to the C99 and C++ Standards, this token isa synonym for "] "
making this older interpretation really obsolete.

std_al t _keywor ds (OFF by default) -- Enables C++ standard alternative keywords
(e.g., "and" isasynonym for "&&"). The standard keysinclude: and, bi t or, or,
xor, conpl , bitand,and_eq, or _eq, xor _eq, not, not _eq. For example,
+conpi ler( std _alt_keywords )

enables standard alternative keywords.

st d_di gr aphs (OFF by default) -- Enables the interpretation of the C99/C++ digraph
tokens"<: " and": >". For example,

+conpi l er( std_di graphs )
enables the standard meaning of these two digraphs.

Thisis off by default because the following code, although technically ill-formed, is
often permitted by default by most compilers:

struct A{};
template< class T > struct B{};
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:B<t:A> z; /| syntax error: equivalent to " :: B[ : A>2z ;"

(Note: since this kind of thing can't happen with the alternative digraphs "<% and
"o", they are always enabled.)

-dnane{defini ti on} isanalternativeto-dnanme=definition.
-dnane{defi ni ti on} hastheadvantage that blanks may be embedded inthe definition.
Now itstrue that you could use - d" nane=def i ni ti on" and so enclose blanks in that
fashion but there are certain conditions, especialy compiler generated macro definitions
where the use of quotation marks are not suitable.

One such condition is output produced by the scavenger whose purpose isto extract pre-
defined macro definitions from an unwitting compiler. See- scavenge for details.

-dnane() =Repl acenent
-dnane(identifier-1list)=Repl acenent
To induce PC-lint/FlexeLint to ignore or reinterpret a function-like sequenceit is only
necessary to #def i ne asuitable function-like macro. However, thiswould require
modifying source code (or use of the - header option) and is hence not as convenient as
using this option. For example, if your compiler supports

char _varying(n)

as atype and you want to get PC-lint/FlexeLint to interpret thisas char * you can use
-dchar _varyi ng()=char*

As another example:

[11int -dal pha(x,y)=((x+y)/Xx)
i nt n=al pha (2, 10);

will initialize n to 6. The above - dal pha... option is equivalent to:

#define al pha(x,y) ((x_y)/x)
In the no parameter case, the functional expression can have any number of arguments.
For example; in the following code both asn() expressions are ignored even though they
have a different number of arguments.

/[11int -dasm()=

void f()

{ asm("Move a, 2", "Add a,b");

asnm("Jnp. x");
}
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Aswith the normal (non-functional version of the - d option the +d variant of the option
sets up amacro that cannot be redefined.

- #dname=Repl acenent
Thisisyet another variation on the global define facility. It affectsonly #i ncl ude lines
and isintended to support the VAX-11 C includes. For example:

#i ncl ude time

issupported by a- #dt i me=Fi | enane option and does not affect any other uses of the
ti me identifier.

-over | oad( X) will set flags, which can affect function overload resolution. This optionis
highly technical but may be required to resolve some very subtle overload resolution
incompatibilities among different compilers. X is ahexadecimal number (without the
leading '0x"). For example, -over | oad(5) setshits1and 4. The bits have the following
meaning.

1

Memory model counts more than ANSI/ISO qualification. For example, if thisflagis
set int n; f(&n); choosesvoid f(int const *) overvoid f(int far *)
becausef ar 'outweighs the const .

Memory model plus ANSI/ISO qualification exceeds either alone. For example, if
thisflagisset int n; f(&n); choosesvoid f(int const *) overvoid
f(int const far *) ratherthan regard the call as ambiguous.

Memory model has significance for references. For example, if thisflagisset, int
n; f(n); choosesvoid f(int & overf(int far &) becausethefar has
significance with references.

Memory model ignored when declaring oper at or del et e. Withthisflag off (the
default) it is possible to distinguish, for example, between the following two
declarations:

voi d operator delete( void * );
voi d operator delete( void far * );

The defaultis- over | oad( 7).

The compiler selection flags for Microsoft (- cnsc) and Borland (- ct c) automatically
adjust this set of flags (to 7 and 2 respectively).

Memory model differences are actual not nominal. For example, char far * isnot
considered different fromchar * in the large memory model (- nL). Memory model
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differences only relate to pointer sizes or the implied pointer of areference. For example,
passingafar int toanint requiresno conversion.

-plus( char ) identifieschar asan alternate'+' character used for options. If it isdifficult to
use the '+' character on the command line you may use an aternate character specified by
thisoption. E.g., - pl us(&) .

-scavenge( filenane-patterni[,..] )

-scavenge( clean, fil enane )
The purpose of this option is to automatically find acompilers built-in macros. It
completely changes the character of Lint from static analyzer to ascavenger of macros (or
cleanup facility depending on the sub-option).

Users of retargetable and embedded compilers may find difficulty in configuring Lint to
parse compiler-provided and 3rd-party headers correctly. The main reason is that such
compilers tend to make extensive use of pre-defined macros (that is, macros for which no
definition exists in any header file). To make matters worse, these compilers do not
always provide away to dump alist of macro definitions. For example, the GCC compiler
provides the pair of options"- E - dM" which will dump the macros that are pre-defined
into afile, in aform that can be used directly by Lint. Thisfilecanbecitedina- header
option.

For any given compiler, you can get alist of macro definitions by using the four-step
process below:

The option has two modes. Thefirst is of the form:
-scavenge( filenanme-pattern[,..])

and the second is of the form:
-scavenge( cl ean,fil enane)

The first mode is for generating and the second mode is for cleaning up. Here are the
steps.

1) Tell Lint where to look for headers by providing aset of - i options (or set the
INCLUDE environment variable). The directories named by these options should be
those that the compiler searches by default (e.g. Standard library headers). For this
example, assume we have placed such aset of - i optionsin thefile"i ncl ude. | nt"
2) Run:

lint include.lnt -scavenge(*.h) >mac.c
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The actual command name varies according to the system. C++ users will probably want
touseafi | enane- pattern of "*" rather than"*. h" and an extension of ". cpp" rather
than". c"

For each uniqueidentifier found in any of the files matching the argument(s) of the
options - scavenge you will abtain in the output a 3-line sequence of the form:

#i f def nane
-dnane{ nane}
#endi f

where nane isthe name of the identifier. Thus, for example, you will probably see
(among thousands of other 3-line sequences) the following:

#i fdef _ cpl usplus
-d__cpl uspl us{cpl uspl us}
#endi f
Thisisnot valid C or C++ but it can be passed through your compiler’s preprocessor. |If
you were to use mac. ¢ as shown above then the compiler will ignore this sequence since
thesymbol __ cpl uspl us isnot defined for C. However if you were to have used
mac. cpp then the compiler’s preprocessor will probably produce as outpuit:
-d__cplusplus {1}

because for most C++ compilers __cpl uspl us isdefinedtobe 1 andd__cpl uspl us is
simply not defined.

3) Run "nac. c" through your compiler’s preprocessor and capture the output in afile
which you should designate asa”. | nt " file. We arbitrarily pick "nac. | nt " here. For
example, with MSV C7, this means running:

cl [normal conpiler options] /EP mac.c >mac. | nt
Now nmac. | nt contains a complete set of all pre-defined macros used in the compiler’s
headers but will, in all likelihood, contain numerous blank lines. These can be cleaned up
by using the scavengein'cl ean’ mode.
4) run:

lint -scavenge(cl ean, mac. | nt)

In cl ean mode, the scavenge option will open the file for reading, save the non-vacuous
lines, closethe file, open it up for writing and dump out the new contents.

Note: we are using Microsoft here as an example of how you might retrieve pre-processed
output. It isnot normally necessary to employ the scavenge option when using the
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Microsoft compiler as the necessary macros have already been extracted and placed in
variousco- nsc*. | nt files.

Note: Whenever your build options change you may want to repeat steps 3 and 4.

-tenpl ate( X ) setthetemplateflagsto X

++tenpl at e( X) OR X into the template flags

--tenpl ate( X) AND -~Xinto thetemplate flagswhere X isahexadecimal constant specifying
flags. Thisalowsfor fine-tuning of the template processing mechanism. Current flags
areasfollows:

1

80

100

200

aggressively process template base classes. Normally, base classes of class
templates need not be processed until instantiation time. For some libraries, notably
STL, base classes need to be aggressively processed because they supply names
needed during the processing of the template itself.

When atemplate refersto itself recursively we normally presume thisto be a
self-reference or amistake and in order to prevent run-aways, recursion is normally
prohibited. Theoption -t enpl at e(2) can be used to activate recursive template
processing. The Rogue Wave library, for example, employs recursive template
evaluation to implement two to the power of N. Therefore, this option has been
placed into thefile: I'i b-rw. | nt

normally, template class member functions defined within the class are not
instantiated unless referenced. Thisflag will force the instantiation of thesein-line
function.

Refrain from instantiating non-dependent template-id's. In the past we did not
always instantiate these template-id's during atemplate definition. Currently we are
more aggressive in doing this instantiation (up to the limits required by the
language). Not all compilers (or even configurations of a particular compiler)
instantiate identically. Activating this flag provides less aggressive behavior.

Examine dependent and formerly dependent base classes during unqualified name
lookup. Section 14.6.2, paragraph 3 of the 2003 version of the ISO C++ Standard
states

"In the definition of a class template or amember of a class template, if abase class
of the class template depends on a template-parameter, the base class scope is not
examined during unqualified name lookup either at the point of definition of the
class template or member or during an instantiation of the class template or
member."

However, during unqualified name lookup, some popular compilers do search in

dependent (and formerly dependent) base classes both at template definition and at
template instantiation time. To enable such name lookup behavior in Lint, use
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++t enpl at e(200) . Thisflag will be ON by default when - cnsc or - cbc are
given.

Note that MSV C7.1 does adhere to the Standard in this regard when given the / Za
flag. Therefore, if you compilewith / Za, you should probably also add - -

t enpl at e(200) after - cnsc inyour Lint configuration. Users of more recent
versions of the Borland compiler may also choose to disable this- t enpl at e bit.

400 Extend scopes of primary template parameters to specializations. Consider the
following case:

tenpl at e<cl ass T> struct A;
tenmplate<> struct A<int>{ T n; };

According to section 14.6.1, paragraph 3 of the 2003 | SO C++ Standard, "The scope
of atemplate-parameter extends from its point of declaration until the end of its
template.” Sointhisexample, "T" isnot in scope after the semicolon that terminates
the definition of the primary template of A. Furthermore, there is nothing to indicate
that it isintroduced in the scope of A<i nt >. However, some compilers (for
example, versions 6 and 7 of the Microsoft compiler, as well as some other
compilersin abackwards-compatibility mode) behave asif the template parameter T
had been re-declared at the onset of A<i nt >. To enable similar behavior in Lint, use
++t enpl at e(400) . Thisbit is set automatically when - cnsc is used.

5.8.4 ldentifier Characters
Additional identifier characters can be established. See-$ and-i dent () in Section 5.7 Other
Options.

5.8.5 Preprocessor Statements

See Section 15.4 Non-Standard Preprocessing for special non-standard preprocessor statements.
Also see the +ppw option in Section 5.7 Other Options.

5.8.6 In-line assembly code

Compiler writers have shown no dearth of creativity in their invention of new syntax to support
assembly language.

In the PC world, the most frequently used convention is (to simplify slightly):

asm { assenbl y-code }
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or

asm assenbl y- code <new-line>
where asmis sometimes replaced with either _asmor __asm This convention is supported
automatically by enabling the asmkeyword, using +r w( asm) (or +rw(_asm) or +rw(__asnmn)
as the case may be).

But other conventions exist aswell. One manufacturer uses

#asm
assenbl y- code
#

For this sequence, it is necessary to enable asmas a pre-processor word using +ppw( asm

If your compiler uses a different preprocessor word, you may use the option +ppw_asgn. See
Section 5.7 Other Options

Another sequenceis:

#asm
assenbl y- code
#endasm

For this +ppw( asm endasn) isneeded.
Yet another convention is:

#pragna asm

assenbl y- code

#pragma endasm
For this you need to define the two pragmas with

+pragma(asm of f)

+pragnma( endasm on)
5.8.7 Pragmas
5.8.7.1 Built-in pragmas
A number of compilers support thepush_nacr o and the pop_nacro pragmas.
push_macr o(nane-in-quot es ), wherethenane- i n- quot es specifiesamacro, isapragma

that will save the definition of the macro onto astack. Thiswill allow the macro to be redefined
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or undefined over a sub-portion of amodule. Presumably thiswill befollowed by apop_nacr o(
name- i n- quot es ) pragmathat will restore the original macro. Thus:

#define N 100

#pragma push_macro( "N' )
#define N 1000

int X[N;

#pragma pop_macro( "N' )
int y[N;

declares x to be an array of 1000 integers whereasy becomes an array of 100 integers.

Note that you have, in effect, k different stackswhere k isthe number of different names provided
as arguments to these pragmas.

5.8.7.2 User pragmas

+pragma( identifier, action ) addsapragm
-pragma( identifier ) removesapragma

The+pragma( identifier, action ) optioncanbeusedtospecifyanidentifier that
will beused totrigger anacti on whenthei denti fi er appearsasthefirstidentifier of a
#pr agma statement. act i on must be one of

on
of f
once
nessage

ppw
macr o

fmacro
opti ons

Please note that the purpose of the +pr agma option is compatibility with your compiler.
If your goal isto conditionally compile depending on the presence of PC-lint/FlexeLint,
usethe _| i nt preprocessor variable.

onandof f Anoff actionwill turn processing off. Anon option will reset processing. For
example, assume that the following coding sequence appearsin a user program:

#pragnma ASM
nmovereg 3, 8(4)
#pragnma ENDASM

Lint will normally ignore the #pr agna statements but it will not ignore the assembly

language between the #pr agna statements, which might lead to a flurry of messages. To
resolve the problem, add the pair of options:
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+pragma( ASM off )
+pragma( ENDASM on )

Thiswill turn off lint processing when the ASMis seen and turn it back on when the
ENDASMis seen.

Please don't get this backwards. See Section 5.8.6 In-line assembly code

once Theoption+pragma(identifier, once) alowsthe programmer to establish an
arbitrary i denti fi er (usually theidentifier once) asan indicator that the header isto be
included just once. To mimic the Microsoft C++ compiler use the option:
+pragma(once, once) . Then, asubsequent appearance of the pragma:

#pragna once

within a header will cause that header to be included just once. Subsequent attempts to
include the header within the same module will be ignored.

Note: the once pragmais automatically enabled when the -cnsc option is given.
message Theoption +pragna(identifier, nessage) alowsthe programmer to
establishan arbitrary i denti fi er (usualy theidentifier ressage) asapragmathat will
produce a message to standard out. For example:
+pr agnma( nessage, nessage)
will cause the pragma:
#pragma nessage "hello fromfile" __ FILE
to write to standard out a greeting identifying the file within which the pragmais
contained. As this example shows, macros are expanded as encountered in the message
line. Also, messages fall under control of the conditional compilation statements, #i f ,
etc. Following the Microsoft compiler, if thefirst token is aleft parenthesis then only the
parenthetical expression will be output. Other information on the line is not outpui.
Note: the ressage pragmais automatically enabled when the - cnsc option isgiven.
ppw Theoption+pragma( indentifier, ppw ) will endowi dentifier withthe
ppw pragma action which means reprocess the line as a preprocessor statement but with

theword "pr agna" ignored. Thus:

[11int +pragma( include, ppw)
#pragma i ncl ude "abc. h"
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will give the pragmakeyword "i ncl ude" the pragma action ppw which will cause the
next line to operate just like a standard #i ncl ude preprocessor line.

macr o, f macro and opti ons

Pragmas provide an avenue for the programmer to communicate to acompiler that is not
governed by the syntax of the language. In most cases PC-lint/FlexeLint can ignore this
information. Occasionally, however, the programmer will want us to act on this
information so that he, the programmer, isnot inserting the information twice, oncefor his
compiler and once for PC-lint/FlexeLint.

Obvioudly it isimpossible to provide compatible pragma recognition for al compilers
now and into the future. The best general method of handling this seems to be to convert
the pragmainto a macro. Through the macro definition process, the macro can then
become whatever the programmer wants. In particular it can becomea/ *| i nt

opti ons...*/ comment and thereby be converted into a PC-lint/FlexeLint option.
Alternatively it can be converted into code.

There are three basic ways of converting a pragmainto a macro; these are identified as
pragmatypesmacr o, f macr o and opt i ons.

macro If apragmaisidentified asnmacr o asinthe option

+pragma( identifier, macro )
then when a pragma by that name is encountered, the name is prefixed with the string
'pragma_" and all theinformation to the right of thei dent i fi er isenclosed in
parentheses. For example, one compiler supports statements such as:

#pragma port x @ 0x100
Thiswould identify x asaparticular /O port. Later in the program there may be
assignmentsto or from x. If PC-lint/FlexeLint wereto ignore the pragmait would have to

emit syntax errors on every use of x.

If the option +pr agna( port, macro ) isgiven, the above pragmawill be converted
into:

pragma_port( x @ 0x100 )
Presumably there is a macro definition that resembles:
#define pragma_port( s ) volatile unsigned s;

Such a definition can be placed in a header file that only PC-lint/FlexeLint will see by
utilizing the - header option.
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fmacro The second form of macroizing a pragmaisidentified asf nacr o (meaning
function macro). Thiswould be used in a+pr agna option having the form:

+pragma( identifier, frmacro )
With the f macr o type, instances of the pragma are assumed to already be in functional
notation. Likethemacr o type, the name of the pragmais prefixed with pr agme_ to avoid
conflicts with other uses of the pragma name. Aside from this prefixing the pragmais
taken as found in the pragma statement and employed as a macro. For example, consider
apragmacalled war ni ngs which appears as:

#pragma war ni ngs( no)

or

#pragma war ni ngs(yes)

Presumably the no form turns of f warnings and the yes form turns them back on.

If the option +pr agma( war ni ngs, f macr o) isgiven, the first pragmawill be converted
into:

pragnma_war ni ngs( no)
and the second will be converted into:
pragnma_war ni ngs(yes)

The programmer will want to provide a set of macros that can convert these pragmas into
the equivalent form for PC-lint/FlexeLint. This could be done as follows:

#def i ne pragma_war ni ngs(x) pragnma_war ni ngs_##x
#defi ne pragma_warnings no /*lint -save -wl */

#defi ne pragma_warnings_yes /*lint -restore */

These macro definitions can be placed in a header file that only PC-lint/FlexeLint will see
by utilizing the - header option.

options Thethird form of pragmathat can be macroized isidentified as'opt i ons' using
an option of the form:

+pragma( identifier, options )

When apragma having the namei dent i fi er isused, it is presumably followed by a
blank-separated sequence of options having the form nane=val ue. An exampleis:
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#pragma OPTI ONS t ab=4 | engt h=80

In this form, each individual option becomes a potential macro invocation. The name of
this macro formed by concatenating pr agme_, thei ndent i fi er which, inthiscase, is
OPTI ONS, followed by underscore and the name of the suboption. Thus for the suboption
t ab the name of the macroispr agna_OPTI ONS_t ab. Asan example, suppose the
option +pragma( OPTI ONS, options ) isgivenand the following macro defined.

#define pragma_OPTIONS tab(x) /*lint -t##x */
Then the above pragmawill result in just the single macro invocation:
pragma_OPTI ONS t ab( x)

Thiswill invoke the tab option of PC-lint/FlexeLint. The'l engt h=80" option isignored.
To attach meaning to the length option it would only be necessary to define a macro whose
name would be pr agma_ OPTI ONS_| engt h.

identifier Thisoption-pragma( identifier ) will removethe pragmawhose
nameisi dentifier. Thus:

-CcnBec
- pragnma( nessage)

will removethe nessage pragmawhile using Microsoft C/C++.

5.8.8 The General Solution

If none of these special features resolves your particular problem, what can you do? You can
always normalize the syntax by using amacro. For example, if a specialized robot controller
allowed commands like

void f()
{
nmove down;
nove up;
move cl ockwi se;

}
you can convert these into macros yielding:

void f()
{
MOVE( down );
MOVE( up );
MOVE( cl ockw se );
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}

Thislatter C code with the appropriate macro definition can then be taken anywhere. It can befed
to any compiler, C tool, or lint analysistool given the appropriate definitions. For example, for
PC-lint/FlexeLint we may have:

#i fdef _lint

#defi ne MOVE(x) nove( #x )
void nmove( char * );

#el se

#def i ne MOVE(x) nove X
#endi f

5.9 Self-Referencing Options Files

Anoptionsfilesuchasst d. | nt canincludeareferencetost d. | nt and thisis understood to
mean the next file by that name in the search directory sequence.

The following example will motivate this feature. Suppose you havetwo different | i n. bat
commands which refer to two different versions of PC-lint. Say | i n8. bat contains

\lint8\lint-nt.exe -i\lint8 std.I|nt
and say that | i n9. bat contains
\lint9\lint-nt.exe -i\lint9 std.I|nt

Now suppose directory \ al pha contains a project to be linted. So the programmer places in that
directory afilewhose nameisst d. | nt which will contain all the options unique to the al pha
proj ect. Then whenwearelinting out of directory \ al pha thest d. | nt peculiar to \ al pha
will automatically be found ahead of thest d. | nt that appearsinthe\ | i nt directories. The
information within the project st d. | nt is often intended to be a supplement to whatever
information is contained inthe st d. | nt withinthe\ | i nt directories. How might we include
that? If therewereonly one\ | i nt directory thenthest d. | nt that appearsin\ al pha could
referto\lint\std. | nt viaan absolute reference. However, we have here assumed that there
aretwo versionsof | i n. bat (atleast). When| i n8. bat isrunning we want to include
\lint8\std. | nt andwhen |in9.bat isrunningwewant toinclude\ | i nt9\std. | nt.

Happily, all the programmer hasto do is place a(recursive) referencetost d. | nt instd. | nt.
For example hisst d. | nt can contain:

std. | nt
-esym( 512, al pha)
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When hisst d. | nt isinvoked thefirst thing that isseenis”st d. | nt " which cannot be a self-
reference and so must necessarily bethe next st d. | nt onthechain(\ i nt8\std. | nt or

\lint9\std. | nt)dependingonthe-i options. After thisis processed, control returnsto
process the - esymoption.
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6. LIBRARIES

Please note: This chapter isnot about how to include header files that may be in some directory
other than the current directory. For that information seethe - i option (Section 5.7 Other
Options) or Section 15.2.1 INCLUDE Environment Variable. This chapter explains how
information in header files (and possibly modules) is interpreted.

Examples of libraries are compiler libraries such as the standard 1/0O library, and third-party
libraries such as windowing libraries, and database libraries. Also, an individua programmer
may choose to organize a part of his own code into one or more librariesif it isto be used in more
than one application. The important features of libraries, in so far as linting is concerned, are:

(@ Thesource codeisusually not available for linting.

(b) Thelibrary isused by programs other than the one you are linting.

Therefore, to produce afull and complete analysisit isessential to know which headers represent
libraries. Itisalso possible for modulesto be available for linting but, because they are created

beyond the control of the immediate programmer, they too can benefit from the designation
"library’.

6.1 Library Header Files
A library header file is a header file that describes (in whole or in part) the interface to alibrary.
The most familiar example of alibrary header fileisst di o. h. Consider thefilehel | o. c:

#i ncl ude <stdio. h>

mai n()
{
printf( "hello world\n" );

}

Without the header file, PC-lint/FlexeLint would complain that pri nt f was neither declared
(Informational 718) nor defined (Warning 526). (The distinction between a declaration and a
definition is extremely important in C/C++. A definition for afunction, for example, uses curly
braces and there can be only one of them for any given function. Conversely, a declaration for a
function ends with a semi-colon, is ssimply descriptive, and there can be more than one).

If hel | 0. c were aC++ program an even stronger message (Error 1055 instead of Informational
718) would be issued, but we will assume a straight C program.
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With the inclusion of st di 0. h (assuming st di o. h contains adeclaration for pri nt f ), PC-lint/
FlexeLint will not issue message 718 (or the 1055 for C++). Moreover, if stdi o. his
recognized as alibrary header file, (it is by default because it was specified with angle brackets),
PC-lint/FlexeLint will understand that source code for pri nt f isnot necessarily available, see
clause (a) above, and will not issue warning 526 either. Note: Other messages associated with
library headers are not suppressed automatically. But you may use-w i b or any of the-el i b...
options for this purpose. See Section 5.2 Error Inhibition Options

Because of clause (b) above, not all components of alibrary header file need to be fully utilized
over the course of compiling a program. Such componentsinclude: declared data objects and
functions, types specified with t ypedef , macros specified with #def i ne, st ruct , uni on,
enumandt enpl at e declarationsand their members. For these components, messages 749-770
are suppressed. See Section 13.8 Weak Definials

A header file can become alibrary header file if:

() It falls within one of the four broad categories of the option +| i bcl ass, viz. al | , ansi ,
angl e andf or ei gn (described below), and isnot excluded by either the- | i bdi r or the
-1'i bh option.

(i) OR, for finer controal, it comes from a directory specified with +I i bdi r and isnot
specifically excluded with - | i bh.

(iii)  OR, for thefinest control, it is specifically included by namevia+I i bh.
(iv)  OR,isincluded within alibrary header file.

You may determine whether header files are library header files by using some variation of the
- vf verbosity option. For each included library header you will receive a message similar to:

Including file c:\conpiler\stdio.h (library)
Thetag: '(1i brary) 'indicates alibrary header file. Other header files will not have that tag.

What follows is a more complete description of the three options used to specify if or when a
header fileisalibrary header file.

e +libclass(identifier [, identifier]..)
specifiesthe set or sets of header filesthat are assumed to be library header files. Each
i denti fi er can beoneof:

angl e All headers specified with angle brackets.

forei gn All header filesfound in directories that are on the search list (-i or I NCLUDE
as appropriate).

148



Thus, if the #i ncl ude contains acomplete path name then the header fileis
not considered 'f or ei gn'. To endow such afile with the library header
property use either the +1 i bh option or angle brackets. For example, if you
have

#i ncl ude "\incl ude\ graph. h"

and you want this header to be regarded as a library header use angle brackets
asin:

#i ncl ude <\incl ude\graph. h>
or use the option:

+li bh(\incl ude\ graph. h)
Similar remarks can be made about

#i ncl ude "i ncl ude\graph. h"

If asearchlist (specified with - i option or | NCLUDE) isused to locate thisfile
it is considered foreign; otherwiseit is not.

ansi The 'standard’ ANSI/ISO C header files, viz.
assert.h limts.h stddef. h
ctype. h | ocale. h stdio.h
errno. h mat h. h stdlib.h
float.h setjnp. h string. h
fstream h signal . h strstreamh
i ostream h stdarg. h time. h

al | All header files are regarded as being library headers.

By default, +1 i bcl ass(angl e, f orei gn) isineffect. Thisoption isnot cumulative.
Any +l i bcl ass option completely erasesthe effect of previous+l i bcl ass options. To
specify no class use the option +l i bcl ass() .

e +libdir(directory [, directory]...) activates
-libdir( directory [, directory]...) deactivates
the directory (or directories) specified. Thenotion of di r ect ory hereisidentica to that
inthe-i option. If adi rect ory isactivated then al header files found within the
directory will be regarded as library header files (unless specifically inhibited by the
-1'i bh option). It overridesthe +1 i bcl ass option for that particular directory. For
example:

+l i bcl ass()
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+libdir( c:\conpiler )
+libh( o0s.h)

requests that no header files be regarded as library files except those coming from
directory c: \ conpi | er and the header os. h (see below). Also,

+l i bcl ass( foreign )
-libdir( headers )

requests that all headers coming from any foreign directory except the directory specified
by header s should be regarded as library headers.

Wild card characters ' and '?' are supported.
Note: A file specified as
#i ncl ude "c: \conpil er\i.h"
is not regarded as being a library header even though +1 i bdi r (c: \ conpi | er) was
specified. Only filesfoundinc: \ conpi | er viaasearchlist (-i or | NCLUDE) are so
regarded and only when the - i option matchesthel i bdi r parameter. For example,
#i ncl ude "conpiler\i.h"
will also not be considered as library even though the - i c: optionisgiven, and thefileis
found by searching. The-i search directory (c: ) isnot matching thel i bdi r directory
(c:\conpiler).
o +libh(file [, file]..) adds
-libh(file [, file]..) removes
files from the set that would otherwise be determined from the +I i bcl ass and +/
-1i bdi r options. For example:
+l i bcl ass( ansi, angle )
+li bh( wi ndows. h, graphics.h )
+libh( os.h ) -libh( float.h)
requests that the header files described as ansi or angl e (except for f | oat . h) and the
individual header files: wi ndows. h, gr aphi cs. h and os. h (even if not specified with
angle brackets) will be taken to be library header files.
Wild card characters ™' and '?" are supported.

For | i bh to have an effect, its argument must match the string between quotes or angle
bracketsinthe#i ncl ude line. Thusin the case of:

#include <../1ib/graphics. h>

150



you must have +l i bh(../1i b/ graphics.h).

Notethat thel i bh option isaccumulative whereasthel i bcl ass option overrides any
previous| i bcl ass option including the default.

When a#i ncl ude statement is encountered, the name that followsthe #i ncl ude is
defined to be the header - nane (even if the name is a compound name containing
directories). When an attempt is made to open the file, alist of directoriesis consulted,
which are all those specified by - i options and the | NCLUDE environment variable. The
directory that is used to successfully open thefile is defined to be the

header - di rect ory.

Theoptions+l i bdir (..) and-1i bdir(...) areappliedtotheheader - di rect ory and
theoptions +l i bh(...) and-1i bh(...) areappliedto theheader - nanme (as defined in
the previous paragraph). For example, given the following:

#i ncl ude "graphi cs\shapes. h"
Suppose that the following option had been given:
-i G\

and suppose further that afile" C: \ gr aphi cs\ shapes. h" exists. Then the

header - name would be" gr aphi cs\ shapes. h" andtheheader - di r ect or y would
be" C: \". Any one of the following options could be used to designate the fileas a
library file.

+l i bh( graphics\* )
+l i bh( *shapes. h )
+Hibdir( C* )
+Hibdir( C\ )

6.2 Library Modules

You may designate that amodule isalibrary module using the option:

+li bm( nmodul e- nane )

You would normally use just the’+’ form of the option. But you may use - | i bmto undo the
effects of a+I i bmoption with some arguments.

This option has the effect of designating the entire module and all of the header filesthat it
includes, as"library”. That is, messageswill beinhibited via-w i b or - el i b... options. Unused
globals defined within such a module will draw no complaints, etc.
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Asan example suppose you have an application al pha. ¢, and that this code requires the services

of amodule bet a. ¢ which is generated by a separate program. Typically the interface to

bet a. ¢ will be described by a header filebet a. h and atypical linting can be specified by:
lint +libh( beta.h ) alpha.c

But another possibility istoinclude bet a. ¢ inthelint. Thiswould have the advantage of
facilitating inter module value tracking. The typical command to do this would be:

lint +libm beta.c ) alpha.c beta.c

Note that by making bet a. ¢ "library" you are also making bet a. h "library" (assuming the
former includes the latter).

Note that the option | i bmtakes a pattern that may include wild-cards. Let us suppose that our
generator will generate not just bet a. ¢ but a sequence of three modules

betal.c beta2.c beta3.c
Then they can all be designated as library with the single option

+libm( beta*.c )

6.3 Library Object Modules

If you have source code for alibrary, an alternative procedure (alternative to producing alibrary
module asin the previous section), isto create alint object module directly (See Chapter 8. LINT
OBJECT MODULES). Assuming we have the same modulesgl. c, g2. c, ... g25. ¢ asinthe
preceding section, create thefileg. | nt containing:

-u

-library gl.c
-library g2.c

-library g25.c
-oo(glib.lob)

Then issue the command

lint g.Int

The resulting object module, gl i b. | ob, may be used in conjunction with other modules asiin:
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lint glib.lob programc

The advantage of this approach is that diagnostic information will be directed to the precise
location within the original library source. You may or may not also wish to produceagl i b. h
file.

See Chapter 8. LINT OBJECT MODULES.

6.4 Assembly Language M odules

In this section we deal with the case of assembly-language modules. For in-line assembly code
see Section 5.8.6 In-line assembly code.

If one or more modules of your application are written in assembly language or, equivalently, in
some language other than C or C++ (a.common phrase is "mixed language™), you must arrange so
that the missing code does not cause PC-lint/FlexeLint to give spurious messages. The most
common way of proceeding isto create a header file describing the assembly language portion of
your application. Thisheader file, say asm h, will have property (a) of library header filesin that
the objects declared therein will not be defined in files seen by PC-lint/FlexeLint. Hence we
make it alibrary header file with the option:

+l i bh(asm h)

The header file will usually NOT have property (b); i.e. it will usually not be used by other
programs. However, the usual weak definials such as macrosand t ypedef , will not (or should
not) appear in abundance in such afile. Theworst that would happen in any case, isthat some
component of asm h would escape use and you would not know about it. You can always
remove the option that indicates asm h isalibrary header and see what turns up.

Finally, the assembly language portion of your application may be the only portion of your
application which is referencing, initializing or accessing some variable or function. A spurious
"not referenced’ or "not accessed” message would be given. The easiest thing to do isto explicitly
suppress the message(s). For example, if the assembly language portion is the only portion
accessing variable al pha and you are getting message 552, then place option

-esym( 552, al pha) among your lint options. If you are using our suggested setup, as described
in Section 16.2 Recommended Setup, then st d. | nt will now have the contents:

c.lnt
options. | nt
+l i bh(asm h)

-esym( 552, al pha) //accessed in assenbly | anguage

You might be tempted to place these optionsin lint comments within asm h. Unfortunately, the
|'i bh option will be set too late to establish asm h asalibrary header in the first modul e that
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includes it (subsequent modules will be OK) and the - esymoption would be lost if converting to
object modules.

You might yet say that "My assembly language routines are sometimes opted out and sometimes
opted in, and thisis under control of aglobal preprocessor variable USEASM When opted out, C/
C++ equivalent routines are activated. How can | cope with this varying situation?"

This actually makes the situation easier. Just make sure that when you are linting, USEASMis
opted out. You might use:

#ifdef _lint
#undef USEASM
#endi f

or some equivalent sequence. Inthisway, lint will know the intent of the assembly code from the
equivalent C/C++ code. The previously suggested options of +I i bh and - esymare then not
necessary.

If these relatively simple solutions are not quite adequate then, for the ultimate in flexibility, do
thefollowing. Create aLibrary Module, asm | for example. We usethe'l ' extension to denote
that it is seen only by lint, not by the compiler. It can contain, for starters:

[*lint -library */
#i f USEASM

#i nclude "asm h"

ext ern doubl e al pha;
#endi f

Within such aLibrary Module, we can check for preprocessor variables such as USEASMand react

accordingly. Note that the declaration of al pha within aLibrary Module makesit alibrary
symbol, and warnings about it not being accessed or referenced are inhibited.

154



7. FAST HEADER PROCESSING

7.1 Pre-compiled Headers

7.1.1 Introduction to pre-compiled headers

Most readers of thisinformation will already be familiar with the notion of a pre-compiled header.
A single header is designated as one to be pre-compiled. When an include for this header is
encountered, a special lookup is done to seeif the header had been seen before. If it had not, then
the header and all of itsinclusions to whatever depth, are processed normally and the resulting
digested form is deposited into afile using a name derived in some fashion from the original.

If the name of the header isx. h, the binary information will be dumped into x. | ph. The 3-letter
extension stands for Lint Precompiled Header.

If the header had been seen before, as evidenced by the existence of the file with the derived
name, then in lieu of scanning thefile, the deposited information isread in to create a state
identical to the normal scanning process.

This scenario is pretty much replicated in this tool, at least for the first module. For subsequent
modulesthat reference the original header, even this binary information is not read in since it may
have been made obsolete while scanning the second module. Rather, most of the symbols that
would have been generated by the header need simply to be made active rather than inactive. This
is called bypassing and is actually a much faster process than reading in the pre-compilation.

The actual mechanics of bypassing will be discussed later in this chapter. 1t will be sufficient here

to note that a header that is designated as a pch header will automatically be designated as a
bypass header and thiswill be evident in the file verbosity (- vf ).

7.1.2 Designating the pre-compiled header
To designate that a header isto be pre-compiled use the option:

-pch( header-nane)
The header - name should be that name used between angle brackets or between quotes on the
#i ncl ude line. In particular, if thename onthe#i ncl ude lineisnot afull path name do not use
afull path name in the option.
Normally a pre-compiled header is the first header encountered in each of the modules that
includeit. Occasionally it isnot, because the - header () option forcefully (if silently) includesa

header just prior to the start of each module. Also, it just might be desirable to include a header
prior to the one declared to be the pre-compiled header. So earlier headers are permitted. But if a
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pre-compiled header does follow an include sequence, it must follow that same include sequence
in every module in which it isincluded. Otherwise adiagnostic will be issued.

7.1.3 Monitoring pre-compiled headers
The sequence of events that takes place when a pre-compiled header isincluded can be monitored
by using avariant of the verbosity option that contains or implies the letter 'f *. Given the option
sequence:

-pch(x.h) -vf
we would expect to see, at thefirst time x. h isincluded, the verbosity line:

Including file x.h (bypass)

Asindicated above, x. h becomes, of necessity, afile to be bypassed in subsequent modul es.
After fully processing x. h and all of itsincludes we will see the line:

Qutputting to file x.Iph
The extension "I ph" stands for "lint pre-compiled header”. The name of the file containing the
pre-compiled output is formed by appending this extension onto the root of the file named in the
pch option.
In subsequent modules you will see the verbosity line:

Bypassing x. h

in place of alinethat would normally show an include of this header.

If the program were to be linted subsequently with the same options, then instead of seeing a
verbosity line indicating that x. h were included and x. | ph were written we would see:

Absorbing file x.1ph

reflective of the fact that x. | ph contains binary information representative of the informationin
X. h.

7.1.4 The use of makefiles

The. | ph fileis not automatically regenerated when the original header (or any of its sub
headers) is modified. If it isimportant that it must be done automatically then you will need a
make facility or itsequivalent. Anentry in the nake file could be as simple as:

x.Iph: x.h ...
del x.Iph
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In words, an x. | ph iscomposed of x. h plus any of itsincluded header filesand is
"manufactured’ by adeletion of x. | ph. If this confuses the make facility then you might try
something like:

request.Iph: x.h ...
del x.1ph
touch request.| ph

Hereyou need to create afilecalled "r equest . | ph" whose content isthe minimal necessary for
make to consider it afile. Whenever any of a collection of headers is modified, x. | ph is deleted
and the date of ther equest . | ph isupdated.

7.2 Bypass Headers

If all went well with apre-compiled header, you needn’t pursue the intricacies of bypass headers.
If, for some reason, you decide that pre-compiled headers are not for you, either because they fail
to operate properly or because you can't create a ssmple header file to represent all your standard
includes or because your headers are always changing, your project may nonetheless be eligible

for dramatic speed improvement by use of bypass headers.

A Bypass Header is aheader that has been designated (by one of the three optionslisted below) to
be abypass header or isincluded by abypass header. The purpose of bypass headersisto increase
the speed of linting multiple module applications without compromising the quality of code
analysis. Normal headers are physically scanned every timethey areincluded (by the #i ncl ude
command). Bypass headers are physically scanned only in the first module in which they are
included. In subsequent modules when a#i ncl ude is seen for a bypass header, an attempt is
made to recreate the effect of that header including al subheaders.

Since header processing, especially for large application frameworks, can represent the bulk of
the time spent linting, the time savings can be quite substantial.

A header file can become a bypass header if:

(i) It falswithin one of the four broad categories of the option +bypcl ass, viz. al | , ansi ,
angl e andf or ei gn (described below), and is not excluded by either the - bypdi r or the
- byph option.

(i) OR, for finer control, it comes from a directory specified with +bypdi r and is not
specifically excluded with - by ph.

(i) OR, for the finest contral, it is specifically included by name via +byph.

(iv) OR,isincluded within a bypass header file.
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The alert reader will note that this method of identifying files as bypassis very nearly identical to
the way files areidentified as library with the important difference that the prefix 'l i b’ is
replaced by the prefix "byp’ throughout. Another important difference isthat by default some
headers (angl e and f or ei gn) are library whereas by default no headers are considered bypass.

You may determine whether header files are interpreted as bypass header files by using some
variation of the - vf verbosity option. For each included bypass header you will receive a
message similar to:

Including file c:\conpiler\stdio.h (bypass)

Thetag: '( bypass) ’ indicates a bypass header file. 1n subsequent modules, when the header is
bypassed you will receive the message:

Bypassing file c:\conpiler\stdio.h (bypass)

What follows is a more complete description of the three options used to specify if or when a
header file is a bypass header file.

+bypcl ass( identifier [, identifier]..) specifiesthesetor setsof header files that
are assumed to be bypass header files. Eachi denti fi er can be one of:

ansi The'standard’” ANSI/ISO C header files, viz.

assert.h limts.h stddef. h
ctype. h | ocale. h stdio.h
errno. h mat h. h stdlib.h
float.h setjnp. h string. h
fstream h signal . h strstreamh
i ostream h stdarg. h time. h

al | All header files are regarded as being bypass headers.
angl e All headers specified with angle brackets.

forei gn All header files found in directories viathe search .list (-i or | NCLUDE as
appropriate).

Thus, if the#i ncl ude contains a complete path name then the header fileis not
considered ’f or ei gn’. To endow such afile with the bypass header property use the
+byph option. For example, if you have

#i ncl ude "\incl ude\ graph. h"

and you want this header to be regarded as a bypass header use the option:

+byph(\i ncl ude\ gr aph. h)
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If asearch list (specified with - i option or | NCLUDE) is used to locate thisfile, it is
considered foreign; otherwise it is not.

By default, +bypcl ass() isineffect. Thatis, nofiles are presumed to be bypassed.

+bypdir( directory|[, directory]...) activates

-bypdir( directory [, directory]..) deactivate
thedi rect ory (or directories) specified. The notion of di r ect ory hereisidentical to
thatinthe-i option. If adirect ory isactivated, then al header files found within the
directory will be regarded as bypass header files (unless specifically inhibited by the
- byph option). It overridesthe +bypcl ass option for that particular directory. For
example:

+bypcl ass()
+bypdir( c:\conpiler )
+byph( stdafx.h )

requests that no header files be regarded as bypass files except those coming from
directory c: \ conpi | er and the header st daf x. h (see +byph below).

The principlesin operation here are similar to those that govern the options| i bcl ass,
l'i bdir andli bh. See Section 6.1, "Library Header Files' in the manual, for more
examples and afuller explanation.

+byph( file[, file]..) adds

-byph (filel, file]..) removes
files from the set that would otherwise be determined from the +bypcl ass and
+/ - bypdi r options. For example:

+bypcl ass( ansi, angle )
+byph( wi ndows. h, graphics.h )
+byph( o0s.h ) -byph( float.h )

requests that the header files described as ansi or angl e (except for f | oat . h) and the

individual header files: wi ndows. h, gr aphi cs. h and os. h (even if not specified with
angle brackets) will be taken to be bypass header files.

Wild card characters’*’ and’?’ are supported.

The operation of byph isvery similar to the operation of | i bh. See Section 6.1, "Library

Header Files", for an extensive set of examples and a more detailed explanation of the
determination of directory and name in the specification of these options.
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7.2.1 Congtraintson Bypass Headers

What this section will demonstrate is that there are several reasons why headers cannot arbitrarily
be made bypassable. Our conclusion will be that the simplest policy that always worksisto

(@ decidewnhich headersareto beincluded in all modules,

(b) placeincludes of these headers (directly or indirectly) in asingle header file, say
comon. h,

(c) placeat#i ncl ude of conmon. h at the beginning of every module.

(d) Usethe option:

+byph( comon. h)
as the only bypass option.
Certainly variations on this theme are possible but this scheme is agood starting point.

One of the constraints on Bypass Headers is that they declare or define the same entitiesin the
same way each time they are used. For example, consider the header a. h defined below:

a. h:

#i f def X
#define A X
#el se
#define A 13
#endi f

We have the potential for an inconsistent use of a. h but it's not clear that this alone would be a
problem because the’ X’ in question might be defined on the command line. If the command line
definition isthe only definition of X, a. h isperfectly consistent. But suppose we have modules
x. c andy. c asfollows:

X. C:

#define X 27
#i ncl ude "a. h"

#i ncl ude "a. h"

In this case, a. h should not be designated as bypass. If it were, then when x. ¢ were processed
we would conclude that a. h defined amacro A to be 27. If later, y. ¢ were encountered in the
same linting, the bypassing of a. h would smply result in a’reawakening’ of macro A with its
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original value (27). However, without bypassing, a separate scan of a. h would reveal that its
value should be 13.

If one follows the procedure prescribed in the opening of this section (the creation of a

common. h) then thissort of thing can’t happen, astheinclude of cormon. h isthefirst thing done
in each module. If a. h is marked as bypass then it would be apart of conmon. h and so every
instance of its use would be consistent, whether or not X was defined on the command line.

The above example contained an explicit #def i ne prior to a header and so represents afairly
obvious case of a potential header inconsistency. The following contains a more subtle example.
Supposeu. c andv. c areto be linted and contain the following text:

u. c:

#i ncl ude "c. h"
#i ncl ude "d. h"

#i ncl ude "d. h"

#i fndef CH
#define CH
/] defines many things.

#i fndef CH
#include "c. h"
#endi f
/] defines other things

When u. c isprocessed, c. h can define many things. It is protected from multiple inclusions by
itsown include guard, C_H. When u. ¢ includes" d. h", d. h defines only other things because it
uses the include guard of c. h to avoid the repeated include of c. h. Thisis called an external
include guard and is not the best of programming practices but is nevertheless done.

Whenv. c includes"d. h" and if d. h were abypass header, it would have previously been

recorded that d. h defined only ’other things' . The code withinv. ¢ will not have use of the many
defines available withinc. h.
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Fortunately, this Situation is diagnosed with Fatal Error 328 (Bypass header follows a different
header sequencein two different modules). This message isfatal and discontinues processing. Itis
an abrupt reminder that an inconsistent header sequence that includes bypass headers can contain
subtle problems that are not worth chasing down until a consistent header sequence is achieved.

Note, however, that if we employ a single common header (conmon. h) at the beginning of every

module (asis advocated at the beginning of this section) this problem as well as others will be
resolved.
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8. LINT OBJECT MODULES

Please Note. Lint Object Modules can be used to improve the speed of processing previousy
linted modules. However their use has been largely supplemented by Pre-compiled headers (7.1)
and /or Bypass Headers (7.2). These latter forms retain information required in inter function
value-tracking whereas the lob does not. This system of Lint Object Modulesis retained for
backward compatibility.

8.1 WhatisaLOB?

A Lint Object Mdul e isasummary (in binary form) of the external information withina C
or C++ module (or modules). PC-lint/FlexeLint can then use thisinformation to compare with
other modules for consistency. For example, if module al pha. ¢ consists of:

voi d bet a(x)
doubl e x;
{
ganma( 3) ;

}

then the associated lint object module for al pha. c (cal ital pha. | ob) will contain information
that bet a was defined with adoubl e argument returning voi d and ganma was called with an

i nt constant argument. The object file will retain the name of the original module, line number
information and the names of all included header files.

8.2 Why are LOB's used?

Lint Object Modules are used to speed up the processing of large multi-module programs.
Consider Figure LOB-1, which shows a program consisting of 9 modulesal. c through a9. c.
Rather than linting all the source modules together, the programmer has linted the modules
separately producing a Lint Object Module for each source module. A typical command might
be:

lint -u al.c -o0o0

which producesal. | ob. The- u (unit checkout) option should always be used when producing
aLint Object Module. All the usual messages will be produced, appropriate to unit checkout.
(You may need the option - zer o or - zer o( 500) to insure producing the object module in spite
of error messages.)
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After the Lint Object Modules are produced, they must then be linted together to make sure they
areal consistent with one another. Thisisaso shown inthefigure. This can be done with the
command:

lint *.1o0b

This producesthe inter-module messages. If asingle change is made to any source module, say to
al. c then only one object module needs to be regenerated. Thisisthen combined with all of the
other Lint Object Modules. The time required to process the collection of Lint Object Modulesis
typically short, on the order of processing just one source module and so the time savingsis
substantial. The observant reader will note that this process lends itself to incremental linting
through amake facility. Thisisdiscussed later.

| al.c | [ a2.c |- [ a9.c |
\J v

Clint | [Tint || [Tint ]
v

[al.l10b]| [a2.10b] -~ [a9.10b]|

LY v v
v

[ 1int |
Figure LOB-1
| b6.c || b7.c |-+ | b25.¢c
| Y Y v |
Y
[ Tint ]
| bl.c || b2.c |---| b5.c |[b.lob |
| |
v
[Tint ]
Figure LOB-2

Another way to use Lint Object Modulesis shown in Figure LOB-2. Here a project consists of
modulesbl. ¢ through b25. c. We assume our programmer is only responsible for modules

b1. c through b5. c with other members of ateam responsible for other modules. Accordingly a
summary of the external information of modules b6. ¢ through b25. c is captured in the Lint

164



Object Module b. | ob. Thisisthen used when linting b1. ¢ through b5. ¢ asisshownin the
figure. Thisdramatically improves the speed of linting. It isinstructive to compare this approach
with that of producing function prototypesfor al thefunctionsin b6. c throughb25. c¢. Function
prototypes can be produced with the - od option (output declarations). Function prototypes do not
contain information such as what line of what file contains information inconsistent with another
file. 1t does not indicate which variables have been initialized or accessed or which objects have
been referenced. Theinformationin. | ob filesis, therefore, more complete and indicative than
prototype information, as well as quite fast.

8.3 Producinga LOB
The option - oo[( fi | enane) ] will cause binary information for all modules on the command
line to be output to the named file. The"oo" stands for "output object”. If fi | enane isomitted,
asinthe option:

-00
then aname isformed from the first module name using an extension of ". | ob". (aname ending
in". 1 ob" isrecommended since PC-lint/FlexeLint uses this extension on input to determine that
thefileis an object module and not a source module). For example:

lint -u al pha.c -o0

will output binary external information about al pha. c into thefileal pha. | ob.

8.4 -lobbasetoreducelob sizes

If there are many similar lob files, considerable space savings can be had by establishing a
so-called lob base from which other files are derived. Consider the following example

cl. cpp:

#i ncl ude <gui . h>

c2.cpp:

#i ncl ude <gui . h>
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Let us assumethat gui . h expands to 30,000 lines of code (not untypical) and that c1. cpp and
c2. cpp are more modest.

The command

lint -u cl.cpp -00

produces alint object module (c 1. | ob) of, say, 400,000 bytes. We could produce a second lob
filec2.1 ob as

lint -u c2.c -o00

which would produce asecond lob file of roughly equal volume. To save on storage space we can
employ c1. | ob asabasefor thec2. | ob using

lint -u -1obbase(cl.lob) c2. cpp -o00

The output in this case is"diff'ed” (transparently) against the base. Theresultingc2. | ob is
considerably smaller (perhapsin the order of 10% of the original size). The only information
carriedinc2. | ob isthat which makesit different fromc1. | ob.

If the - | obbase option is given when alob output is not requested it isignored. Thisalows us,
for example, to place the option

- | obbase( st daf x. | ob)

within the library optionsfilel i b- nf c. | nt (Library options for Microsoft Foundation Classes)
whereit has no effect unlesslob's are produced. (For those unfamiliar with MFC, st daf x. cppis
ashort module whose only purpose is to include a range of header files).

What happens if the lob base is the same as the file we are creating?
For example

lint -u -lobbase(cl.lob) cl.cpp -00

This would seem nonsensical as written but if the - | obbase option were part of a Library
optionsfile (aswe have seen aboveinthecaseof | i b- nf c. | nt) thenit could easily occur. If the
first name of the lob base ('c 1" in this example) matches the first name of the lob that is produced,
then a difference fileis not emitted. Rather, the full and complete lob fileis produced.

A differencefilesuch asc2. | ob contains the name of the lob base and also a hash number
identifying the state of the base. If the base changes then presumably the hash number changes
and PC-lint/FlexeLint will refuse to process any lob file based on the prior hash. The user needs
to produce new lob filesfor each file dependent upon that base. See Section 8.5 Make Filesto see
how these dependencies can be automated.
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85 MakeFiles

Lint Object Modules are well adapted for use with a make facility. For example, a nake script,
which follows the Unix make conventions can be of the following form. (Note: if you are
following the Microsoft neke conventions place the directive starting with " pr oj ect . | ob" at
the end of the script).

.c. | ob:
lint -u make.lnt $* -o00

project.l ob: nodul el.l ob nodul e2.| ob nodul e3.1 ob
lint make.Int *.lob

modul el. |1 ob: nodul el.c
modul e2. 1 ob: nodul e2. c
modul e3. 1 ob: nodul e3.c

where meke. | nt contains

-os(tenp) +vm std. | nt

Here aprogram consists of three modules: nodul el. ¢, nodul e2. ¢ and nodul e3. c. If any of
these modulesis altered, the lint command on the 2nd line is executed. If no flaws are found, the
option - oo will cause object module nodul ei . | ob to be written.

The second request within the make file seemsto suggest that pr oj ect . | ob iscreated during
that step. proj ect . | ob isafictitious name, which forces this command to take place. We could
have produced apr oj ect . | ob with- oo( proj ect .| ob) but it wouldn't be particularly useful.

Thefilemake. | nt houseslint options used for linting within amakefile. The- os(fi | enane)
has the effect of redirecting the messages (much as>f i | enane). Unlike redirection, the option
can be placed within anindirect file as shown here. Thefilest d. | nt contains standard lint
options for this project in amanner that is discussed in Chapter 16. LIVING WITH LINT.

If you are using alob base you should make other lob files dependent on the lob basefile. The
following example shows the make script above modified such that modul el. | ob isthelob base
for module 2 and module 3.

.c. | ob:
lint -u make.lnt $* -o00
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project.l ob: nodul el.lob nodul e2.| ob nodul e3.1 ob
lint make.lnt *.l|ob

nodul el. |l ob: nodul el.c
nodul e2. 1 ob: nodul e2. ¢ nodul el. 1 ob
modul e3. 1 ob: nodul e3. ¢ nodul el. | ob

where meke. | nt contains

-os(tenp) +vmstd.Int -Iobbase(nodul el. | ob)

A Lint Object Module will normally not be produced if as much as one lint error message is
produced. If you want the make script to go on in spite of some messages, then you may use the
option: - zer o to force an exit code of zero. You probably don't want to use the - os() optionin
this case since your messages will be overwritten by the next command. Use +os(t enp)
(append to filet enp) on the command lineinstead. Alternatively, you may want to parameterize
the - zer o option. Anoption of - zero(n), asin-zero(700), will have the effect of not
counting messages whose message number is equal to or higher than the specified number n, 700
inthis example. Thisis much like acompiler producing warnings but going on to produce an
object module as well.

8.6 Library Modules

Library modules are used to describe libraries and are usually for K& R compilers. They contain
theoption/*lint -library*/ oritsequivalent. These can aso bein object form. For
compilersthat support prototypes, library modules are becoming obsol ete because a header file
(or files) describing the library is generally all that lint needs to determine whether function calls
are compatiblewith alibrary. For compilersthat do not support prototypes, it is necessary to have
an extra modul e that describes arguments to library functions. Call thissl . c¢. For large library
modules it makes sense to produce an object version of thismodule. The command

lint co.Int sl.c -o00
(whereco. | nt isacompiler optionsfile) will produce thefiles! . | ob. Declarations of objects
that are not referenced are not normally a part of aLint Object Module. But, in this case, where
the only input modules are library modules, an exception to thisruleis made. For example
supposes| . ¢ contains.

[*lint -library */

doubl e sin(double);
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Sincesi n is neither defined nor referenced within the module (it is only declared) it would not
normally be retained in an object module. But because thisisalibrary module and because there
are no non-library modules being presented to PC-lint/FlexeLint, all library declarations are
retained.

8.7 Optionsfor LOB's

To conserve on space, Lint Object Modules do not, by default, contain objects that have merely
been declared (but not referenced or defined). The option +f od (Object module receives all
Declarations) overrides this default behavior. Also, by default, library objects (unless referenced
or defined) are not normally included, again to save space. +f ol forcesal library symbolsto be
included in the module. This option is not normally needed because when making an object
module from only library modules, the flag is automatically thrown on. See Section 6.3 Library
Object Modules

8.8 Limitationsof LOB's

To conserve on space, macros, typedefs and templates are not placed within Lint Object Modules.
This affects some Informational messages (755 global macro not referenced, 767 macro was
defined differently in another module and others). For this reason you will occasionally want to
lint all your source files together even though your normal modus operandi isto use Lint Object
Modules.
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9. STRONG TYPES

Srong type checking is gold
Normal type checking is silver
But casting is brass

9.1 Quick Sart

If you want a quick action-packed introduction to strong types use the option:
-strong( AJX, t ypenane)

wheret ypenane isoneof your t ypedef typesand observe the messages produced. Thisoption
should be positioned bef or e the first sourcefile.

Then read on to find out what this means and how to control the messages.

Sad Note: If you are using abatch file to invoke PC-lint such as| i n. bat you will not get the
comma past the command interpreter. Instead use'! ' asin

-strong( AJX!'t ypenane)

9.2 What are Strong Types?

Have you ever gone through the trouble of making sure that your types are given appropriate
typedef names and then wondered whether it was worth the trouble? It didn't seem like the
compiler was checking these types for strict compliance.

Consider the following typical example:

typedef int Count;
typedef int Bool
Count n;

Bool st op;

n = stop ; // mstake but no warning

This programmer botch goes undetected by the compiler because the compiler is empowered by
the ANSI/ISO standards to check only underlying types, which, in this case, are both the same

(i nt).
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The - st r ong option and its supplementary option - i ndex exist to support full or partial

t ypedef - based type-checking. Werefer tothisasst r ong type-checking. In addition to
checking, these options have an effect on generated prototypes. See Section 9.9 Strong Types and
Prototypes

9.3 -strong

-strong( flags [, nane]..)

identifies each nane as a strong type with properties specified by f | ags. Presumably thereisa
later t ypedef defining any such nane to be atype. Thisoption has no effect ont ypedef 's
defined earlier. If nane isomitted, thenf | ags specifies propertiesfor all t ypedef typesthat are
not identified by some other - st r ong option. Please note, this option must come bef or e the

t ypedef.

Thefl ags can be:

A Issue a warning upon some kind of Assignment to the strong type. (includes assignment
operator, return value, argument passing, initialization). A may be followed by one or
more of the following letters, which soften the meaning of A.

ignore Initialization.

ignore Return statements.

ignore argument Passing.

ignore the Assignment operator.

ignore assignment of Constants. (constants include integral constants, quoted
strings and expressions of the form: &x where x is a static or automatic variable.)
ignore assignment of Zero. A zeroisdefined as any zero constant that has not
been cast to a strong type. For example, OL and (i nt) 0 are considered zero but
( HANDLE) 0 where HANDLE isastrong typeisnot. Also, (HANDLE*) 0O isnot
considered zero.

oo <

N

Asanexample, - st rong( Ai, BI TS) will issue awarning whenever a vaue whose type
isnot Bl TS isassigned to a variable whose type is Bl TS except when initialized.

X Check for strong typing when avalue is eXtracted. This causes awarning to beissued
when a strongly typed value is assigned to avariable of some other type (in one of the four
ways described above). But note, the softeners(i, r, p, a, c, z)cannotbeused
with X.

J Check for strong typing when avalueis Joined (i.e., combined) with another type across a
binary operator. This can be softened with one or more of the following lower-case letters
immediately following the J:

e ignore Equality operators (== and ! =) and the conditional operator (?: ).
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=

ignore the four Relational operators (> >= < <=).

ignore the three multiplication operators (* / %)

The strong type will be considered a dimension for the purpose of dimensional

analysis (See Section 9.4.4 Dimensional Analysis). Thisisthe normal default

n The strong type will be considered dimensionally neutral. See Section 9.4.2
Dimensionally Neutral (Jn).

a The strong type will be considered anti-dimensional (See Section 9.4.3 Anti-
Dimensional (Ja). Thiswould bethedefault if option - f dd were given turning off
the Dimension by Default flag.

) ignore the Other binary operators, which are the two additive operators (+ - ) and
the three bit-wise operators (| &").
ignore combining with Constants.

z ignore when combining with aZero value. Seethe'A’ flag above for what

congtitutes a zero.

Q3

The meaning of Jo has changed in the transition from Version 8 to Version 9. In Version
8 Jo controlled the three multiplication operators together with the other operators that it
now controls. In Version 9 the multiplication operators, asindicated above, are by default
under the control of Jm To obtain the old behavior use the option - f j m

Thetypeis Boolean. Normally only one nane would be provided and normally this
would be used in conjunction with other flags. (If through the fortunes of using a third
party library, multiple Boolean's are thrust upon you, make sure these are related through a
type hierarchy. See Section 9.6 Type Hierarchies) The letter 'B' has two effects:

1. Every Boolean operator will be assumed, for the purpose of strong type-checking, to
return atype compatible with thistype. The Boolean operators are those that indicate true
or false and include the four Relational and two Equality operators mentioned above,
Unary ! , and Binary & and | | .

2. Every context expecting a Boolean, such asani f clause, whi | e clause, second
expression of af or statement, operands of Unary ! and Binary | | and &&, will expect to
see this strong type or awarning will be issued.

Thisislike flag B except that it has only effect number 1 above. It does not have effect 2.
Boolean contexts do not require the type.

Flag Bisquiterestrictiveinsisting asit does that all Boolean contexts require the indicated
Boolean type. By contrast, flag b is quite permissive. It insists on nothing by itself and
servesto identify certain operators as returning atype strongly compatible with the strong
type. Seeadsothe'l ' flag below.

isthe Library flag. This designates that the objects of the type may be assigned values
from or combined with library functions (or objects) or may be passed as arguments to
library functions. The usual scenarioisthat alibrary function is prototyped without strong
types and the user is passing in strongly typed arguments. Presumably the user has no
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control over the declarations within alibrary. Also, thisflag is necessary to get built-in
predicates such asi supper to be accepted with flag B. See the example below. See also
Section 6.1 Library Header Files for adefinition of library.

f goes with B or b and means that bit fields of length one should not be Boolean (otherwise
they are). See Bit field example below.

These flags may appear in any order except that softenersfor A and J must immediately follow
the letter. Thereisat most one'B' or 'b'. If thereisan'f ' there should alsobea'B' or 'b'. In
general, lower-case | etters reduce or soften the strictness of the type checking whereas upper-case
lettersadd to it. The only exceptions are possibly 'b' and 'f ' whereit is not clear whether they add
or subtract strictness.

If no flags are provided, the type becomes a'strong type' but engenders no specific checking other
than for declarations.

Examples of -strong
For example, the option
-strong(A)

indicates that, by default, all t ypedef types are checked on Assignment (A) to see that the value
assigned hasthe samet ypedef type.

The options:
-strong(A) -strong(Ac, Count)

specify that al t ypedef typeswill be checked on Assignment and constants will be allowed to
be assigned to variables of type Count .

As another example,
-strong(A) -strong(, Count)

removes strong checking for Count but leaves Assignment checking on for everything else. The
order of the options may beinverted. Thus

-strong(, Count) -strong(A)
is the same as above.

Consider:
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[1lint -strong(Ab, Bool)
t ypedef int Bool

Bool gt (a,b)
int a, b;
{
if(a) return a >b; // XK
el se return O; /1 Varni ng
}

ThisidentifiesBool asastrong type. If theflag b were not provided in the - st r ong option, the
result of the comparison operator inthefirst r et ur n statement would not have been regarded as
matching up with the type of the function. The second r et ur n resultsin a Warning because 0 is
not aBool type. Anoptionof - strong( Ach, Bool ), i.e. adding the ¢ flag, would suppressthis
warning.
We do not recommend the option 'c' with a Boolean type. It is better to define

#defi ne Fal se (bool) O
and

return Fal se;
Had we used an upper-case B rather than lower-case b asin:

-strong( AB, Bool )

then thiswould have resulted in aWarning that thei f clausei f (a) ... isnot Boolean (variablea
isi nt). Presumably we should write:

if( al!=0)
As another example:
[*lint -strong( AIXI, STRING ) */

typedef char *STRI NG
STRI NG s;

s = mal |l oc(20);
strcpy( s, "abc" );
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Sincenal | oc and st r cpy arelibrary routines, we would ordinarily obtain strong type violations
when assigning the value returned by mal | oc to astrongly typed variable s or when passing the
strongly typed s into st r cpy. However, thel flag suppresses these strong type clashes.

Strong types can be used with bit fields. Bit fields of length one are assumed to be, for the
purpose of strong type checking, the prevailing Boolean typeif any. If thereisno prevailing
Boolean type or if the length is other than one, then, for the purpose of strong type checking, the
typeisthe bulk type from which thefields are carved. Thus:

[llint -strong( AJXb, Bool )
[l1lint -strong( AJX, BitField)

t ypedef int Bool
typedef unsigned BitField;

struct foo

{
unsi gned a: 1, b:2;
BitField c:1, d:2, e:3;
}ox;
void f()
{
x.a = (Bool) 1; [ OK
X.b = (Bool) O0; /1l strong type violation
X.a 0; /1l strong type violation
X. b 2; [ OK
X.C X.a [ K
X. e 1; /1l strong type violation
X.e = x.d; /] OK
}

In the above, members a and ¢ are strongly typed Bool , membersd and e aretyped Bi t Fi el d
and member b isnot strongly typed.

To suppress the Boolean assumption for one-bit bit fields usethe flag 'f " in the - st r ong option
for the Boolean. In the example above, thiswould be - st r ong( AJXbf , Bool ) .

9.4 Multiplication and Division of Strong Types

Unlike other binary operatorsthat expect their operandsto agreein strong type, multiplication and
division often can and should handle different typesin what is commonly referred to as
dimensional analysis. But not al strong types are the samein thisregard. The strong type system
recognizes three different kinds of treatment with regard to multiplication and division.
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9.4.1 Dimension (Jd)

A di mensi on isastrong type such that when two expressions are multiplied or divided
(including the modulus operator %) and each type is a dimension, then the resulting type will also
be a dimension whose name will be acompound string representing the product or quotient of the
operands (reduced to lowest terms).

For example:

/[llint -strong( AJdX, Sec )
t ypedef doubl e Sec;

Sec X, VY;
X = X *y; /1 warning: '(Sec*Sec)’ is assigned to ' Sec’
y = 3.6 / Xx; /1 warning: '1/Sec’ is assigned to ' Sec’

Flags' AJdX’' contain the Join phrase’ Jd’ designating that Sec isadimension. Strictly
speaking the’ d’ isnot necessary because the normal default is to make any strong type
dimensional. However, thereisaflag option - f dd (turn off the Dimension by Default flag)
which will reverse this default behavior and so it is probably wiseto placethe’ d’ in explicitly.

Dimensional types are treated in greater detail |ater.

9.4.2 Dimensionally Neutral (Jn)

A dinmensional |y neutral typeisastrong type such that when multiplied or divided by a
dimension will act as a non-strong type.

For example:

/[11int -strong( AJdX, Sec )
typedef doubl e Sec;

/[11int -strong( AJnX, Cycles )
typedef doubl e Cycl es;

Cycl es n;

Sec t;

t = n* t; /1l OK, Cycles are neutra

t =t / n; [ still OK

n=mn/t; /1 warning: '1/Sec’ assigned to ' Cycles’

The n softener of the J flag asin the AJnX sequence above designates that type Cycl es is
dimensionally neutral and will drop away when combined multiplicably with the dimension
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Cycl es asshownin the first two assignments. However, Cycl es actsasastrong type in every
other regard. An illustration of thisisthe last line in this example which produces a warning that
thetype’ 1/ Sec’ isbeing assignedto Cycl es.

Thus, Cycl es isplaying therolethat it traditionally playsin Physics and Engineering. It contains
no physical units and when multiplied or divided by a dimension does not change the
dimensionality of the result.

9.4.3 Anti-Dimensional (Ja)

Ananti - di mensi onal typeisastrong type that when multiplied or divided is expected to be
combined with the same type, or one that is compatible through the usual strong type hierarchies.
It functionsin this regard much like addition and subtraction.

For example:

/11int -strong( AJaX, Integer )
typedef int Integer;

I nteger Kk;

int n;

k = k * k; [ XK

k = n * k; /1 warning: Integer joined with non-Integer

The sequence Ja inthe aboveindicatesthat | nt eger isanti-dimensional. Thisform of behavior
isidentical to that of PC-lint /FlexeLint Version 8 and earlier. To obtain anti-dimensionality by
default you may use the option:

-fdd [/ turn off the Di nension by Default flag

If you have many strong typesin your application from some version prior to Version 9, you will
probably want to use this option to obtain the previous interpretation by default. Then, one by
one, you can change individual typesto Dimension (Jd or Dimensionally Neutral (Jn) astime
and inclination dictate.

9.4.4 Dimensional Analysis

The strong type mechanism can support the traditional dimensional analysis exploited by
physicists, chemists and engineers. When strong types are added, subtracted, compared or
assigned, the strong types need merely match up with each other. However, multiplication and
division can join arbitrary dimensional types and the result is often anew type. Consider forming
the velocity from a distance and atime:
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/[/1int -strong( AcJcX, Met, Sec, Velocity = Met/ Sec )
typedef double Met, Sec, Velocity;
Vel ocity speed( Met d, Sec t )

{

Vel ocity v;

v =d/ t; /Il ok

v =117 t; /1 warni ng
v = (3.5/t) * d; /Il ok

v = (1/(t*t)) * d * t; /Il ok
return v; /Il ok

}

In this example, the 4th argument to the - st r ong option:
Vel ocity = Met/ Sec

relates strong type Vel oci t y to strong types Met and Sec. This particular suboption actually
createstwo strong types: Vel oci t y and Met / Sec and relatesthe two types by making Met / Sec
the parent type of Vel oci t y. Thisrelationship can be seen in the output obtained from the option
- vh (or the compact form - vh-). Asan example theresults of the - vh option for the above
example are: (Non-graphic characters were used in the output using the option - f hg)

- Met
- Sec
- Met/ Sec
|+ - Velocity
- 1/ Sec
- (Sec*Sec)
- 1/ (Sec*Sec)

- Met/(Sec*Sec)

The divison of Met by Sec (within the option) can be produced in many equivaent ways. E.g.

Velocity = (1/Sec) * Met
Velocity = ((1/Sec) * (Met))
Velocity = (Met/(Sec*Sec)) * Sec

areall equivalent. All of these dimensional expressions are reduced to the canonical form nvet /
Sec which wasthe form given in the original option. Note that parentheses can be used freely
and in some cases must be used to obtain the correct results. E.g.
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Accel eration
Accel eration

= Met/ Sec* Sec /1 wong

= Met/ (Sec*Sec) /1 correct

We follow C syntactic rules where the operators bind | eft to right and the examplelabeled * wrong’
results, after cancellation, injust Met .

Briefly and for the record the canonical form produced is:
(F1*F2*...*Fn)/ (GLl*@@*...*Gm

whereeach Fi and each G are simple single-identifier sorted strong types and wheren >=0and
m>= 0 but if n islessthan 2 the upper parentheses are dropped out and if mislessthat 2 the lower
parentheses are dropped and if n is 0 the numerator isreduced to 1 and if mis O the entire
denominator including the/ is dropped.

Returning to our original example (the function speed), when the statement:
v = d/t;

is encountered and an attempt is made to evaluate d/ t the dimensional nature of the types of the
two arguments is noted and the names of these types is combined by the division operator to
produce” Met / Sec” . This uses essentially the same algorithms and canonicalization as the
compound type analysiswith a- st r ong option. The resulting typeisassigned to Vel oci ty
without complaint because of the previously described parental relationship that exists between
these two strong types.

In the next statement
v = (3.5/t) * d;

the division resultsin the creation of a new strong type (1/ Sec) which when multiplied by Met
will become Met / Sec. The created type will have properties AJcd X and the underlying type will
be the type that a compiler would compute.

9.4.5 Conversions

A simple example in the use of Dimensional strong typesis providing a fail-safe method of
converting from one system of unitsto another. Such conversions can quite often be
accomplished by a single numeric factor. Such conversion factors should have dimensions
attached to prevent mistakes. E.g.

[/l  Centineters to/fromlnches

/[11int -strong( AJdX, In, Cn CrPerln = Cmln )
typedef double In, Cm OCnPerln;

CnPerln cpi = (CnPerln) 2.54; /1l conversion factor
void demo( Inin, Cmcm)
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S -
|

= cm/ cpi; /] convert cmto in

cm=in* cpi; /] convert in to cm

In this example we are defining a conversion factor, cpi , that will allow usto convert inchesto
centimeters (by multiplication) and convert centimetersto inches (viadivision). Without strong
types, conversion factors can be misused. Do | multiply or divide? Using strong types you can be
assured of getting it right.

Obvioudy not all conversions fall into the category of being described by a conversion factor.
Conversions between Celsius and Fahrenheit, for example, require an expression and this
typically means defining apair of functions as in the following:

/[/1int -strong( AJdX, Fahr, Celsius )
t ypedef doubl e Fahr, Cel sius;
Cel sius toCel sius( Fahr t )
{ return (t-(Fahr)32.) * (Celsius)5. / (Fahr)9.; }
Fahr toFahr( Celsius t )
{ return (Fahr)32. +t * (Fahr)9. / (Celsius)5.; }

Thefunction call overhead is probably not significant, but if it is, you may declare the functionsto
beinlinein C++. Some C systems support inline functions, but in any case, you can use macros.

9.4.6 Integers

Although the examples of dimensional analysis offered above refer to floating point quantities,
the same principles apply to integer arithmetic. E.g.

#i ncl ude <stdi o. h>
#include <limts. h>

/[/1int -strong( AcJdX, Bytes, Bits )

/[11int -strong( AcJdX, BitsPerByte = Bits / Bytes )
typedef size t Bytes, Bits, BitsPerByte;
BitsPerByte bits _per_byte = CHAR BIT;

Bytes size int = sizeof (int);

Bits length_ int = size int * bits_per_byte;

In thisexample Bi t s isthe length of an object in bitsand Byt es isthe length of an object in

bytes. bi ts_per byt e becomesaconversion factor to trandate from one unit to the other. The
example shows the use of that conversion factor to compute the number of bitsin an integer.
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Let’s say that you wanted to strengthen the integrity and robustness of a program by making sure
that all shiftswere by quantities that weretyped Bi t s. For example you could define afunction
shi ft _I ef t withthe intention that this function have a monopoly on shifting unsi gned types
totheleft. Thiscould take the form:

inline unsigned shift_left( unsigned u, Bits b )

{

return u << b;

}

A simplegrep for " <<" can be used to ensure that no other shift leftsexist in your program. Note
that the example deals only with unsi gned but if there were other types that you wanted to shift
left, such asunsi gned | ong, you can use the C++ overload facility.

Using C you may also employ theshi ft _| ef t function. However you may not havei nl i ne
available and you may be concerned about speed. To obtain the required speed you can employ a
macro asin:

#define Shift Left(u,b) ((u) << (b))

But you will note that there is now no checking to ensure that the number of bits shifted are of the
proper type. One approach isto use conditional compilation:

#i fdef _lint

#define Shift Left(u,b) shift _left(u,b)
#el se

#define Shift_Left(u,b) ((u) << (b))
#endi f

Thiswill work adequately in C. If the quantity being shifted is anything other than plain
unsi gned, you will need to duplicate this pattern for each type.

A probably better approach is to define a macro that can check the type, such as the macro
Conpat i bl e defined below:

#ifdef _lint
#def i ne Conpatible(e,type) (*(type*)__Conpatible = (e),(e))
static char __ Conpati bl e[ 100];
/[1lint -esynm(528, Conpatible) don't conplain if not referenced
/[1lint -esynm(551, Conpatible) don't conplain if not accessed
[1lint -esym(843, Conpatible) could be const?

#el se
#define Conpatible(e, type) (e)

#endi f

You could then define the original Shi ft _Left macro as:

#define Shift _Left(u,b) ((u) << Conpatible(b,Bits))
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Conpat i bl e(e, t ype) worksasfollows. Under normal circumstances (i.e. when compiling) it
isequivalent to the expression e. When linting it is also equivalent to e except that thereisaside
effect of assigning to some obscure array that has been artfully configured into resembling a data
object of typet ype. A complaint will beissued if the expression e would draw acomplaint when
assigned to an object of typet ype.

In thisway you can be assured that the shift amount is always assignment compatible with Bi t s.
Note that there isno longer aneed for thetwin Shi ft _Lef t definitions. And Conpati bl e can
be used in many other places to assure that objects are typed according to program requirements.

For simplicity, we have focused on shifting left. Obvioudly, similar comments can be made for
shifting right.

9.4.7 Migrating to Dimensions

Users of strong types may experience "Version Shock" when encountering Version 9 from some
prior version. Thisis probably aresult of strong types being multiplied or divided. In earlier
versions dimensional analysis was not supported and all strong types were implemented in a
fashion that we now call anti-dimensional. In Version 9 these types are taken as dimensiona by
default. The best temporary approach isto use the option:

-fdd /1 not strong Dinension by Default

Thiswill restore the default to the prior state; i.e. all strong types not explicitly indicated will be
considered anti-dimensional.

But ultimately you will want to eliminate this crutch. This requires separating out two distinct
uses of strong typing. One use wants nothing more than to ensure that computations are
performed using a consistent underlying type. For thisusageit is perfectly OK to multiply the
two identical strong types together and obtain as aresult the same strong type. For example,
consider atype | nt 32 that represents integral quantities of length 32 bits. I1n such a case you
should denote the type as antidimensional using the coding’ Ja’' asin the following example:

/[11int -strong( AJaX, Int32 )

Int32 Xx;

Int32 vy;

X = X *y; /1 no conplaints
But other uses are probably dimensiona or dimensionally neutral. Consider the af orementioned
Byt es type that represents the length of an object in bytes. You may find complaints about code
which in fragment form resembles:

Count count; /1 a nunber of itens
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Bytes szl; /1 length of a single item
Bytes sz; /1] length of all the itens

sz = (Bytes) count * szl; [/ reluctant cast

The assignment in the statement ' reluctant cast’ now draws complaintsthat a( Byt es* Byt es) is
being assigned to aByt es. The cast is denoted 'reluctant’ because it was originally used only to
fulfill the earlier requirement that both sides of the multiplication operator needed the same strong

type.

So the natural solution isto designate Byt es to be adimension with the Count type
dimensionally neutral. Thiswould require options similar to the following:

/[11int -strong( AJdX, Bytes ) Bytes is dinensional
/11int -strong( AJnX, Count ) Count is dinensionally neutral

9.5 -index

Description
-index( flags, ixtype, sitype [, sitype]..)

This option is supplementary to and can be used in conjunction with the-st r ong option. It
specifiesthat i xt ype isthe exclusive index type to be used with arrays of (or pointersto) the
Strongly Indexed type si t ype (or si t ype'sif morethan oneis provided). Boththei xtype
and thesi t ype are assumed to be names of types subsequently defined by at ypedef
declaration. f | ags can be

c alow Constants aswell asi xt ype, to be used as indices.

d allow array Dimensions to be specified without using ani xt ype.

Examples of -index

For example:

[11int -strong( AzJcX, Count, Tenperature )
/[/1int -index( d, Count, Tenperature )
/1 Only Count can index a Tenperature

typedef float Tenperature;

typedef int Count;

Tenperature t[100]; /1 OK because of d flag
Tenperature *pt = t; /'l pointers are al so checked
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Il ... within a function

Count i;

t[0] = t[1]; /] Warnings, no c flag
for( i =0; i < 100; i++)

t[i] = 0.0; [l OK, i is a Count
pt[1l] = 2.0; [l Warni ng

i = pt - t; /1 OK, pt-t is a Count

In the above, Tenper at ure issaidtobest rongl y i ndexed and Count issaidtobea
strong i ndex.

If the d flag were not provided, then the array dimension should be cast to the proper type as for
example:

Tenperature t[ (Count) 100 ];

However, thisisalittle cumbersome. It is better to define the array dimension in terms of a
manifest constant, asin:

#define MAX. T (Count) 100
Tenperature t[ MAX_T];

This has the advantage that the same MAX_T can beused inthef or statement to govern the range
of thef or.

Note that pointers to the Strongly Indexed type (such aspt above) are also checked when used in
array notation. Indeed, whenever avalueis added to a pointer that is pointing to a strongly
indexed type, the value added is checked to make sure that it has the proper strong index.

Moreover, when strongly indexed pointers are subtracted, the resulting type is considered to be
the common Strong Index. Thus, in the example,

i = pt - t;
no warning resulted.
It iscommon to have parallel arrays (arrays with identical dimensions but different types)
processed with similar indices. The- i ndex option is set up to conveniently support this. For
example, if Pressur e and Vol t age weretypesof arrayssimilar tothearray t of Tenper at ure

one might write:

/[/1int -index( , Count, Tenperature, Pressure, Voltage )
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Tenperature t[ MAX T];
Pressure p[ MAX T];
Vol t age v[ MAX_T];

Multidimensional Arrays

The indices into multidimensiona arrays can also be checked. Just make sure the intermediate
typeisan explicitt ypedef type. AnexampleisRow inthe code below:

[* Types to define and access a 25x80 Screen.
a Screen is 25 Row s
a Rowis 80 Att _Char's */

/*lint -index( d, Row Ix, Row)
-index( d, Col Ix, Att_Char ) */

typedef unsigned short Att_ Char;

typedef Att_ Char Row 80];

typedef Row Screen[ 25];

typedef int Row I X; /* Row | ndex */
typedef int Col IXx; /* Columm | ndex */

#define BLANK (Att_Char) (0x700 + ' ')
Screen scr;
Row | x row,

Col Ix col;

void main()

{

int i = 0O;

scr[ row ][ col ] = BLANK; [* OK */

scr[ i ][ col ] = BLANK; [* VWarni ng */
scr[col][row] = BLANK; /* Two Warni ngs */
}

In the above, we have defined a Scr een to be an array of Row's. Using an intermediate type does
not change the configuration of the array in memory. Other than for type-checking, it isthe
same as if we had written:

typedef Att_ Char Screen[ 25][80];

185



9.6 TypeHierarchies

9.6.1 TheNeed for a Type Hierarchy

Consider aFl ags type, which supports the setting and testing of individual bits within aword.
An application might need several different such types. For example, one might write:

t ypedef unsigned Fl agsi,;
typedef unsigned Fl agsz;
t ypedef unsigned Fl ags3;

#define A FLAG (Flagsl) 1
#define B FLAG (Flags2) 1
#define C FLAG (Flags3) 1

Then, with strong typing, an A_FLAG can be used with only aFl ags1 type, aB_FLAG can be
used with only aFl ags?2 type, and aC_FLAG can be used with only aFl ags3 type. This, of
course, isjust an example. Normally there would be many more constants of each Fl ags type.

What frequently happens, however, is that some generic routines exist to deal with Fl ags in
general. For example, you may have a stack facility that will contain routines to push and pop
Fl ags. You might have aroutineto print Fl ags (given some table that is provided as an
argument to give string descriptions of individual bits).

Although you could cast the FI ags types to and from another more generic type, the practiceis
not to be recommended, except as alast resort. Not only isacast unsightly, it is hazardous since
it suspends type-checking completely.

9.6.2 The Natural Type Hierarchy

The solution isto use atype hierarchy. Define a generic type called Fl ags and define all the
other FI ags intermsof it:

typedef unsigned Fl ags;
typedef Flags Flagsi;
typedef Flags Flags2;
typedef Flags Fl ags3;

In this case FI ags1 can be combined freely with Fl ags, but not with Fl ags2 or with Fl ags3.

Hierarchy depends on the state of the f hs (Hierarchy of Strong types) flag, which is normally
ON. If you turn it off with the
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-fhs
option the natural hierarchy is not formed.

We say that Fl ags isapar ent typeto each of Fl ags1, Fl ags2 and Fl ags3, which areits

chi I dren. Being aparent to achild type is similar to being a base type to a derived typein an
object-oriented system with one difference. A parent is normally interchangeable with each of its
children; a parent can be assigned to a child and a child can be assigned to a parent. But abase
type cannot normally be assigned to aderived type. But even this property can be obtained viathe
-f at her option (See Section 9.6.4 Restricting Down Assignments (-father)).

A generic Fl ags type can be useful for all sorts of things, such as a generic zero value, asthe
following example shows:

[11int -strong(AJX)
typedef unsigned Fl ags;
typedef Flags Flagsi;
typedef Flags Flags2;
#defi ne FZERO (Fl ags) O
#define F_ONE (Flags) 1

void m)

{

Fl agsl f1 = FZERG, [ K

Fl ags2 f2;

f2 = f1; /1 V\arn

if(fl & f2) /1 Warn because of J flag
f2 =12 | F_ONE [ K

f2 = F_ONE | f2; /1 OK Flag2 = Fl ag2

f2 = F_ONE | f1, /1 Warn Flag2 = Flagl

}

Note that the type of abinary operator isthe type of the most restrictive type of the type hierarchy
(i.e., the child rather than the parent). Thus, inthelast example above, when aFl ags OR'swith a
Fl ags1 theresultisaFl ags1, which clasheswith theFl ags2.

Type hierarchies can be an arbitrary number of levels deep.
Thereis evidence that type hierarchies are being built by programmers even in the absence of

strong type-checking. For example, the header for Microsoft's Windows SDK, wi ndows. h,
contains:
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typedef unsigned int V\ORD;

t ypedef WORD ATOM

t ypedef WORD HANDLE;

t ypedef HANDLE HWND;

t ypedef HANDLE GLOBALHANDLE;
t ypedef HANDLE LOCALHANDLE;
t ypedef HANDLE HSTR;

t ypedef HANDLE HI CON,

t ypedef HANDLE HDC;

t ypedef HANDLE HVENU,

t ypedef HANDLE HPEN;

t ypedef HANDLE HFONT,;

t ypedef HANDLE HBRUSH,;

t ypedef HANDLE HBI TVAP;

t ypedef HANDLE HCURSOR,;

t ypedef HANDLE HRGN;

t ypedef HANDLE HPALETTE;

9.6.3 Addingtothe Natural Hierarchy
The strong type hierarchy tree that is naturally constructed viat ypedef declaration has a
limitation. All thetypesin asingle tree must be the same underlying type. The- par ent option
can be used to supplement (or completely replace) the strong type hierarchy established via
t ypedef declarations.
An option of the form:

-parent( Parent, Child [, Child]..)
where Par ent and Chi | d are type names defined viat ypedef will create alink in the strong
type hierarchy between the Par ent and each of the Chi | d types. The Par ent isconsidered to
be equivalent to each Chi | d for the purpose of Strong type matching. The types need not be the
same underlying type and normal checking between the typesis unchanged.
A link that would form aloop in the treeis not permitted.

For example, given the options:

- parent (Fl agsl, Snal I')
-strong( AJX)

and the following code:
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t ypedef unsigned Fl ags;

t ypedef Fl ags Fl agsli;

t ypedef Fl ags Fl ags2z;

t ypedef unsigned char Small;

then the following type hierarchy is established:

Fl ags
/ \
Fl ags1 Fl ags2
|

Smal |

If an object of type Snal | isassigned to avariable of type Fl ags1 or Fl ags, no strong type
violation will be reported. Conversely, if an object of type Fl ags or Fl ags1 isassigned to type
Smal |, no strong type violation will be reported but a loss of precision message will still be
issued (unless otherwise inhibited) because normal type checking is not suspended.

If the - f hs option is set (turning off the hierarchy of strong typesflag) at ypedef will not add a
hierarchical links. The only links that will be formed will beviathe - par ent option.

9.6.4 Redtricting Down Assignments (-father)
The option

-father( Parent, Child [, Child]..)

issimilar to the - par ent option and has al the effects of the - par ent option and has the
additional property of making each of the linksfrom Chi | d to Par ent one-way. That is,
assignment from Par ent to Chi | d triggersawarning. You may think of - f at her asastrict
verson of - par ent .

The rationale for this option is shown in the following example.

typedef int Flndex;
typedef Flndex | ndex;

Herel ndex isaspecial Index into anarray. FI ndex isaFlagor anl ndex. If negative, Fl ndex
istaken to be a special flag and otherwise can take on any of the values of | ndex. By defining

I ndex interms of FI ndex we areimplying that FI ndex isthe parent of | ndex. The reader not
accustomed to OOP may think that we have the derivation backwards, that the simpler t ypedef ,
I ndex, should be the parent. But | ndex isthe more specific type; every | ndex isan Fl ndex
but not conversely. Whereas it is expected that we can assign from | ndex to FI ndex it could be
dangerous to do the inverse.
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Since we don't want down assignments we give the option

-father( Flndex, |ndex )

in addition to the strong options, say

-strong( AcJcX, FlIndex, Index )

Then
Fl ndex n = -1;
Index | = 3;
i = n; /* VWarning */
n=i; [* OK */

The safe way to convert aFl ndex to | ndex isviaafunction cal asin

Index F_ to I( Flndex fi )
{ return (Index)(fi >= 0 ? fi : 0); }

Then, although we need to use a cast in this function we need not use a cast in the rest of the
program.

The net result of al thisisthat although flags and indices occupy the same storage location, we
will never use aflag where an index is needed.

9.6.5 Printingthe Hierarchy Tree

To obtain avisual picture of the hierarchy tree, use the letter ' h' in connection with the - v
option. For example, using the option +vhmfor the example in Section 9.6.3 Adding to the
Natural Hierarchy you will capture the following hierarchy tree.
—Flags
Flagsl

Small

Flagys2
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To get amore compressed tree (vertically) you may follow the' h' witha' -' . Thisresultsina
tree where every other lineisremoved. For example, if you had used the option +vh- mthe same
tree would appear as:

—Flags
Flag=s1l
L —sma11
Flags2

The characters used to draw the hierarchy may be the PC graphics characters (as shown) or may
be regular ASCII characters. On the PC the former isthe default. To obtain ASCII, turn off the
Hierarchy Graphics Flag with the - f hg option.

9.7 Hintson Strong Typing

1 Beware of excessive casting. If, in order to pull off a system of strong typing you need to
cast just about every access, you are missing the point. The casts will inhibit even
ordinary checking, which has considerable value. Remember, strong type-checking is
gold, normal type-checking is silver, and casting is brass.

2. Rather than cast, use type hierarchies. For example:

[*lint -strong(AXJ, Tight) -strong(, Loose) */
typedef int Tight;
typedef Ti ght Loose;

Ti ght hasamaximal amount of Strong Typechecking; Loose hasnone. SinceLoose is
defined intermsof Ti ght the two types are interchangeable from the standpoint of
Strong Type checking. Presumably you work with Ti ght i nt 'smost of thetime. When
absolutely necessary to achieve some effect, Loose is used.

3. A timewhen it isreally good to cast is to endow some otherwise neutral constant with a
special type. FZEROIN Section 9.6.2" The Natural Type Hierarchy".

4, For large, mature projects enter strong typing slowly working on one family of strong
typesat atime. A family of strong typesis one hierarchy structure.

5. Don't bother with making pointers to functions strong types. For example:
typedef int (*Func_Ptr)(void);

If you make Func_Pt r strong, you're not likely to get much more checking that if you
didn't make it strong. The problem is that you would then have to cast any existing
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function name when assigning to such a pointer. This represents a net |oss of
type-checking (remember: gold, silver, brass).

Rather than making a pointer a strong type, make the base type a strong type. For
example:

typedef char TEXT;
typedef TEXT *STRI NG

TEXT buffer[100];
STRI NG s;

It may seem wise to strong type both STRI NGand TEXT. Thiswould be a mistake since
whenever you assign buf f er to s, for example, you would haveto cast. But note that
-strong(Ac, STRI NG would alow the assignment. It isusually better to strong type
just TEXT. Thenwhen buf f er isassigned to s the indirect object TEXT is strongly
checked and no cast is needed.

This holds for structures as well asfor scalars. For example, in MS Windows
programming there are a number of t ypedef 'ed types that are pointers. Examples
include: LPRECT, LPLOGFONT, LPMBG LPSTR, LPWNDCLASS, etc. |f you make these
-strong(A) youwill have problems passing to Windows functions, the addresses of a
Window'sst ruct . At most make them - st r ong( AcX) .

Careisneeded in declaring strong self-referential st r uct's. The usual method, i.e.,

typedef struct list { struct list * next ; ... }
LI ST;

isincompatible with making LI ST a strong type because its member next will not be a
pointer to astrong type. It is better to use:

typedef struct list LIST;
struct list { LIST * next; ...};

Thisis explicitly sanctioned in ANSI/ISO C (see 3.5.2.3 of [2]) and will make next
compatible with other pointersto LI ST.

Once atype is made strong it should not then be made unstrong or weak. For example

[11int -strong(AJX)
typedef int INT;

[11int -strong(,|NT)

/1 INT is still strong
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9.8 Reference I nformation

Strong Expressions
An expression is strongly typed if

1) itisastrongly typed variable, function, array, or member of uni on or st ruct or a
dereferenced pointer to a strong type.

2) itisacast to some strong type.

3) itisoneof thet ype- propagat i ng unary operators, (viz. + - ++ -- ~), appliedto a
strongly typed expression.

4) itisformed by one of thebal ance and propagat e binary operators applied to two
strongly typed expressions (having the same strong type). The balance and propagate
operators consist of the five binary arithmetics (+ - * / 9, the three bit-wise operators (&
| ~), and the conditional operator (? :).

5) it isformed by a multiplication operator where at least one of the argumentsisa
dimension.

6) it is a shift operator whose |eft sideis a strong type.

7) it is acomma operator whose right side is a strong type.

8) it is an assignment operator whose |eft side is a strong type.

9) itisaBool ean oper at or and some type has been designated as Boolean (with ab or B
flag inthe - st r ong option). The Boolean operators consist of the four relationals (> >=
< <=), thetwo equality operators (== ! =), thetwo logical operators(| | &&), and unary !

General Information

When the option

-strong( fl ags [, nange]...)

isprocessed, nane and f | ags are entered into a so-called Strong Table created for this purpose.
If thereisno nane, then avariable, Default Flags, isset tothe f | ags provided. When a
subsequent t ypedef isencountered within the code, the Strong Table is consulted first. If the

t ypedef nameisnot found, the Default Flags are used. These flags become the identifying flags
for strong typing purposes for the type.
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The option
-index( flags, i xtype, sitype[, ..])

istreated similarly. Each si t ype isentered into the Strong Table (if not already there) and its
index flags OR’ d with other strong flagsin the table. A pointer is established from si t ype to
i xt ype, whichisanother entry in the Strong Table.

For these reasons it does not, in general, matter in what order the - st r ong options are placed
other than that they be placed before the associated t ypedef . There should be at most one option
that specifies Default Flags.

9.9 Srong Typesand Prototypes

If you are producing prototypes with some variation of the - od option (Output Declarations), and
if you want to seethet ypedef typesrather than the raw types, just make sure that the relevant

t ypedef typesarestrong. You can make them all strong with asingle option: - st r ong() .
Since you have not specified 'A’, '3 or "X’ you will not receive messages owing to strong type
mismatches for Assigning, Joining or eXtraction. However, you may get them for declarations.
You can set

-etd(strong)

to inhibit any such messages or better, correct the inconsistencies.
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10. VALUE TRACKING

10.1 Initialization Tracking

An historic forerunner of Value Tracking is tracking the initialization (or lack thereof) of auto
variables.

This section has to do with messages 644, 645 ("may not have been initialized"), 771, 772
("conceivably not initialized"), 530 ("not initialized"), and 1401 - 1403 ("member ... not
initialized"). These messagesrefer to aut o variables and data members while in constructors.

For example, given the code

if( a) b = 6;
else ¢ = b;
a = c;

assume that neither b nor c were previously initialized. PC-lint/FlexeLint reports that b is not
initialized (when its value is assigned to c¢) and that ¢ may not have been initialized (when its
valueisassigned to a).

In earlier versions (and in conventional lint's) asingle unintelligent sweep is taken, which would
regard b and c as having been initialized before use.

whi | e loopsand f or loops are not quite the same asi f statements. Consider, for example, the
following code:

while ( n-- )

{
b = 6;

}

c = b;
assuming that b had not been initialized earlier, we report that b is"conceivably not initialized"
when assigned to ¢ and give alighter Informational message. The reason for distinguishing this
case from the earlier oneisthat it could be that the programmer knows the body of the loop is
aways taken at least once. By contrast, in the earlier caseinvolving i f statements, the
programmer would be hard-pressed to say that thei f condition is always taken, for that would
imply, at the least, some redundant code, which could be eliminated.

Theswi t chismorelikeani f thanawhi | e. For example,

switch (k)
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{

case 1: b 2; break;
case 2. b = 3;

/* Fall Through */
case 3: a = 4; break;
default: error();

Although b has been assigned avalue in two different places, there are paths that might resultin b
not being initialized. Thus, when b isassigned to ¢ a possibly-uninitialized message is obtai ned.
To fix things up you could assign adefault value to b beforetheswi t ch. Thisquietslint but then
you lose the initialization detection in the event of subsequent modifications. A better approach
may be to fix up the case'sfor which b has not been assigned avalue. We will show this below.

If the invocation of er r or () isone of those instances which "can't occur but I'll report it
anyway," then you should let PC-lint/FlexeLint know that this section of codeis not reachable. If
error () doesnot return, it should be marked as not returning by using the option

-function(exit,error)

Thistransfers the special property of theexi t functionto er ror. Alternatively, you may mark
the return point as unreachable as shown in the following fixed up example:

switch (k)

{
case 1: b = 2: break;
case 2.

case 3: b =3; a =4; break;
default: error();
[*l'int -unreachable */

}
c = b;
Don't make the mistake of placing the - unr eachabl e directive beforethecall toerror () as
this property is not transmitted acrossthe call. If thereisabr eak after the call, make sure the
directiveisplaced bef or e thebr eak. Code after abr eak, isnever considered reachable, so the
directive placed after the br eak would have no effect.

Another way to get the "not initialized" message is to pass a pointer variableto f r ee (or to some
function likef r ee -- See Section 11.1 Function Mimicry (-function)). For example:

if( n) free( p);

p->val ue = 3;
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will result in p being considered as possibly not initialized at the point of access.

Forward got o's are supported in the sense that the initialization state of the got o is merged with
that of thelabel. Thus, if b isnot yet initialized, the code:

if ( a) goto |abel;
b = 0;
| abel : ¢ = b;

will receive a possibly-uninitialized message when b is assigned to c. However, backward
got o's, since they do not reduce the initialization state, are ignored.

When the checking for possibly uninitialized variablesisfirst applied to alarge mature project,
therewill be asmall number of false hits. Experience indicates that they usually involve code that
is not especially well structured or may involve some variation of the following construct:

i f( x ) initiaizey
if( x ) usey

For these cases smply add an initializer to the declaration for y or use the option
-esyn(644,y).

Data members are considered to be initially uninitialized in constructors. For example:

class X
{
/1 Warni ngs 1401 and 1402
X() { if(n) n=3;}
int n;
int m
1

resultsin the message 1402 that n isnot initialized when it is accessed and message 1401 that m
has not been initialized by the constructor. Calling amember function (that is not const )
changes things:

class X

{

/1 the call to f() inhibits initialization warnings
x() { fO); ifCn) n=3;}

void f();

int n;

int m
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b

If X: : f () wasconst orif somenon member function were called instead, no assumptions about
initialization would be made:

class X

{
/1 \Warni ngs 1401 and 1402 are issued

X() { 9(); if(n) n=23 }
void g() const;

int n;

int m

3

10.2 Value Tracking

Value Tracking wasintroduced with Version 7.0 of PC-lint/FlexeLint. By value tracking we mean
that some information is retained about automatic variables (and about data members of thet hi s
class for amember function and, by Version 9.0, static variables) across statementsin a fashion
smilar to what is retained about the state of initialization. (See Section 10.1 Initialization
Tracking) Consider a simple example:

int a[10];
int f()
{

int k;

k = 10;
return a[ k]; /1 Varni ng 415
}

Thiswill result in the diagnostic message Warning 415 (access of out-of-bounds pointer by
operator '[ ) because the value assigned to k is retained by PC-lint/FlexeLint and used to decide
on the worthiness of the subscript.
If we were to change things dightly to:

int a[10];

int f( int n)

{
int k;
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if ( n) k = 10;
el se k = 0;
return a[ k]; /1 Warni ng 661

}

we would obtain Warning 661 (Possible access of out-of-bounds pointer). The word 'possible’ is
used because not all of the paths leading to the reference a[ k] would have assigned 10 to k.

Information is gleaned not only from assignment statements and initializations but aso from
conditionals. For example:

int a[10];

int f( int k, int n)

{

if ( k > 10 ) a[0] = n;

return a[k]; /1 VWarning 661 -- k could be 10
}

also produces Warning 661 based on the fact that k wast est ed for being greater than or equal
to 10 before its use as a subscript. Otherwise, the presumption isthat k is OK, i.e. the
programmer knew what he or she was doing. Thus the following:

int a[10];

int f( int k, int n)
{ return a[k+n]; } /1 no war ni ng

produces no diagnostic.
Just asit is possible for a variable to be conceivably uninitialized (See Section 10.1 Initialization
Tracking) it ispossible for avariable to conceivably have abad value. For example, if theloop in

the example below is taken O times, k could conceivably be out-of-range. The message givenis
Informational 796 (Conceivable access of out-of-bounds pointer).

int a[10];

int f(int n, int k)

{
int m= 2;
if( k >= 10 ) mt+; // Hm -- So k could be 10, eh?
while( n--)
{ mt+; k = 0; }
return a[k]j; /1 Info 796 - - k could still be 10
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}
In addition to reporting on the access of out-of-bounds subscripts (messages 415, 661, 796),
value tracking allows usto give similar messages for the division by 0 (54, 414, 795),
inappropriate uses of the NULL pointer (413, 613, 794), the creation of illegal pointers (416,
662, 797) and the detection of redundant Boolean tests (774), as the following examples show.
Value tracking allows us to diagnose the possible use of the NULL pointer. For example:

int *f( int *p)

{

if (p) printf( "\n" ); /1 So -- p could be NULL
printf( "%", *p ); /1 \Mrni ng

return p + 2; /1 V\ar ni ng

}

will receive adiagnostic for the possible use of aNULL pointer in both theindirect reference (* p)
and inthe addition of 2 (p+2). Clearly both of these statements should have been within the scope
of thei f.

To create truly bullet-proof software you may turn on the Pointer-parameter-may-be-NULL flag
(+f pn). Thiswill assume the possibility that all pointer parameters to any function may be
NULL.
Bounds checking is done only on the high side. That is:

int a[10]; ... a[l1l0] = O;
isdiagnosed but a[ - 1] isnot.
There are two sets of messages associated with out-of-bounds checking. Thefirst is the creation
of an out-of-bounds pointer and the second is the access of an out-of-bounds pointer. By "access'

we mean retrieving a value through the pointer. In ANSI/ISO C ([1] 3.3.6) you are allowed to
create a pointer that points to one beyond the end of an array. For example:

int a[10];
f( a+ 10 ); [ K
f( a+ 11 ); /'l error

But in neither case can you access such a pointer. For example:

int a[10], *p, *q;

p =a + 10; /] OK
*p = 0; /'l VWarni ng (access error)
p[-1] = O; /1 No Warning
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q=p + 1, [/ VWarning (creation error)
q[0] = 0; /'l VWarni ng (access error)

Asindicated earlier, we do not check on subscripts being effectively negative. We check only on
the high side of an array.

Though not as critical as pointer checking, tracking values alows usto report that a Boolean
condition will always be true (or false). Thus

if (n>0)n

= 0;
elseif ( n<=0)

n=-1; /]l Info 774

results in the Informational message (774) that the second test can beignored. Such redundant
tests are usually benign but they can be a symptom of faulty logic and deserve careful scrutiny.

10.2.1 Theassert remedy

It is possible to obtain spurious messages (false hits) that can be remedied by the judicious use of
assert . For example

char buf[4];
char *p;

strcpy( buf, "a" );

p = buf + strlen( buf ); // p is 'possibly' (buf+3)

p++; /1 p is 'possibly' (buf+4)

*p = 'a'; /1 Warni ng 661 - possible out-of-bounds reference

PC-lint/FlexeLint is not awarein al cases what the true values of variables are. In the above case,
awarning isissued where thereis no real danger. You can inhibit this message directly by using

*p = 'a'; //1int 'e661
Alternatively, you can use your compiler'sasser t facility asin the following:
#i ncl ude <assert. h>

char buf[4];
char *p;

strcpy( buf, "a" );

p = buf + strlen( buf );

assert( p < buf + 3 ); /1 pis 'possibly' (buf+2)
p++; /1 pis 'possibly' (buf+3)
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*p = 'a'; /1 no problem

Please notethat assert will become ano-op if NDEBUG s defined so make sure thisis not
defined for linting purposes.

In order for theassert () facility to have this effect with your compiler'sassert . h it may be

necessary to include an option within your compiler optionsfile. For example, suppose that the
assert facility isimplemented via a macro defined by your compiler as

#define assert(p) ((p) ? (void)0 : _ A(..)

Presumably __A() issues a message and doesn't return. It would then be necessary to give the
option

-function( exit, _A)

which transfers the no-return property of exi t to the__ A function (See Section 11.1 Function
Mimicry (-function)).

Alternatively, your compiler may implement asser t asafunction. For example:

#define assert(k) _Assert(Kk,..)
To let PC-lint/FlexeLint know that _Assert istheassert functionyou may copy the semantics
of the__assert () function (defined in Section 11.1 Function Mimicry (-function)) using the
option

-function( _ _assert, _Assert )
or

-function( _ _assert(1l), _Assert(1l) )

The latter form can be employed for arguments other than the first.

For many compilers, the necessary options have already been placed in the appropriate compiler
optionsfile.

In the event that there is no obvious solution that you can employ with your compiler's
assert . h, you can dwaysplaceanassert . h inyour PC-lint/FlexeLint directory (where
presumably file searching is directed with a- i option and which takes precedence over your
compiler's header files).
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10.2.2 Interfunction Value Tracking

With interfunction value tracking PC-lint/FlexeLint will keep track of values that are passed to
functions. When the definition of a called function is encountered, such values are then used to
initialize the values of parameters. This can be used to determine return values, to record
additional function calls and, of course, to detect errors. To take avery blatant example consider
the following module:

t1l. cpp:

1 int f(int);

2 int g()

3 { return f(0); }

4 int f( int n)

5 { return 10/ n; }

Inthisexample, f () iscalled with an argument of 0. Thisturnsthe innocent looking 10/ n into a
lethal divide by O.

Withthecommand|in -u t1.cpp we getthefollowing output:
--- Mbdul e: t1l.cpp

During Specific Wl k:
File tl.cpp line 3: f(0)
tl.cpp 5 Warning 414: Possible division by 0 [ Reference:
File t1.cpp: line 3]

The first thing you noticeis the phrase "During Specific Walk". (The notion of Specific Walk is
defined more formally in the next section). Thisisthen followed by the location of afunction
call, the name of the function ('f ' in this case) and a description of the arguments (‘0" in this case).
Thisisthen followed by a conventional error message. Missing from the messageisa
reproduction of thelinein error and a handy cursor to identify where on the line the error
occurred. Thisis because the source code at the time the walk occurs has already been passed
over. Thisisnot usualy agrave inconvenience as editors and interactive development
environments will locate the source line from information embedded in the error message.

Had the placement of the two functions been reversed asis shown in the module
t2. cpp:
int f( int n)
{ return 10/ n; }

1
2
3 int g()
4 { return f(0); }
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then there would, by default, be no warning about the possible division by 0. Thisis because by
thetimeweseethef (0) online 4, the definition of f () isgone. Itisfor thisreason that the
multi-pass option was introduced. If weissue

lin -u -passes(2) t2.cpp

then the output we obtain is as shown below:

--- Mbdul e: t2.cpp

/1]l Start of Pass 2 ///

--- Modul e: t2.cpp

During Specific Wl k:

File t2.cpp line 4: f(0)
t2.cpp 2 Warning 414: Possible division by 0 [ Reference:
File t2.cpp: line 4]

The - passes(2) option requests two passes through the set of modules. Note that on some
operating systems - passes( 2) can't be used on the command line. For such systems, either
- passes=2 or - passes|[ 2] should work. The output reveals, through a verbosity message, the
start of pass 2 indicating that no messages were produced in the first pass. The message that we

do get is otherwise identical to the earlier case.

We can, in some cases, deduce the return value or at least some properties of areturn valuefor a
specific function call. For example, given the module:

t3. cpp:

1 int f( int n)

2 { return n - 1; }

3 int g( int n)

4 { return n/ f(1); }
and the command

lin -u -passes(2) t3.cpp

we obtain the following output:

--- Mbdul e: t3.cpp

[/l Start of Pass 2 ///
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--- Modul e: t3.cpp

{ return n/ f(l);_}
t3.cpp 4 Warning 414: Possible division by 0 [Reference:
File t3.cpp: lines 2, 4]

In pass 1 welearnthat f () iscalled with an argument of 1. In pass 2, when we process function
f (), we deduce that this argument will result in areturn value of 0. Later in pass2, wheng() is
processed, we report the division by 0. Note that the message is not preceded by the phrase
"During Specific Walk". Thisisbecause the error was detected during normal general processing
of thefunction g() without using a specific argument value for g( ) 's parameter.

Specific calls can generate additional calls and this process can repeat itself indefinitely if we
have enough passes. Consider the following example:

t4. cpp:
1 int f(int);
2 int g( int n)
3 { return f(2); }
4 int f( int n)
5 { returnn/ f(n - 1); }

Here adenominator of f (n- 1) inline5is not viewed with suspicion until we realize that the call
tof (2) resultsinacal tof (1), whichresultsinacall tof (0) , which forcesthe return value to
be 0. Giventhe command line

lin -u -passes(3) t4.cpp
we get as output:
--- Mbdul e: t4.cpp

{ return f(2); }
td.cpp 3 Info 715: Synbol 'n' (line 2) not referenced

[/l Start of Pass 2 ///
--- Mbdul e: t4.cpp
[/l Start of Pass 3 ///

--- Mbdul e: t4.cpp
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During Specific Wl k:
File t4.cpp line 3: f(2)
File t4.cpp line 5 f(1)
td.cpp 5 Warning 414: Possible division by 0 [Reference:
File t4.cpp: lines 3, 5]

Hereit took a 3rd passto determine apossibledivision by 0. To see why 3 passes were necessary
seeoption: -specific_wimt(n).

Notice that the sequence of specific calls, f (2),f (1), isgiven as a prologue to the message
itself.

10.2.2.1 Specific Calls- Specific Walks

When afunction call is encountered, information about the arguments in the call is determined.
The information includes the size of arrays, the value of integers, the nullness of pointers, etc.
ThisisreferredtoasaSpeci fi c Function Call orSpecific Call forshort. Eachunique
such call issaved in alist associated with the called function. You can monitor the accumulation
of such calls using the verbosity option - vc. (You would normally combine thiswith at least
module verbosity so you might actually write - vem)

When adefinition for afunction is encountered, it isfirst processed in what is called Gener al
Processi ng. General Processing (sometimes referred to asthe Gener al  \al k) will do syntax
checking and will do alimited amount of value tracking. It will not assume the argumentsto have
any specific values owing to any prior function calls. General Processing will produce an internal
tree.

After General Processing, there will be aseriesof Speci fi ¢ Function Call Wal ks
(Speci fic wal k for short) onefor each Specific Call that is currently in thelist for that
function.

At the beginning of each Specific Walk, the function's parameters are initialized with the values
implied by the Specific Call. You can get a verbosity message at each such Specific Walk using
-vw. Thewalk includes asimilar kind of value tracking that takes place in General Processing.
But since the tree that is being walked has already been produced, there is no macro processing,
no template expansion and no syntax analysis during a Specific Walk. Thereisalso an automatic
inhibition of certain messages over the course of the walk. Thisis because some messages are
inappropriate at thistime. For example, consider the test:

if( a==0) ..
If a were a parameter, then during a Specific Walk we may be given that itsvalue was O but it

would be inappropriate to comment (Message 774) that the condition would al ways be true
sinceit'sonly true of this specific call.

206



At each return statement within the Specific Walk, information is tucked away in areturn value
associated with this Specific Call. When this Specific Call is again seen during Genera
Processing or a Specific Walk of this or another function, the return value can be used as the
resulting value.

10.2.2.2 Error inhibition

To suppress messages on a per-statement basis in specific walks be sure to use the curly brace
form. For example:

int f( int k)
{
[*lint -e{414} inhibit divide by 0 nessage */
return 100/ k;
}

will cause Message 414 to be inhibited when processing the return statement not only during the
General Walk but in al Specific Walks aswell. See aso Section 5.2. Error Inhibition Options.
Note that the one line error suppression (! e...) is not effective in Specific Walks.

10.2.2.3 Specific Call Portrayal

A Specific Call is portrayed during verbosity messages and as a prologue to messages given
during a Specific Walk. For example, in the output of processingt 4. cpp we see:

Duri ng Specific Wl k:
File td4.cpp line 3: f(2)
Thef (2) isaSpecific Call portrayal.

The portrayal consists of afunction name followed by a parenthesized list of arguments. The
arguments are portrayed as follows:

First, any argument portrayed must be associated with an explicit parameter. Arguments
associated with ellipsis (...) areignored. For example, given:

void f( int, ..);
f(10, 10);
thenthecall tof () isportrayed asf (10).

In the case (only legal in C) where a prototype is not explicitly given, an effective prototype for
this purpose will be created.
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I nteger Portrayal
Integer parameters whose values are known are represented in their conventional decimal

representation, including asign. If the value is not known but there is a possibility that it might
have aparticular value, then the valueisfollowed by a'?'. For example:

void g(int n)
{
if ((n==4) h();
f(n);
thenthecal tof () isportrayed asf (47?).

There are times when the only thing known about an argument is that it does not equal 0. For
example:

void g( int n)
{
if(n) f(n);
thenthecall tof () isportrayed asf (! =0).
Alternative values can aso be portrayed. For example:
void g( int b)
{
int n = 0;
if ( b) n =4
f( n);
thenthecall tof () will be portrayed as

f( 42 | 0?)

Poi nter and Array Portrayal

Anarray is portrayed as

[n]
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wheren isitsdimension. Then isintermsof elements not bytes. When arrays are passed as
arguments, they are, of course, converted to pointers and so it follows that pointers are
represented as arrays of length equal to the number of elements being pointed to. Thus:

void g()
{
int a[10];
int p = atl;

f( p);

thenthecal tof () isportrayed asf ([ 9] ) . Considerations regarding doubtful values (the '?"
suffix), non-zero values (! =0) and ambiguous values (using ' | * notation) apply to pointers and
arrays aswell asto integers.

Finally, when nothing at all is known about an argument the notation ? is used.

10.2.2.4 Specific Walk Options Summary

The following set of options relate to the control of interfunction value tracking.

-fsp isaflagthat can turn off both the accumulation of Specific Calls and the taking of
Specific Walks.

-format _speci fi ¢ The prologue to a Specific Walk error message is controlled by this
option. Its default valueis:

-"format _specific=\nDuring Specific Wal k:\ n% File % line %: %\n%"

There are two new escapes:

% . ..9% =designatesarepetition, onefor each invocation in the chain of callsleading to
the Specific Walk.

% = designatesacall Invocation. Thisdiffersfromthe% used in other format stringsin

that an argument list is appended.

-passes(k [, Optionsl [, Options2] ] ) Thisoption allows multiple passes over the set of
modules provided asinput. For example:

- passes(2)
requests two passes (the default is 1). The second and third parameters (Opt i ons1 and

Opt i ons2) can be used to provide optionsthat are used only for the 2nd and subsequent
passes. These are described more fully below.
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The primary purpose of the multiple pass option is to support interfunction value tracking
to adepth greater than what can be supported in asingle pass. Other uses of the multi-pass
option may present themselvesin the future.

At the start of each passthereis an attempt to reset, insofar asis reasonably practical, all
the optionsto their original setting. Then all options are serially reprocessed for each pass
inthe same order asin thefirst pass. Thisincludes reexamining the environment variables
LINT and INCLUDE for option implications. It also includes fully processing any
indirection file (*. | nt file) since these may contain options or file names.

Most options internally represent parameters which are simply reset at the beginning of
each pass. For example, error suppression and flags are reset to their original values and
the options are ssimply reprocessed in every particular.

For some options it seemed inappropriate to reset to aground condition and so these
options are ignored in 2nd and subsequent passes, while the information they represent is
left intact. Theseinclude those involved with strong typing: - f at her, - i ndex,

- par ent,and - st r ong; those involved with function semantics: - f uncti on,-printf,
-scanf,-sem-wprintf,and-wscanf ; and afew others which are inappropriate to a
multi-pass setting and include: - | obbase, +macr os, and the size options (- s....).
However, any option explicitly placed in the 2nd or 3rd arguments to the - passes option
(or embedded in afile placed there) will not be ignored.

Another issue in designing a multi-pass operation is that of error inhibition. Presumably,
most warnings seen on the first pass should not be displayed on the second (and
subsequent) passes because it just adds to clutter. For this reason, during pass 2 (and
subsequent passes), just before the first module is processed, that is, after the user has
established his (or her) error suppression strategy, PC-lint/FlexeLint inhibits most
messages. It inhibitsall but a select group as described below in - speci fi c.

If thisis not the desired behavior, the user can alter, replace or cancel this error

suppression to reflect his own intentions. He does this through Opt i ons1 and

Opt i ons2, the second and third options to the - passes option. Opt i ons1 is processed

just before the error suppression described above (only during pass 2 and subsequent

passes) and Opt i ons2 isprocessed just after. Opt i ons1 isnormally null. For example:
- passes(4,, +e551)

requests 4 passes and will accept theinhibition but will enable message 551, which would
normally be disabled in the 2nd and subsequent passes.

The whole purpose of Opt i ons1 isto alow theuser toissuea- save asin:

-passes( 3, -save, -restore -dPASS2 )
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requests 3 passes and will issue a- save option just before the error suppression and a
-restore just after. The effect isto cancel out our error suppression. It also definesa
symbol that presumably will be defined only in passes 2 and |ater.

You may also specify afile as an argument.
- passes(2,, pass2.1nt)
causes theindirection file pass2. | nt to be processed only for pass 2 and beyond.

Even though you may have a complex multi-pass strategy established in some indirection
file you may still change just the number of passes on the command line. For example,
supposeyou placeinst d. | nt the option:

-passes(1, -save, -restore pass2.lnt)

If you then place the option - passes( 3) (or equivalently - passes=3) on the command
line after st d. | nt, you will change the number of passesto 3 but you will not change
Optionslor Opti ons2 soyour multi-pass strategy will stay intact. Thiswill permit you
to experiment with more or fewer passes.

-specific(Optionsl [, Options2])
allows the user to specify options just before the start of each Specific Walk (Opt i ons1)
and just after finishing each walk (Opt i ons2). For example:

-specific( -e413 )

will inhibit Warning 413 during each Specific Walk. The warning will automatically be
restored after each walk isover. The sequence of eventsis asfollows.

1) The error suppression state is saved.

2) All but a select group of messages are suppressed.
3) Options1 isprocessed.

4) The Specific Walk is made.

5) Opti ons2 isprocessed.

6) The error suppression state is restored to its original .

Therefore Opt i ons2 isnormally null. It could be used to restore aflag asin:
-specific( -e413 ++fl b, --flb)

Note that multiple options can be given asasingle argument. Alsoa. | nt file could be
provided as argument.

At thiswriting the select group of messages not suppressed in step 2, consists of messages
413,414,415,416,418,419,420,422,426, 428,429,432,433, 454,455,
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520, 521,522,591, 613,661, 662,668,669,670,671,676,,794,795, 796,
797,802,803, 804,807, 817,826, 830,831, and 948 and all Internal and Fatal
errors. Effectively, for each number not in the select group an option of - e#, where # is
the message number, isissued.

-specific_climt(n) gspecifiesaCalllimit. Thetotal number of Specific Callsrecorded for
any one functionislimited to n. Because of recursion, the total number of Specific Calls
made on any one function can be huge. Thisoption prevents any one function from
hogging resources. By default, the value is O, implying no limit.

-specific_retry(n) indicates whether Specific Calls walked in one pass, are rewaked on
subsequent passes. The parameter n can be either 0, meaning no, or 1 meaning yes. The
default is 1.

You might want to set thisvalueto O if you fedl that rewalking a Specific Call will not
yield much additional information.

It may seem wasteful to rewalk the same Specific Call on each pass but each call can turn
up new information and can alter the return value associated with that call.

For example, consider the following two-function module:

int fact(int n)
{
if( n==0) return 1;
el se return n * fact(n-1);

}

int a()

{
return 100 / (6 - fact(3));

}

The first function, f act ( n) , computesn factorial (n!) recursively. Sincef act ( 3) is
indeed equal to 6, function a() hasadivide-by-zero error. To find that error, a Specific
Call tof act (3) resultsin a Specific Walk in pass 2 that turns up a Specific Call to

fact (2). The Specific Walk of f act (2) turnsup aSpecificCall tof act (1) . Butno
return valuesfor f act (3),fact (2),orfact (1) areyetavailable. Itisnot until several
passes later that a Specific Walk of f act ( 3) learnsthat thereturn valueof f act (2) is2
at which time it can compute the return value of f act ( 3) . On that pass the
divide-by-zero error is detected. If functions were not rewalked with the same specific
arguments, this condition could not have been detected.

It is useful to track the accumulation of Specific Calls and the taking of Specific Walks
using the verbosity options - vcw.. (See- vc and - vw below.)
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-specific_wimt(n) specifiesaWalk limit. Atthe end of the General Walk any Specific
Call that had not earlier been walked (in some prior pass) will result in a Specific Walk.
These Specific Walks can themselves generate additional Specific Calls. If thecalsare
recursive calls and if al these calls are walked, the situation can result in a combinational
explosion. For this reason the total number of Specific Walksis limited to the number of
Specific Callson hand at the completion of the General Walk plusthisvaluen. By default
nisl. Thisallowsfor the walking of one additional recursive call. For example,
consider:

void f( int n) { f( n+1); }

If aSpecific Call of f (1) had been earlier detected then thiswill result in a Specific Walk
of f (1), which will generate the Specific Call f ( 2) , which will result in a Specific walk
of f (2), which will generate the Specific Call of f ( 3) , which won't be walked, this pass,
becausethe limitis 1. It will be walked in the next pass.

If you make the limit negative, thiswill be taken asno limit and you will get the maximum
recursiveimpact. Caut i on: thiscould cause a nonterminating loop.

-vc  aVerbosity flag to issue areport whenever anew Specific Call is encountered.

-vw  aVerbosity flag to issue areport whenever a Specific Walk isinitiated.

10.2.3 Tracking Static Variables

Version 9.0 of PC-lint/FlexeLint is introducing static variable tracking. By static variables we
mean variables having static storage duration. Thisincludes not only nominally static variables
such as static variables local to amodule or local to afunction but also global variables and, in
C++, variables at namespace scope and variables that are static members of a class.

Consider the following simple program. It clearly has a divide by O problem.

sl . cpp:
/] Exanple 1

//1int -passes(3) -vc -e831 -e714
int n;

int f() { return 10/ (n-1); }
int min() { n=1; return f(); }

When run through PC-lint/FlexeLint the output is:

--- Module: sl.cpp (C++)
--- Logging Specific Call: f() #1

[/l Start of Pass 2 ///
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--- Module: sl.cpp (C++)
--- Logging Specific Call: f() n=1 #2

/1l Start of Pass 3 ///
--- Mdule: sl.cpp (Ct+)

During Specific Wl k:
File sl.cpp line 5: f() n=1 #2
sl.cpp(4) : Warning 414: Possible division by 0 [Reference:

Sure enough, the divide by 0 is detected; but note that the message does not appear until Pass 3.
The reason for this can be gleaned from some of the verbosity information. Recall that - vc
causes areport to be issued whenever a Specific Call islogged. In that report, argument values
appear, and, for static variable tracking, each variable together with its current value is written.
During Pass 1 there is no tracking of static variables since we do not yet know which function
calls can modify which variables. Thisinformation is not complete until all functions have been
seen.

So in this example thefirst time a Specific Call isrecorded that contains any static variable
information isin Pass 2. Here we note the call fromnai n() tof () atwhichtimenis1. But
since the definition of f () hasalready passed we do not issue the diagnostic until we encounter
that definition in Pass 3.

Consider a second example where mai n() doesnot call f () directly but, rather, calls an
intermediate function g() whichinturncalsf ().

s2. cpp:
/1 Exanple 2
/[11int -passes(4) -static_depth(2) -vc -e831 -e714
int n;
int f() { return 10 / (n-1); }
int g() { return f(); }
int min() { n=1; return g(); }

Here we have a new problem. By default g() knows nothing of the variable n because the
variableisnot used by g() . Variablen issaid not to bein the zoneof g() . By default, the static
depthis 1. But by increasing the static depth to 2 viathe option - st at i c_dept h(2) (shownin
the example) the zone of each function is extended to include all the variables directly used by all
the functions directly called by that function. In particular, the zone of g() now includes variable
n. Thereisno intrinsic limit to the value that can be used to indicate the static depth. See -
static_dept h(n) inSection 5.7 Other Options.

The output of PC-lint/FlexeLint is shown below and again it isinstructive.

--- Module: s2.cpp (C+++
--- Logging Specific Call: f() #1
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--- Logging Specific Call: g() #1

/1l Start of Pass 2 ///
--- Mdule: s2.cpp (C+++
--- Logging Specific Call: f() #2
--- Logging Specific Call: g() n=1 #2

/{1l Start of Pass 3 ///
--- Module: s2.cpp (C+++
--- Logging Specific Call: f() n=1 #3

I'1] Start Pass 4 [/]]
--- Mdule: s2.cpp (C++)

During Specific Wl k:
File s2.cpp line 6: g() n=1 #2
File s2.cpp line 5: f() n=1 #3
s2.cpp(4) : Warning 414: Possible division by O [ Reference:

Again, Warning 414 indicates adivision by O but thistimeit waits until Pass4. Aswe can see
from the output, Specific Callsarelogged in Pass 1 but by construction no static variables are part
of thecall information. InPass2 acall tof () isrecorded fromg() but at thistimeg() had no
reason to believe that n had any particular value. But mai n() creates a Specific Call tog()
(labeled #2) that indicates that n hasthe value of 1. In Pass 3, Specific Call #2to g() iswalked
resulting in anew Specific Call tof () (labeled #3) which hasn set to 1. Finally, by Pass 4, a
Specific Walk to f () istriggered which notes the misfortunate value of 1 for variablen.

Thereis clearly atradeoff between performance and information obtained. By increasing static
depth and/or by increasing the number of passes your analysisis more penetrating but the time
spent and the storage consumed will be greater. By increasing static depth you can greatly
increase storage requirements because a new Specific Walk will be recorded for each call that
differs from some other call by only one value of some obscure global variable.

You can monitor the storage consumed by using the’s’ verbosity flag (asin - vs)

The reason that tracking static variables beginsin pass 2 is that we need to know which function
calls can potentially modify which static variables, and this analysis cannot be made until the
function definitions have been seen.

If afunction call can result, to whatever depth, in amodification of avariable, our certainty of the

value of that variableis diminished. This potential for modification depth is unlimited and has
nothing to do with the static depth.
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11. SEMANTICS

11.1 Function Mimicry (- f uncti on)

This section describes how some properties of built-in functions can be transferred to
user-defined functions by means of the option - f unct i on. Seealso-printf and-scanf in
Section 5.7 Other Options. See aso Section 11.2 Semantic Specifications to see how to create
custom function semantics.

11.1.1 Special Functions

PC-lint/FlexeLint is aware of the properties (which we will call semantics) of some standard
functions, which we refer to as special functions. A complete list of such functionsis shown in
Section 11.1.2 Function listing.

For example, function f open() isrecognized asa special function. Itstwo arguments are
checked for the possibility of being the NULL pointer and itsreturn value is considered possibly
NULL. Similarly, f cl ose isregarded as a specia function whose one argument is also checked
for NULL. Thus, the code:

if( name ) printf ( "ok\n" );
f = fopen( nanme, "r" ); [/ Varning! nanme may be NULL
fclose ( f ); [/ VWarning! f may be NULL

will be greeted with the diagnosticsindicated. You may transfer all three semanticsof f open toa
function of your own, say nyopen, by using the option

-function( fopen, nyopen )
Then, PC-lint/FlexeLint would also check the 1st and 2nd arguments of nmyopen for NULL and

assume that the returned pointer could possibly be NULL. In general, the syntax of - f uncti on
is described as follows:

-function( FunctionO, Functionl [, Function2]...)

specifiesthat Funct i onl, Functi on2, etc. arelike Funct i on0 inthat they exhibit special
properties normally associated with Funct i onO.

Theargumentsto - f unct i on may be subscripted. For example, if nyopen wereto check its 2nd
and 3rd arguments for NULL rather than its 1st and 2nd we could do the following:

-function( fopen(1), nyopen(2) )
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-function( fopen(2), nyopen(3) )

Thiswould transfer the semantics of NULL checking to the 2nd and 3rd arguments of myopen.
This could be simplified to

-function( fopen(l), nmyopen(2), myopen(3) )

since the property of f open( 1) isidentical tothat of f open(2). Any previous semantics
associated with the 2nd and 3rd arguments to my open would be lost.

To transfer the return semantics you may use the option
-function( fopen(r), myopen(r) )

Some functions have asemantic that is not decomposable to a single argument or return value but
israther acombined property of the entire function. For example

char * fread( char *, size t, size t, FILE * );
has, in addition to the check-for-NULL semantics on its 1st and 4th arguments, and the
check-for-negative semantics on the 2nd and 3rd arguments, an additional check to seeif thesize

of argument 2 multiplied by argument 3 exceeds the buffer size given as the 1st argument. This
condition isidentified as semantic S6 in Section 11.1.2 Function listing. Thus

char buf[100];
fread( buf, 100, 2, f ); /1 Vrni ng

To transfer this function-wide property to some other function we need to use the O (zero) index.
Thus

-function( fread(0), nyread(0) )
will transfer just the overflow checking (S6 as described above) and not the argument checking.
That is, of the semantics appearing in Section 11.1.2 Function listing for row labeled f r ead, the
semantics transferred are only those associated with column f ( 0) and not with other columns.
As aconvenience, the subscript need not be repeated if it isthe same as the 1st argument. Thus
-function( fread(0), nyread )

is equivalent to the earlier option.

Just asin the case of f open you may transfer all the properties of f r ead to your own function by
not using a subscript asin:

-function( fread, nyread )
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You may remove any or al of these semantics from a special function by not using a 2nd
argument to the - f unct i on option. Thus

-function( fread )

will remove all of the semantics of thef r ead function and

-function( fread(0) )
removes only the special semantics described above.

In summary, the semantics of functions is conceptually retained in a 2 dimensional (sparse) array
as depicted in Section 11.1.2 Function listing. An option of the form

-function( function(index), ..)

copies asingle semantic into a destination or destinations. An option of the form

-function( function, ..)

copies awhole row of semantics.

You may transfer semantics to member functions as well as non-member functions. Thus
-function( exit, X :quit )

transfers the properties of exi t () toX: : qui t (). The semanticsin this case is ssimply that the
function is not expected to return. Please note that this option must be given before the definition
of class X. (Actually, it need only be given before the closing brace that defines class X.) Thisis
usually not a problem as such options are normally provided in aseparate. | nt file preceding all
modules; but such options may also be givenin a'lint' comment at the class definition.

As another example involving member functions consider the following:

[11int -function( strlen(l), X :X(1), X:qg)

/1 both X :X() and X::g() should have their 1st
/1 argument checked for NULL

[/1int +fpn pointer paraneters may be NULL

class X

{

publ i c:

char *buf;
X( char * );
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void g( char * );

3
void f( char *p ) /1 p my be NULL because of +fpn
{
X x(p); /| \\arning 668
x.g( p);
}

In this example, the semantics associated with the 1st argument of st r | en are transferred to the
1st argument of X: : X and to the 1st argument of X: : g. Asthe exampleillustrates, when we
speak of the nth argument passed to a member function we are ignoring in our count the implicit
argument that is a pointer to the class (thisis always checked for NULL).

No distinction is made among overloaded functions. Thus, if X: : X( int * ) ischecked for
NULL thensoisX: : X( char * ). IfthereisanX: : X( i nt ) thenitsargument isnot checked
because its argument is not apointer. If thereisan X: : X( i nt *, char * ) thenthe 1st
argument is checked, but not the 2nd.

We support two forms of theassert function. __assert (double underscoreassert) and
___assert (tripleunderscoreassert) Thelatter differs from the former in that it always
returns.

For example, suppose you have:

if( sonme_condition)
{
ASSERT( fal se );

/1 do sone cl eanup

}

Assume further that you areusing | i b- nf c. | nt and sothe ASSERT isdefinedtobe _assert,
the two underscore version. Then, given that we can deduce that the argument is aways fase, we
must then deduce that it does not return. But then, we report that the cleanup code is unreachable.
This could readily be handled by using the - unr eachabl e option but if the practice is widely
used, it can be abit of a choreto insert this option in many different locations.

If you wereto change all instancesof __assert withinli b-nfc.Int to__ assert the
problem would be solved at least until the next time you upgraded | i b- nf c. | nt . A perhaps
better approach is to transfer the return semantics of the triple underscore variety to the double
underscore version as follows:

-function( __ assert(r), _ _assert(r) )
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11.1.2 Function listing

Function |f(0) |f(r) [f(1) [f(2) |f(3) |f(4) |f(5)
___assert - - S20 - - - -
__assert - S20 - - - -
abort S3 - - - - - -
asctime - - S1 - - - -
at of - - S27 - - - -
at oi - - S27 - - - -
at ol - - S27 - - - -
bsear ch - S2 S1 S1 S21 S21 S1
cal l oc sS4 S2 S21 S21 - - -
clearerr - - S1 - - - -
ctinme - - S1 - - - -
exit S3 - - - - - -
fcl ose - - S19 - - - -
f eof - - S1 - - - -
ferror - - S1 - - - -
fgetc - - S1 - - - -
f get pos - - S1 S1 - - -
fgets S5 S2 S27 S21 S1 - -
fopen - S2 S27 S27 - - -
fprintf - - S1 S27 - - -
fputc - - - Sl - - -
fputs - - S27 S1 - - -
fread S6 - S1 S21 S21 S1 -
free - - S7 - - - -
freopen - S2 S1 Sl Sl - -
frexp - - - S1 - - -
f scanf - - S1 S1 - - -
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Function [f(0) |f(r) [f(1) [f(2) [f(3) |f(4) |f(5)
f seek - - S1 S21 - - -
f set pos - - S1 S1 - - -
ftell - - s1 - - - -
fwite S8 - S1 S21 S21 S1 -
getc - - Ss1 - - - -
get env - - s1 - - - -
gets S18 S2 S27 - - - -
gntinme - S2 S1 - - - -
| ocaltime - - S1 - - - -
| ongj np S3 - S1 - - - -
mal | oc S9 S2 S21 - - - -
nmbst owcs - - S27 S27 - - -
nbt owc - - S1 - - - -
menchr S10 S2 S1 - S21 - -
menctnp S11 - S1 S1 S21 - -
mentpy S12 - S1 S1 S21 - -
menmove S12 - S1 S1 S21 - -
nmenset S13 - S1 - S21 - -
nkti nme - - S1 - - - -
nmodf - - - S1 - - -
oper at or S9 - S21 - - - -
new

oper at or S9 - S21 - - - -
new |

oper at or - - S29 - - - -
del ete

oper at or - - S30 - - - -
del ete[]

perror - - s1 - - - -
printf - - S27 - - - -
put c - - - S1 - - -
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Function |f(0) |f(r) [f(1) [f(2) |f(3) |f(4) |f(5)
puts - - S27 - - - -
gsort - - S1 S21 S21 S1 -
real |l oc S23 S2 S24 S21 - - -
renmove - - S27 - - - -
renane - - S27 S27 - - -
rew nd - - S1 - - - -
scanf - - S27 - - - -
set buf - - S1 - - - -
setjnmp S14 - - - - - -
set vbuf - - S1 - - - -
sprintf - - S27 S27 - - -
sscanf - - S27 S27 - - -
strcat S15 - S27 S27 - - -
strchr - S2 S28 - - - -
strcnp - - S27 S27 - - -
strcol | - - S27 S27 - - -
strcpy S15 S22 S27 S27 - - -
strcspn - - S27 S27 - - -
strftinme - - S1 - S1 S1 -
strlen S16 - S27 - - - -
strncat S17 - S27 S1 S21 - -
strncnp - - S1 Sl S21 - -
strncpy S17 - S1 S1 S21 - -
strpbrk - S2 S28 S27 - - -
strrchr - S2 S28 - - - -
strspn - - S27 S27 - - -
strstr - S2 S28 S27 - - -
strtod - - S27 - - - -
strtok - S2 S26 S27 - - -
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Function [f(0) |f(r) [f(1) [f(2) [f(3) |f(4) |f(5)
strtol - - S27 - - - -
strtoul - - S27 - - - -
strxfrm - - S27 S27 - - -
tnmpfile - S2 - - - - -
unget c - - - S1 - - -
viprintf - - S1 S27 S1 - -
vprintf - - S27 S1 - - -
vsprintf - - S27 S27 S1 - -
wecst onbs - - S1 S1 - - -
wct onb - - S1 - - - -
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Semantics

Sl

S2

S3

S5

S6

S7

S8

S9

S10

S11

S12

S13

S14

S15

Checks the argument and if it is a pointer and can potentially be NULL issues a warning.
The warning number depends on the likelihood that the pointer isNULL: 418 ==
certainty, 668 == possible, 802 == conceivable.

Indicates that there is a possibility that the return pointer isNULL.

(abort and exi t ) the function does not return.

(cal I oc) the length of the returned buffer is the product of arguments 1 and 2.

(f get s) complainsif the 2nd argument (as asigned or unsigned integer) exceeds the data
arearepresented by the 1st argument.

(f r ead) complainsif the product of the 2nd and 3rd arguments exceeds the buffer length
implied by the 1st argument.

(f r ee) the argument is a pointer, which is subsequently regarded as uninitialized. Also
the pointer may not be a kind derived either from newor new{ ] .

(fwri t e) complainsif the product of the 2nd and 3rd arguments exceeds the buffer length
implied by the 1st argument.

(mal | oc, operat or new, operator new ]) thelength of the returned buffer isthe
value of the 1st argument.

(menchr) if the 3rd argument is greater than the size of the buffer indicated by the 1st
argument, a diagnostic (access beyond) is issued.

(mencnp) if the 3rd argument is greater than the size of data area represented by either the
1st argument or the 2nd argument, a diagnostic is issued.

(mencpy) acomplaint isissued if the 3rd argument is greater than the size of the data area
represented by either the 1st argument (overrun) or 2nd argument (access beyond).

(menset) if the 3rd argument is greater than the size of the buffer indicated by the 1st
argument, adiagnostic (data overrun) isissued.

(setj np) aninformational message (748) isissued about the existence of register
variables in any function calling the function. Also, registers are considered possibly
uninitialized at that point.

(strcat andst rcpy) adiagnostic isissued if the size of the buffer areaindicated by the
2nd argument is larger than the size of the buffer area indicated by the 1st argument.
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S16

S17

S18

S19

S20

S21

S22

S23

S24

S25

S26

S27

S28

(st r 1 en) thevalue returned by the function is assumed to be the size of the buffer (minus
1) represented by the 1st argument.

(strncpy and st rncat ) issues acomplaint (data overrun) if the value of the 3rd
(integral) argument is greater than the size of the buffer represented by the 1st argument.

(get s) issuesawarning (421) at the very use of the function.

(f cl ose) the argument is a pointer, which should be non NULL and is subsequently
regarded as uninitialized.

(__assert, __ assert)theargument can be assumed to be true (i.e. non zero). See
Section 10.2.1 The assert remedy

Checksthe presumed integral argument for negativity and if there isthe possibility that the
argument is negative will issue awarning (422 == certainty, 671 == possible, 807 ==
conceivable).
(st rcpy) thereturn value is guaranteed to be not NULL.
(r eal I oc) thelength of the return buffer is the value of the 2nd argument.
(r eal | oc) the 1st argument is thereafter considered as possibly uninitialized (unless of
courseit isimmediately reassigned to the return value of r eal | oc, which is the usual
case).
Checksthe pointer argument for NULL (like S1) and designates that the type of the return
value will be the type of the argument. This getsaround a C problem where, for example,
strchr () istyped:

char * strchr ( const char * , int );
If aconst pointer is passed in as 1st argument then the return type for that call will be
regarded asconst char *. If itwereregardedasachar * asthe declaration says, then
the const information will not be protected.

The argument is considered a nul-terminated string.

Thiscombinessemantics S1 and S26. The pointer is checked for NULL (like S1) and the
argument is considered a nul-terminated string.

This combines semantics S25 and S26. The argument is checked for NULL and the

argument type is passed through (like S25) and the argument is considered a nul-
terminated string.
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S29  (operat or del et e) the argument is a pointer which is subsequently regarded as
uninitialized. Also the pointer may not be a kind derived either from mal | oc or newf ]

S30 (operator del et e[ ]) theargument is a pointer which is subsequently regarded as
uninitialized. Also the pointer may not be a kind derived either from nal | oc or new.

11.2 Semantic Specifications (- sem)

The-sem() option allowsthe user to endow his functions with user-defined semantics. This
may be considered an extension of the- f unct i on() option (See Section 11.1 Function Mimicry
(-function)). Recall that withthe-f uncti on() option the user may copy the semantics of a
built-in function to any other function but new semantics cannot be created.

With the - semoption, entirely new checks can be created; integral and pointer arguments can be
checked in combination with each other using usual C operators and syntax. Also, you can
specify some constraints upon the return value.

The format of the- sen() optionis:

-sem( nane[, sem]...)
This associates the semantics sem... with the named function nane. The semantics semare
defined below. If nosem isgiven, i.e. if only nane isgiven, the option is taken as arequest to
remove semantics from the named function. Once semantics have been given to a named

function, the- f unct i on() option may be used to copy the semanticsin whole or in part to other
functions.

11.2.1 Possible Semantics

semmay be one of:

r_nul |  thefunction may return the null pointer. Thisinformation isused in subsequent value
tracking. For example:

[*lint -sem( f, r_null ) */

char *f();
char *p = 1();
*p = 0; /* warning, p may be null */

Thisisidentical to the semantic S2 defined in Section 11.1.2 Function listing. Asin
Section 11.1.2 Function listing it is considered a Return semantic. See Section 11.1
Function Mimicry (-function) for the definition of Return semantic. A more flexible way
to provide Return semantics is given below under expressions (exp).
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r _no thefunction does not return. Code following such afunction is considered unreachable.
This semantic isidentical to the semantic defined in Section 11.1.2 Function listing as S3;
it isthe semantic used for theexi t () function. Thisaso isconsidered a Return
semantic.

ip (e.g. 3p) thei th argument should be checked for null. If thei th argument could possibly
be null thiswill be reported. For example:

[*Iint -sem( g, 1p ) warn if g() is passed aNULL */
[*lint -sem( f, r_null ) f() may return NULL */

char *f();

void g(char *);

a( f() ) /* warning, g is passed a possible null */

This semantic isidentical to the S1 semantic described in Section 11.1.2 Function listing.

initializer Somemember functionsare used to initialize members. They may be called
from constructors or they may be called whenever the programmer wants to reset the state
of aclassto that which it would have immediately after construction. You may designate
that a member functionis an initializer using the - sem option. (Theinitializer semantic
isaflag semantic). If amember isdubbed aninitializer acomplaint will be issued if it
failsto initialize al of the data members. For example:

[11int -sem(A::init,initializer)
struct A

{
int n;
int m
A();
void init()
{ n=20;} /] warning: mis not initialized

s

cl eanup Thecl eanup semantic does for destructorswhat i ni ti al i zer doesfor
constructors. A function designated as cleanup is expected to process each (non-static)
member pointer by either freeing it (in any of the various ways of releasing storage) or, at
least, zeroing it. Failure to do thiswill merit Warning 1578. A function that isa
candidate for this semantic will pointed out by Warning 1579. cleanup is aflag semantic

i nout (i) A semantic expression of theformi nout (i) wherei isaconstant designating a
parameter, indicates that an indirect object passed to that parameter will be both read and
written by the function. Thusthei th parameter must be either a pointer (or, equivalently
an array) or areference.

This should not be used with pointers or referencesto const objects, since, in this case,
it is assumed that the object referenced is only read by the function. It isconsidered an
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i n parameter. If the parameter is a pointer or reference to anon-const it isassumed by
default to be an out parameter. That is, the function will only write to the referenced
object but will not read from it.

But there is no linguistic way to deduce that the argument will be both read and written
such as, for example, the first argument to st r cat () . Hence the need for this semantic.

For example:

[/lint -sem addto, inout(l) )

void addto( int *p, int b); /!l add b to the object pointed to
/1l by the first argunent.
void f()
{
int n;
addto( &n, 12 ); /1 Warning, nis not initialized
}

custodial (i) wherei issomeinteger denoting thei th argument or theletter 't * denoting
thet hi s pointer. It indicatesthat acalled function will take 'custody’ of a pointer passed
toargument i . More accurately, it removes the burden of custody fromits caller. For
example,

/[11int -sem push, custodial (1))
void f()

{

int *p = new int;

push(p);

}

Function f would normally draw acomplaint (Warning 429) that custodial pointer p had
not been freed or returned. However, with the custodial semantic applied to the first
argument of push, the call to push removesfrom f the responsibility of disposing of the
storage allocated to p.

To identify the implicit argument of a (non-static) member function you may usethe’t’
subscript. Thus:

/[/1int -sem( A::push, custodial (t) )
struct A { void push(); ... };
void g( )

{

A *p = new A
p->push();

}
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You can combine the custodial semantic with atest for NULL. For example,
-sem( push, 1p, custodial (1) )

will complain about NULL pointers being passed as first argument to push aswell as
giving the custodial property to this argument.

The custodial semantic is an argument semantic meaning that it can be passed on to
another function using the argument number as subscript. Thus:

-function( push(1l), append(1l) )

transfers the custodial property of the 1st argument of push (aswell asthetest for NULL)
on to the 1st argument of function append. But note you may not transfer t hi s
semantics using a 0 subscript as that refers to function wide semantics.

An example of the use of the letter t to report thisis asfollows

/[/1int -sem A::push, custodial (t) )
struct A { void push(); ... };
void g( )

{

A *p = new A

p->push();

}

Note that for the purposes of these examples, we have placed the - semoptions within lint
comments. They may also be placed in a project-wide optionsfile (. | nt file).

pod(i) A semantic expression of theform pod(i) wherei isaconstant designating a
parameter, indicates that the argument is expected to be a pointer to aPOD. A POD isan
abbreviation for Plain Old Datatype. In brief, an object of POD can be treated as so
many bytes, copyable by mencpy, clearable by nenset , etc. For example:

/[/1int -sen( clear, 1p, pod(l) ) wants a non-null pointer to POD
class A
{ A(); int data; } a
class B
{ public: int data; } b;
void clear( void *, size t );

void f()
{
clear( &, sizeof(a) ); /| \\arning
clear( &b, sizeof(b) ); /1 no \\rning
}
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pure Thissemantic will designate afunction as being pure (see definition below). Normally
functions are determined to be pure or impure automatically through an analysis of their
definition. However, if afunction is external to the source files being linted, this analysis
cannot be made and the function is by default considered impure. This semantic can be
used to reverse this assumption so that the function is regarded as pure.

The significance of a pure function isthat it lacksinternal side-effects and this can be used
to diagnose code redundancies. There are anumber of placesin the language (left hand
side of acomma, first or third expression of af or clause, the expression statement) when
it makes no sense to have an expression unless some side-effect isto be achieved. Asan
example

void f() {}
void g()

{
f(); /1 \Warning 522

}

Because we can deducef to be pure, awarning isissued. Ingeneral, we may not be aware
until pass 1 isfinished that afunctionis pure. You can use the pur e semantic to hasten
the process of detection.

Another use of this semantic can be to determine on what grounds PC-lint/FlexeLint
considers a function to be pure. If afunction is designated as being pure and is later
deemed to have impure properties Warning 453 will beissued with adetailed explanation
as to why the function isimpure.

Definition of a pure function: A functionissaid to be pureif it is not impure. A function
issaid to be impure if it modifies a static or global variable or accesses a volatile variable
or contains any /O operation, or makes acall to any impure function.

A function call is said to have side-effectsif it isacall to an impure function or if itisa
call to a pure function which modifiesits arguments.

Example:

int n;
void el() { n++; }
void e2() { static k; k++ }
void e3() { printf ( "hello"™ ); }
doubl e e4( double x )
{ return sqgrt(x); }
void e5( volatile int k) { k++; }
void e6() {el(); }
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Each of the functions e1 through e6 isimpure because it satisfies one of the above
conditions of being an impure function. (Thisassumesthat both pri ntf andsqrt are
externa functions.) On the other hand, in the following:

int f1() { int n = 0; n++; return n; }
void f2( int *p) { *p =11(); }

both f 1 and f 2 are pure functions because there is nothing to designate them impure.
Consider:

[llint -sem sqrt, pure)
voi d conput e()

{
double x = sqgrt( 2.0 );

}
void m()
{ conpute(); }

Here, because of the pur e semantic givento sqrt , we get adeserved diagnostic (522,
Highest operation, function’compute’, lacks side-effects) at the call to conput e. I'm
sure the reader will agree that the function conput e shows evidence of alack of
completeness. The author may have been side-tracked during development and never got
back to completing the function. But aswe indicated earlier sqr t would by default be
considered impure sinceitisexternal. It may actually be impure since on error conditions
it needs to set the external variable er r no to EDOM

Nonetheless, from the standpoint of desired functionability, conput e comes up short.
This can be traced to sqrt not offering any desired functionality as a side-effect. Since
thisis the case the programmer was justified in inserting the semantic for sqr t .

Consider the following example:

int f()
{

int n = 0;
n++;
return n;

}

f () isconsidered to be apurefunction. Trueit modifiesn but n isan automatic variable.
The increment operator is not considered impure but it is regarded as having side-effects.

Consider the following pair of functions:

void h(int *p) { (*p)++ }
int g() { int n=0; h(&n); return n;}
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Herethe function h() isconsidered pure but note that the call h( &n) has side-effects.
Function g() isexactly analogoustof () above and so must be considered pure.
Function g() callsuponh() to modify variable n in much the same way that f () earlier
employed the increment operator. If g() had provided the address of a global variable to
h() theng() would have been considered impure but not h() . Had we considered h()
to be impure irregardless of the nature of its argument then, since g( ) is pure, we would
have had to give up the principle that impurity isinherited up the call chain.

type(i) indicatesthat thetypeof thei th argument is reflected back to become the type returned
by the function. The built-in functionsstrchr,strrchr,strpbrk and strstr have
all been pre-endowed with thet ype( 1) semantic (in addition to other semantics they
may have).
For example, the usual declaration of strchr () inCis:

char *strchr( const char *, int );

Since the return pointer pointsinto the string buffer passed as first argument then a literal
reading of the prototype could place const datainjeopardy. However, sincest r chr has
been giventhet ype( 1) semantic, if the string buffer isconst , the return pointer is
considered const aswell and the usua warnings will be issued on an attempt to assign
thisto aplain char * pointer.
In C++ this problem should not occur asst r chr () isoverloaded:

char *strchr( char *, int );
const char *strchr( const char *, int );

Thet ype(i) semanticisan argument semantic and joinswith other argument semantics.
Thus the semantic specification for st r chr () resembles:

-sem( strchr, r_null, 1p, type(l) )

This indicates that the first argument should be checked for NULL aswell as having the
t ype property. Were we to transfer the first argument semantics as:

-function( strchr(1), nyfunc(2) )
then the second argument of nmyf unc() would have both properties.

nul tern(i) indicatesthat thei th argument isor will become nul-terminated. For example, a
call to the built-in:

strepy( a, b );
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will allow usto presume that both arguments are nul-terminated. An array that contains a
nul-termination or a pointer to such an array will have certain properties that we need to
know about to avoid giving bogus messages. For example:

for( i =0; i <= 10; i++)
{
if( a[i] == 0 ) break;
}

If array a isnul-terminated (such as a string constant) we won't get too upset if it failsto
contain 11 characters.

nul t er m(i ) wasdesigned for strings but it could also be used for pointer arrays as well.

t hread designatesthat afunctionistheroot of athread. Itisaflag semantic. Thissemantic and
the following thread semantics are more fully described in the chapter on multi-threading.
See Chapter 12. Multi-Thread Support.

t hread_nono designates that the function is the root of a mono thread; i.e. the thread will have
only one instance.

no_t hread designatesthat afunctionisnot athread (used for designating that mai n isnot a
thread). Itisaflag semantic.

thread_| ock designates that the function will lock amutex. Itisaflag semantic.

t hread_unl ock designates that the function will unlock a mutex. Itisaflag semantic.

t hread_prot ect ed designatesthat the function is protected by a mutex (useful if, for some
reason thisis not deduced automatically). That is, only onethread at atimeis presumed to

execute the body of the function. It isaflag semantic.

t hread_saf e designatesthat the function isthread safe. This presumably overrides an option
that may otherwise indicate that the function wast hr ead_unsaf e. Itisaflag semantic.

t hread_unsaf e designatesthat the function isthread unsafe (Category #1). Itisaflag
semantic.

t hread_unsaf e(groupi d) designatesthat the function isthread unsafe (Categroy 2). Two
functions with the same gr oupi d are considered asif they were manipulating the same
static data. The groupid is the programmer’s choice.

thread not[(list)] wheretheoptional argument listisacomma-separated | i st of thread
names, designates that the function may not be called (to any call depth) by any of the
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listed threads. 1f no! i st isprovided then no thread may call the function. t hr ead_not
isaflag semantic

thread_only(list) wheretheargument list isacomma-separated list of thread names,
designates that the function may be called only by threads on thelist. thread_onl y isa
flag semantic.

thread_create(i) designatesthat thefunction'si th argument isathread. It isan argument
semantic

exp asemantic expression involving the expression elements described below:
in denotesthei th argument, which must be integral (E.g. 3n refersto the 3rd
argument). An argument isintegral if itistypedi nt or some variation of integra

such aschar, unsi gned | ong, an enumeration, etc.

i may be @(commercial at) in which case the return valueisimplied. For example,
the expression:

@ == 4 || @ > 1n

states that the return value will either be equal to 4 or will be greater than the first
argument.

i p denotesthei th argument, which must be some form of pointer (or array). Thevalue
of thisvariableisthe number of items pointed to by the pointer (or in the array). For
example, the expression:

2p == 10
specifies a constraint that the 2nd argument, which happens to be a pointer, should
have exactly 10 items. The number of items " pointed to" by astring constant is 1
plus the number of characters between quotes.
Just aswithi n,i may be @in which case the return value is indicated.
i P islikei p except that all values are specified in bytes. For example, the semantic:

2P == 10

specifies that the size in bytes of the area pointed to by the 2nd argument is10. To
specify areturn pointer where the area pointed to is measured in bytes we use @.

i nteger (any C/C++ integral or character constant) denotes itself.
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i denti fier may beamacro (non-function type), enumerator, or const variable. The
i denti fi er isretained at option processing time and evaluated at the time of
function call. If amacro, the macro must evaluate to an integral expression.

mal | oc( exp ) attachesanal | oc alocation flag to the expression. Seethediscussion
of Return Semanticsin Section 11.2.2 Semantic Expressions.

new( exp ) attachesanewallocation flag to the expression.
new[ ] ( exp ) attachesanew|] allocation flag to the expression.
()
Unary operators: + - | ~
Binary operators:
+ - * | %< <= == l=>>= | & N << > || &&

Ternary operator: ?:

11.2.2 Semantic Expressions

Operators, parentheses and constants have their usual C/C++ meaning. Also the precedence of
operators are identical to C/C++.

There may be at most two expressions in any one - semoption, one expressing Return semantics
and one expressing Function-wide semantics.

Return semantics
An expression involving the return value (one of @, @, @) is aReturn semantic and indicates
something about the returned value. For example, if the semanticsfor strl en() weregiven

explicitly, they might be given as:

-sem( strlen, @ < 1p, 1p )

In words, the return value is strictly less than the size of the buffer given as first argument. Also
the first argument should not be null.

To express further uncertainty about the return value, one or more expressions involving the
return value may be alternated using the | | operator. For example:

-sen( fgets, @ == 1p || @ == 0)
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represents a possible Return semantic for the built-in function f get s. Recall that thef get s
function returns the address of the buffer passed as first argument unless an end of file (or error)
occursin which case the null pointer isreturned. If the Return semanticindicates, in the case of a
pointer, that the return value may possibly be zero (asin this example) thisis taken as apossibility
of returning the null pointer.

As another example:
-sem( | ookup, 2n == LOCATE ? (@==0|| @==1) : @==1)
Thisis a Return semantic that says that if the 2nd argument of the function | ookup isequal to

L OCATE then the return pointer may or may not be null. Otherwise we may assume that the return
valueisavalid non-null pointer. This could be used as follows:

#defi ne LOCATE 1
#define | NSTALL 2
Synbol *I ookup (const char *, int );

sym = | ookup("mai n", | NSTALL);

sym -> val ue = 0; [* OK */
sym = | ookup( " hel p*, LOCATE);
v = sym -> val ue; /* warning - could be NULL */

Here thefirst return value from | ookup is guaranteed to be non-null, whereas the second may be
null or may not be.

We caution the reader that the following, apparently equivalent, semantic does not work.
-sem |l ookup, @ == (2n != LOCATE) || @ == 1)

The OR (| | ) istaken to mean that either side or both could be true with some probability but
there is no certainty deduced that one or the other must be true.

Fl aggi ng the return val ue
Consider the example:

char *p, *q = O;

p = malloc(10);

p = Q; [/ VWarning -- nmenory | eak
We are able to issue a Warning because the return from mal | oc has an alocation flag that
indicated that the returned value points to a freshly allocated region that is not going to be freed
by itself.

The seemingly equivalent semantic option:
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-sem ny_alloc, @ == 1n)
associates no allocation flag with the returned pointer (only the size of the areain bytes).

To identify the kind of storage that a function may return, three flag-endowing functions have
been added to the allowed expression syntax of the - semoption:

aregion alocated by mal | oc to bereleased through f r ee
aregion alocated by new to be released through del et e
aregion alocated by new[ ] to bereleased through del et e[ ]

In each case, the exp isthe size of the areato be allocated. For example, to simulate mal | oc we
may have:

-sem( ny_alloc, @ == malloc(1n) )
By contrast the semantic:

-sem( sone_alloc, @ == malloc(1ln) )
indicates, because of the lower case 'p’, that the size of the allocated region is measured in
alocation units. Thusthemal | oc hereistaken to indicate the type of storage (freshly allocated
that should be f r ee) and not as aliteral call to mal | oc to alocate so many bytes.
As another example:

-sem( newstr, @ == (1p ? new](1p) : 0) )

In words, this saysthat newst r isafunction whose return value will, if the first argument is a
non-null pointer, be the equivalent of anew{ | of that size. Otherwisea NULL will be returned.

Function-wide semantics

An expression that is not a Return semantic is a'Function-wide' semantic (to use the terminology
of Section 11.1.1 Special Functions). It indicates a predicate that should betrue. If thereisa
decided possibility that it is false, adiagnostic isissued.

What congtitutes a"decided possibility"? Thisis determined by considerations described in
Section 10.2 Value Tracking. If nothing is known about a situation, no diagnostic isissued. If
what we do know suggests the possibility of aviolation of the Function-wide semantic, a
diagnostic isissued.

For example, to check to seeif the region of storage passed to function g() isat least 6 bytesyou
may use the following:
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[llint -sem( g, 1P >= 6 ) 1st arg. nust have at | east 6 bytes
short af 3]; /1 a[] has 6 bytes

short *p = a+l; [// p points to 4 bytes

void g( short * );

g( a); Il OK
g( p); /| \arning

Several constraints may be AND'ed using the && operator. For example, to check that f r ead(
buffer, size, count, stream ) hasnon-zero second and third arguments and that their
product exactly equals the size of the buffer you may use the following option.

-sem( fread, 1P==2n*3n && 2n>0 && 3n>0 )
Note that we rely on C's operator precedence to properly group operator arguments.
To continue with our example we should add Return Semantics. f r ead returnsavalue no greater
than the third argument (count ). Also, thefirst and fourth arguments should be checked for null.
A complete semantic option for f r ead becomes:
-sem( fread, 1P==2n*3n && 2n>0 && 3n>0, @<=3n, 1p, 4p )
It is possible to employ symbolsin semantic expressions rather than hard numbers. For example:
[11int -sem f, 1p > N)
#define N 100
int a[N; int b[N+1];

void f( int * );

f( a); /1 warn
f( b); [l XK

Just asisthe case with - f unct i on, - semmay be applied to member functions. For example:
I1lint -senm( X :cpy, 1P <= BUFLEN )
const int BUFLEN = 4;

class X

{

publ i c:
char buf [ BUFLEN] ;
void cpy( char * p)

{ strcpy( buf, p); }
void slen( char * p);
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void f( X & )

{

x.cpy( "abcd" ); /[ VMr ni ng
x.cpy( "abc" ); [ K

}

In this example, the argument to X: : cpy must be less than or equal to BUFLEN. The byte
requirements of "abcd" are 5 (including the nul character) and BUFLEN is defined to be 4. Hence
awarning isissued here.

To specify semantics for template members, simply ignore the angle brackets in the name given to
-sem Thesemantics will apply to each template instantiation. For example, the user below
wants to assign the custodial semantic to the first argument of the push_back function in every
instantiation of template | i st . Thiswill avoid aWarning 429 when the pointer is not deleted in

f().
/[/1int -sem std::list::push_back, custodial (1) )

nanespace std

{

tenmplate< class T >
class |ist

{
publ i c:
voi d push_back( const int * );
3
}
std::list<int*> |;
void f()
{
int *p = new int;
| . push_back( p ); /'l OK, push_back takes custody
}

11.2.3 Notes on Semantic Specifications

1 Every function has, potentialy, a Return semantic (r ), a Function-wide semantic (0), flag
semantics (f ), and Argument semantics for each of the arguments and the implied t hi s
argument (t ). Anexpression of theformi p when it stands alone and is not part of
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another expression becomes an Argument semantic for argument i (presumably a pointer
argument). Thus, for the option

-sem( f, 2p, 1p > 0)

2p becomes an Argument semantic (the pointer should not be NULL) for argument 2. We
can transfer this semantic to, say, the 3rd argument of function g by using the option

-function( f(2), g(3) )

The expression 1p>0 becomes the Function-wide semantic for function f and can be
transferred viathe O subscript asin:

-function( f(0), g(0) )
We could have placed these two together as one large semantic asin:
-sem( f, 2p && 1p > 0 )

The earlier rendition is preferred because there is a specialized set of warning messages
for the argument semantic of passing null pointers to functions.

Please notethat r _nul | and an expression involving argument @are Return semantics.
You cannot have both in one option. Thus you cannot have

-sem( f, r_null, @ = 1p )
It is easy to convert thisinto an acceptable semantic as follows:

-sem( f, @ ==01]| @ == 1p)
The notations for arguments and return values was not chosen capricioudy. A notation
suchas@ == 2n may look strange at first but it was chosen so as not to conflict with
user identifiers.

Please note that the types of arguments are signed integral values. Thus we may write

-sem( strlen, @ < 1p )

We are not comparing here integers with pointers. Rather we are comparing the number
of items that a pointer pointsto (an integer) with an integral return value.

For uniformity, the arithmetic of semantics issigned integral arithmetic, usually long

precision. This meansthat greater-than comparisons with numbers higher than the largest
signed | ong will not work.
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12. MULTI-THREAD SUPPORT

12.1 Overview

Thisfacility allows one or more concurrently executing threads to be identified as being
associated with particular root functions. A pair of (user-designated) functions can be associated
with mutex locking and unlocking. Abnormalitiesin locking and unlocking are identified.

Starting with each root function, we deduce the set of static variables accessed by each thread and
whether these accesses are or are not protected by mutex locks. By static variable, we mean any
variable that has static storage duration. That is, any variable that isnominally static (whether
within or outside afunction) and variables that are considered global (i.e. ext er n) or, for C++, at
namespace scope. Reports are made of unprotected access to static variables shared by one or
more threads.

External functions can be identified as being thread unsafe individually or in groups. Access by

multiple threads to such functions are reported if proper protections are not in place. Functions
that are compatible with only a subset of threads can be identified.

12.2 Identifying Threads

Threads are amost aways associated with a function and we will assume that to be the case here.
That is, the static text associated with a thread consists of afunction (designated as a thread root)
and all functions called by that function to whatever depth. By default, nai n() ispresumed to be
athread root, but options can overrule that presumption.
There are two basic ways of identifying threads: (1) via options and (2) automatically.
(1) Optionsto Identify Threads
The option:

-sem( function-nane, thread )
will identify f unct i on- nanme asathread. For example:

-sem( input_reader, thread )
will identify i nput _reader asathread. Like all semantics, this option must be given before the

function isdeclared or defined. The name of the function may be fully qualified if amember of a
class or namespace.
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By default, it isassumed that athread can experience multiple concurrent instances. Thiswill
trigger the most diagnostics. Consider for example the following code:

[lTint -sem( f, thread )

void f()
{
static int n = 0;
n++;
[* ... %
}

Thisresultsin: War ni ng 457: "Thread ' f(void)’ has an unprotected wite
access to variable 'n’” which is used by thread 'f(void)’ . SeeWarning457

In some cases, however, it is guaranteed that there will be only one instance of aparticular thread.
We refer to such threadsasnono t hr eads. The appropriate semantic to provide in such a case
ist hread_nono. For example,

-sem( f, thread_nono )

will identify f asamono thread. If f had been so identified in the example above, the diagnostic
would not have been issued.

By default, mai n() would be regarded as a(mono) thread. Removing the thread property from a
function is accomplished with theno_t hr ead semantic.

-sem( function-nane, no_thread )
Example:

-sem( main, no_thread )
(2) Automatic ldentification of Threads

Using POSIX threads, we can automatically identify a thread because it is passed as the third
argument to pt hr ead_cr eat e. For example:

pt hread create( & nput_thread, NULL, do_input, NULL );
can indicateto usthat do_i nput () isaseparate thread.

We will assume that this thread is not mono. If it ismono and your code depends on that fact,
then you will have to identify the thread ast hr ead_nono (see above).
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If you are not using POSIX threads you will probably want to be able to transfer this
pt hread_creat e() property to another function of your choice.

Using function mimicry, we can write:

-function( pthread_create(3), our_thread_create(2) )
and thiswill copy the properties of the 3rd parameter of pt hr ead_cr eat e to aparticular
parameter of your choice. In the above we transfer the thread creation property to the 2nd

parameter of our _t hread_create.

We also provide (somewhat redundantly) a separate argument semantic to designate this property
directly. The semantic

thread create(i)

identifiesthe i th argument of afunction as being a thread endowing argument. Thus after:
-sem( their_thread create, thread create(l) )

the call
their_thread create( reader, ... );

will identify r eader asathread.

12.3 Mutual Exclusion

To make a static analysis meaningful, we need to identify areas of the codeinwhich only asingle
thread can operate. These are called critical sections or, as we will term them, t hr ead

prot ected regi ons. Theuseor modification of global variables by two different threadsis not
considered aviolation of thread safety, provided such access lies within protected regions.

There are two ways of identifying thread protected regions of code: (1) by option and (2)
automatically.

(1) By option:

-sem( function-nane, thread protected )
will identify f unct i on- nane asathread protected region of the program. Normally, this option
would not be needed as it is expected that thread protected regions would be detected
automatically. If the automatic methodsfail, you can fall back on using this option. Just make sure

that only onethread at atime will be permitted to use this function or, at least, those portions of
the function that access global variables or make calls on functions that access global variables.
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(2) Automatic detection:

An alternative to identifying afunction ast hr ead_pr ot ect ed isto identify which primitive
functions can lock and unlock a mutex.

-sem( function-nanme, thread_| ock )

will identify f unct i on- nane asafunction that will lock amutex.
-sem( function-nanme, thread unlock )

will identify f unct i on- nane asafunction that will unlock a mutex.

By default, functions pt hr ead_nut ex_| ock() and pt hread_nut ex_unl ock() havethe
thread_| ock andt hr ead_unl ock properties respectively.

By identifying lock and unlock primitives, we have two advantages over the

t hread_pr ot ect ed function semantic. We have afiner grain control over the identification of
areas of mutual exclusion. Also we can assist the user in finding mismatched lock and unlock
primitives. For example:

/[/1int -sem |ock, thread_|ock )
//1int -sem unlock, thread unlock )

extern int g();
voi d | ock(void), unlock(void);

void f()

{
| ock();

unl ock(); /] great

| ock();

it a() )
{

unl ock();
return; /1 ok

}
unl ock(); /[l still ok

return; /1 Varni ng 454
unl ock();

it a() )
{
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| ock();

unl ock();
unl ock(); /[ Varni ng 455
return;
}
A
it g() )
| ock()
{ /1 Varni ng 456
/1 do sonmething interesting
}
it g() )
unl ock();
} /1 VWarni ng 454 and 456

In the example above, Warning 454 isissued if areturn is encountered when a mutex is still
locked. Warning 455 isissued if an unlock has been issued without a corresponding lock. A
Warning 456 isissued if two execution paths are combined that do not have the same lock state.
Even if an unlock is provided later under the same’i f * condition the practice is considered
unsafe.

12.4 Thread-Protected (TP) Regions

Any portion of afunction between a mutex lock and its corresponding unlock is considered to be
athread-protected (TP) region. A common name for aTP region isacritical section.

A function identified asbeing t hr ead_pr ot ect ed (using the - semoption) is considered to be
TP and the entire function is said to be a TP region.

Any access (read or write) to avariable outside a TP region is considered non-protected. Any
thread that can arrive at such a non-protected access, possibly through a sequence of callsin non-
TP regions, is considered to have a non-protected access to the variable,

Consider the following example:

//1int -sem reader, thread )
//1int -sem |ock, thread_| ock )
//1int -sem unlock, thread unlock )

int X;

int vy;

void create(...);
voi d | ock(void);
voi d unl ock(void);

void g(void);

246



void h(void);
void reader() { g(); }

void g(void)
{
| ock();
y = 1,
h();
unl ock();

}
void h(void) { x = vy; }

int main()

{

create( reader );

h();

return O;

}

This example containstwo threads: mai n() and r eader () and some lapses in the protection of
global variables. Function g() has athread-protected region from whichit callsh() and
modifiesy. Thevillain in the pieceisthread mai n() which calsh() without a mutex lock.
Messages issued are:

Warni ng 457: Thread 'main(void)’ has an unprotected wite access to
variable 'x* which is used by thread ’'reader(void)

War ni ng 458: Thread 'main(void)’ has an unprotected read access to
variable 'y’ which is nodified by thread 'reader(void)’

12.5 Constructor-triggered mutex locking

Mutex locking and unlocking can be controlled by the constructor and destructor of a particular
class. The previous example might be rendered as follows:

//1int -sem reader, thread )
//1int -sem Lock::Lock, thread | ock )
/[11int -sem Lock::~Lock, thread unl ock )

int Xx;
int vy;
void create(...);
struct Lock
{
Lock();
~Lock();
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void g(void);
void h(void);

void reader() { g(); }

voi d g(void)
{

Lock | ock;
y = 1
h();

}

void h(void) { x = vy; }

int main()

{

create( reader );

h();

return O;

}

Here the destructor for Lock will be called automatically before the function isterminated. The
analysis will be the same and the very same problems reported earlier are reported here.

12.6 Function Pointers

If afunction has had its address taken, then we presume that we do not know the context of every
call made upon that function. Inthe worst case, it could be called by every thread. For that
reason, we feel it ismeritorious to report on every non-protected access to every static variable.

Consider thetale of two functions, f 1 and f 2, as presented in the example below.

[/1int -sem t, thread )
[11int -sem f2, thread protected )

int Xx;

int y = 0;
void s(...);
void g();

int f1() { return x; }
void f2() { vy =x; }

void t()
{ 90): }
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void h()
{ sC f1); s( f2); 1}

Thefactthat t isathread is sufficient to trigger athread analysis. Bothf 1 and f 2 have their
addresses taken and are subject to extended scrutiny. They both access static variables which
would be causefor issuing warnings. But f 2 isidentified asat hr ead_pr ot ect ed function and
therefore isimmune from this criticism. The onewarning issued is

Warni ng 459: Function ’fl1(void)’ whose address was taken has an
unprotected access to variable ’x’

12.7 Thread Unfriendly Functions

Functions that are inappropriate with some aspects of multi-threaded programs form five
categories of severity. Thisformulation wasinspired by severity ratings of hurricanes and, like
hurricanes, the higher the number the more severe the function.

Category 1: A function is considered category 1 in a multi-threaded (M T) program if, when
called from more than one thread, each call needs to be made from a protected region (i.e., a
critical section).

Category 2: A function is considered category 2 if it belongs to a group of functions such that
whenever two members of this group are called from two different threads, all calls to this group
need to be made from a protected region.

Category 3: A function is considered catgory 3 if every call on such afunctioninan MT
program needs to be made from a protected region.

Category 4: A function is considered category 4 if it may not be called from a prescribed subset
of the threads.

Category 5: A function is considered category 5 if it may not be called at all. These have been
identified in the literature as MT illegal (see [31] Table 12.1).

12.7.1 Thread Unsafe Functions (Category 1)

A function is considered thread unsafe (more commonly called’MT unsafe’; seefor example
[31], Chapter 12]) if it cannot be used concurrently from two different threads without the
protection of a mutex lock. Thisis Category 1.

Generally the function in question is an external function. The reason the function isunsafeis,

presumably, that there are static data structures that are manipulated by the function but since the
function’s source code is not available, it needsto be identified explicitly.
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However the function does not have to be external. A fully defined function can be indicated as
being unsafe and all the cautionary warnings will still be issued.

You can identify functions that are thread unsafe by the semantic
-sem( function-nanme, thread_unsafe )

And although the need for thisis not yet apparent, you may identify functions as thread safe by a
similar semantic:

-sem( function-nane, thread _safe )

Thiswill be useful when you are using an option, yet to be discussed, that indicates that every
function within a header isthread unsafe. See +t hr ead_unsaf e_h in Section 12.7.4 Header
Options.

Consider the following example:

[/1int -sem f, thread_nono )
/11int -sem g, thread unsafe )
/[11int -sem h, thread unsafe )

void g();
void h();

void f()
{ 9(); h(); 1}

int main()

{7/ ....* 9(): }

Herenmai n() andf () arethreads; functionsg() and h() are both thread unsafe. None of the
callsare protected. Warning 460 isissued whenit isobserved that an unprotected call ismadeto
g() from both threads. Warning 460 is not issued for thefunction h() sinceitiscalled from
only one thread.

However, Info 847 will be issued alerting the user to the fact that thread unsafe functions, h()
and g() , areinvoked with unprotected calls. If h() isconsidered Category 3, thecall toh()
should be placed in acritical section. Otherwise the message can be inhibited for this function (or
all functionsiif there are no Category 3 functionsin the program).

If f() wereathread but nott hr ead_nono so that multiple copies of the thread could exist, then
Warning 460 would be issued for function h( ) .

If either call to g() were protected (but not both) Warning 460 would still be issued for g( ) .

Thisfollows from the principle that no thread is permitted to have unrestricted accessto any static
dataif accessismade from two or more threads.
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12.7.2 Category 2 Functions

An oft-occurring situation iswhen several external functionsin alibrary (think st di o. h) access
acommon pool of data and where thread safety was not part of the library design. Such functions
typically can be accessed by one thread even on an unprotected basis without harm. However if
another thread accesses any of the functionsin the group, then al calls to any member of the
group from any thread must be made in a thread protected region. This precisely follows our
definition of a Category 2 function. It might be argued that a category 1 function isjust a category
2 function with agroup of size1. True, but when it comes to discussing optionsinvolving headers
and directories the categorization will be useful.

Category 2 groups of functions are quite common and the usual techniqueis to designate one
thread as the thread that will access the library. If any other thread calls upon the services of the
library, such calls will be detected.

To successfully analyze calls to such libraries, the notion of a group of functionsisrequired. The
semantic that specifiesthat afunctionist hr ead_unsaf e isextended to include an optional
group identification. For example, the option:

-sem( x, thread_unsafe(xyz) )

specifiesthat x isamember of the xyz group where’xyz’ isan arbitrary name to designate the
group. There are presumably other functions that will use the same group id.

Consider the following example:

/[/1int -sem f, thread_nono )
/[/1int -sem g, thread_nono )
/[11int -sem x, thread_unsafe(xyz) )
/[11int -sem y, thread_unsafe(xyz) )
/[/1int -sem z, thread_unsafe(xyz) )

void x();
void y();
void z();

void f()
{ x(O); vyO; }

void g()
{ z0); }

Here, two threads that are presumed not to have multiple instances of themselves

(t hr ead_nono) invoke members of asingle group (the xyz group). Warnings are issued for
each pair of functions from the xy z group that are called from different threads. For example, a
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warning isissued on the call to function z() becausez() iscalled from adifferent thread but is
inthesamegroup asx() andy() and none of the calls are made from a protected region. There
are also Informational messages (847) about the unprotected calls to thread unsafe functions.

12.7.3 Category 3 Functions

To detect abuses of Category 3 functions you need to enable Info 847 for that function. By
default Info is already activated so it would seem that you would have very little to do.

But this means that an 847 would be issued whenever any function were called from an
unprotected region. Thisis presumably not what you would like to have happen.

The solution is to use the option sequence:
-e847 +esym( 847, cat 3func )
where cat 3f unc is, of course, one of the category 3 functions you want to detect.

Note that as of thiswriting there is no other way to designate a function as Category 3.

12.7.4 Header Options

Thread safety (or the lack thereof) of functions can also be designated by the header files that
contain declarations for them. In a process analogous to thetriplet of options! i bcl ass, | i bdi r
and | i bh to specify the set of headers that are library, thereisa similar triplet of optionsto
specify thread safety.

The option:

+t hread_unsaf e_h( header-nane )

specifiesthat all the functions declared in the given header (not otherwise specified with the - sem
option) are thread unsafe. Thisis category 1 thread safety. That is, no grouping isimplied.

By contrast

+t hr ead_unsaf e_group_h( header-nane )
specifiesthat al the functions declared in header - nane are thread unsafe and also belong to the
same group whose name isthe same as header - nane. That is, the functions become category 2
functions.

Multiple headers can appear in category 2 options such as, for example,

+t hread_unsafe_group_h( stdio.h, stdlib.h)
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This specifies that all the functions declared within either of the two headers belong to a group
whose name is

"stdio.h,stdlib.h"
12.7.5 Directory Options
The option:

+t hread unsafe dir( directory-nane )
specifiesthat all headers found in the named directory (unless otherwise specified) are category 1
headers. That is, al functions declared within the headers are category 1 functions and belong to
no group.
This can be overridden in anumber of ways. An option of the form

-thread _unsafe_h( header-nane )

indicates that the named header is not thread unsafe even if it werefound inadi r ect or y- nane
of a+t hread_unsaf e_di r option. On the other hand, the option

+t hr ead_unsaf e_group_h( header-nane )

overridesthe +t hr ead_unsaf e_di r option for the particular header making that header
category 2.

The option
+t hread _unsafe_group_dir( directory-nanme [, directory-nane ] ... )

specifiesthat the files found in the directories are each category 2 and all are under the same
group name formed by the obvious comma-separated concatenation of directory names.

By contrast:
+t hread _unsafe _group_dir( directory-nane (*) )

notethetrailing (*) -- will designate that each header found is a category 2 header with agroup
name equal to its own name.

12.7.6 Thread Unsafe Classifications

The most general option (but one capable of being overridden by the previous two) is of the form:

+t hread unsafe class( identifier [, identifier ] ... )
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The available identifiers are as follows:

al | -- All headers arethread unsafe. That is, al functions declared in headers are
considered thread unsafe.

ansi -- All standard C headers are thread unsafe (see Section 6.1 LibrariesHeader Files
for alist).

angl e -- All headers specified by angle brackets are thread unsafe.

f orei gn -- al headersthat are found viaasearch list (-i option or | NCLUDE
environment variable) are thread unsafe.

In each case the degree of thread unsafety is category 1. By contrast, the option:

+t hread_unsafe_group_class( identifier [, identifier ] ... )
designates category 2. Theidentifiers allowed are those listed above for the
t hread_unsafe_cl ass option. The category 2 group name isthe identifier itself with priority
givento ansi , angl e, forei gnandal | inthat order. For example

+t hread_unsaf e _group_cl ass( angle, all )

will place all headers included with angle brackets in the group named angl e and will place all
other headersintheal | group.

12.7.7 Prioritiesin Thread Unsafety
To determine the thread safety of aparticular function, f , the following steps are taken:

(2) If asemantic for f isgiven specifying either t hr ead_saf e ort hr ead_unsaf e with or
without a group name, this determines whether or not f is thread safe and in which group it lies.

(2) Otherwiseif f isdeclared in a header file and that header file had been designated by the
+t hread_unsaf e_group_h optionthenf ist hread_unsaf e category 2 and the group name,
if not previoudly given, istaken from the option.

(3) Otherwiseif f isdeclared in a header file and that header file had been designated by the
+t hr ead_unsaf e_h option, thenf ist hr ead_unsaf e category 1.

(4) Otherwiseif f isdeclared in a header file and that header file had been found in adirectory

designated by the +t hr ead_unsaf e_gr oup_di r option, thenf ist hread _unsaf e category 2
and the group name, if not previously given, is taken from the option.
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(5) Otherwiseif f isdeclared in a header file and that header file had been found in a directory
designated by the +t hr ead_unsaf e_di r option, thenf ist hread_unsaf e category 1.

(6) Otherwiseif f isdeclared in a header file and that header file satisfies one of the
classifications of the +t hr ead_unsaf e_group_cl ass optionthenf ist hr ead_unsaf e
category 2 and the group name is the most specialized of the classifications.

(7) Otherwiseif f isdeclared in a header file and that header file satisfies one of the
classifications of the +t hr ead_unsaf e_cl ass option, thenf ist hr ead_unsaf e category 1.

12.7.8 Category 4 Functions

A function may be identified asa Category 4 function by using the semantict hr ead_not ( | i st
) orthread_only( |ist) whereineachcasel i st isacommaseparated list of thread names.
If athread appearsinat hr ead_not list then that thread may not invoke the function. By
contrast, if athread does not appear in at hr ead_onl y list then that thread also may not invoke
the function.

This prohibition from use extends even to thread protected regions.
Consider the following example:

[11int -sem f, thread )

//1int -sem g, thread )

[11int -sem a, thread not(f) )

[11int -sem b, thread _only( g, main ) )
/[/1int -sem c, thread protected )

void a();
void b();
void c()

Heref (), asathread, invokes (directly or indirectly) a(),b() andc(). A messageisissued for
a() sincethesemantict hr ead_not (f) explicitly excludesthread f (). A messageisaso
issued for b() sinceb() may be used only withing() or nai n() .

You would not normally use both thet hr ead_not semantic andthet hr ead_onl y semantic for
the same function.
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Note that the call upon b() ismade from a protected region. Unlike Categories 1 through 3,
protecting the call does not eliminate the message.

12.7.9 Category 5 Functions

Since afunction in this category is not to be used at all you can employ the deprecate option (see
- depr ecat e). For example, if function cr ash isnot to be used at al use the option:

-deprecate(function,crash, Ml ill egal)
Alternatively, and, perhaps, preferably, you may usethet hr ead_not semantic. Thus
-sem( crash, thread_not )

will have the effect of producing Warning 462 when cr ash iscalled. This has the benefit of
providing you with the name of the thread that isinvoking cr ash.

12.8 Thread L ocal Storage

Thread Local Storage (TLYS) is storage that is allocated separately for each thread initiated.
Referencesto TL S data do not require locks or critical sections.

Two syntactic forms are recognized.
12.8.1 thread

Thereserved word __t hr ead can be used as a modifier to identify avariable as having thread
local storage (TLS). E.g.

__thread int n;
identifies n as being thread local. The reserved word needs to be activated with:

+rw( __thread)

12.8.2 declspec(thread)

The declaration:
__decl spec(thread) int n;

will declare n to be thread local.
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12.9 Atomic Access

12.9.1 Atomic Operations

An atomic operation on datais one which, once started, will not be interrupted (by the hardware)
until completion. In this section we will describe how a programmer can designate that |oads and
stores of sometypesare atomic. It isthe programmer’sresponsibility to know which types can be
loaded and stored atomically.

For example, let n be a 64 bit integer emulated in software by two 32 bit integers. A load of the
64-bit integer may consist of a pair of machine instructions that each load 32 bits. Typically an
interrupt can occur between these parts of the access and, hence, the 64-bit integer is not atomic.

Suppose, for example, we attempt to execute:
X = n;

inthread A and that the read of n isindeed interrupted. Suppose further that another thread B is
writing ton. It would be possible to assign to x avalue consisting of aportion of n before the
write (by thread B) and a portion of n after the write. It is often the case that either value for n,
either the one before the write by thread B or the one after the write by thread B would be
perfectly OK. What is not OK would be thisill-formed combination. Thereisamoviecalled
"The Fly" which provides an especially evocative analogy.

Any operation consisting of multiple machine instructions will generally be non-atomic. There
are also operations consisting of a single machine instruction that are not atomic. For example,
block move instructions are often designed to be non-atomic. In such cases, machine registers
(that are saved and restored by interrupt processing) are used to hold the partial state of the move.

By default, we assume that values are read and written non-atomically. If avariableisread by
thread A without a mutex lock and the same variableis written by thread B (even with a mutex
lock), Warning 458 will beissued. However, if it is given that the variable can be read
atomically, no warning need be issued. Since setting a mutex lock can be expensive (especialy
compared with aload) this can represent a significant speed improvement. By contrast, if threads
A and B write to the same variable, even if the variable is considered atomic, awarning (457)
will still be issued.

A variable is often not avalue to be used in isolation but rather is correlated with other values.
For example, the count of the number of entries of an array is correlated with the content of the
array. Doesit make sense to declare access to the count an atomic operation? Actualy, yes. Ina
producer-consumer situation, the consumer may want to do a quick check to seeif the count is not
zero and, if so, enter a protected region where it can remove an item.

So far, so good; but suppose the consumer is accessing the count to compare it with the last one
that it consumed. Herethe count is not just a binary value (zero or not) but isavaueto be
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compared. If the producer from its protected region is writing the count concurrently with the
consumer reading the count, the count has to be written atomically. Otherwise the reader will be
reading a value that is half old and half new with possible del eterious consequences.

Thus avariable declared to have a type that is deduced to be atomic must not only be read

atomically, it must also be written atomically, if the variable is correlated with other valuesand is
not just Boolean.

12.9.2 Atomic Types
The following option enables you to identify which types are considered atomic.
-atom c( type-pattern )

Any variable whose type matches the type-pattern will be considered atomic. An (atomic)
t ype- patt er n can be any of the following:

1) anunqualified scalar type; thiswill match the same scalar type with the possible addition of
qualifiers.

E.g.-atomi c(int) matchesint const butnoti nt*.
2) thekeyword any_t ype; thiswill match any type.
3) thekeyword any_scal ar ; thiswill match any scalar.

4) apointer to atype-pattern P; thiswill match apointer of any qualification to atype T provided
P matchesT.

E.g.-atonic(any_type *) matchesint*,int** andint **const butnotint.
5) atype-pattern qualified (on the right) by one of the keywords At oni ¢_, near or f ar. These
are called the atomic modifiers. Systemswhich support near and f ar pointers are the
exception rather than therule. You shouldn’t be using them to designate that atype isatomic
unless your compiler supportsthem. At oni c¢_ on the other hand isintended to be used even if
your compiler does not recognizeit. A pattern P modified by M will match atype T modified
by M provided P matchesT.

E.g.-atomi c(any_scal ar Atonic_) matchesint Atonmic_,int *Aton c_ and
int Atomic_ *Atomc_ butnotint Atomic_ *.

Quick Notes:

a) A scalar typeisany integra type, floating type, enum, or pointer.
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b) Thekeywordsany type andany_scal ar are keywords only for the duration of the

c)

d)

f)

-at om c option. They are never placed in the rest of your program.

The appearance of the - at omi ¢ option triggers the creation of the At oni ¢_ keyword that
serves as atype modifier. Thiscan be used in your programs. For example, given:

-atomc( any_type Atom c_ )
then
float Atom c_ Xx;

indicates that x isatomic. Your compiler, however, will not recognize this modifier and so
you will need something like the following somewhere in your code:

#i fndef _|int
#define Atom c_
#endi f

Asimplied above, for atypeto match at ype- pat t er n it must have the same or more
modifiers (in corresponding pointer levels) asthet ype- pat t er n. Again, the only modifiers
considered arenear, f ar and At omi c_.

For example:

/[/1int -atomc( int * Atomc_ )
[11int +rw( near )

/1

int * Atomc_ p; /1l atomc

int Atomc_ *q; /1 not atomc
int near Atomc_ *Atomc_ r; /1l atomc

int Atomc_ *Atom c_ near s; /1l atomc

int * Atom c_ const t; /] atomc

The - at omi ¢ option may appear in either an indirect file (a. | nt file) or in source code as
part of al i nt comment option. Indeed, for the option to refer to atype defined in the source
code it is necessary to place the option in the source code at some point after the type's
definition.

The argument to - at oni ¢ isactually processed twice. Thefirst timeiswhenthe optionis
seen at which time the patternis saved. The second timeis at the start of processing source
code at which time the pattern is compiled. This assuming the option is given before source
code isprocessed. If the option is encountered in alint comment the two steps are taken at
that time. But in no case is a saved type-pattern recompiled.
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g) Atomicity isnot lost when the type goes through a typedef. E.g.

[/lint -atomc( int Atomc_ )
typedef int Atom c_ Atomc

At om c X; /] variable x is an atom c int
h) Theoption-atoni c(any_type *)indicatesthat every pointer isatomic
Asafina example consider the following:

[/lint -atom c( unsigned char )
unsi gned char vol atile ch;
unsi gned char f()
{ return ch; }
void g()
{ ch =0; }

In the above code, the - at onmi ¢ option designates that the typeunsi gned char and all its
qualified variants are atomic. Therefore, ch will be considered to be read atomically. This
implies that in amultithreaded environment, wheref () and g() can be called from two different
threads, g() will haveto beinvoked from athread protected region. But f () can befreely called
by any thread at any time.

But suppose you don't want vol at i | e charactersto be considered atomic. Under these
circumstances it is better to use the At omi c_ qudlifier.

/[/1int -atom c( unsigned char Atomc_ )
unsi gned char vol atile ch; // not atom c
unsi gned char Atomc_ atomc_ch; [/ atomc

12.10 Declar ative M ethods

It is possible to use declarative mechanisms to guarantee coincidence of purpose between data
(shared among multiple threads or not) and function (thread safe or not).

It so happens that there are a number of old modifier flags that can be used for this purpose. One
such isthe keyword 'f or t r an’. Thiskeyword is normally not active. When it was active,
compilers would use the modifier as a clue to employ afortran-like calling sequence for any
function so designated. Lint would ssimply ignore these intended semantics and restrict its usageto
ensuring that declarations would be consistent with respect to this modifier. For example, you
wouldn’'t want to pass a pointer that points to a Fortran function to a pointer that points to a non-
fortran function. These simple type-qualification semantics can be used as the basis for anew
keyword, inthis case’ Shar ed’.
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For example:

/[1lint -rw asgn(Shared,fortran)

struct X { void f() Shared; void g(); ... };
X Shared a;

X b;

af(); Il K

a. g(); /1 Error

b.f(); Il Error

b.g(); Il K

In this example a is shared among several threads. x: : f () knows how to deal with the multiple
thread situation. X: : g() doesnot. So clearly a. g() isan error. Onthe other hand, b is not
shared. Presumably it would be amistaketo invokeb. f () because the costly mechanism of
mutex locking embedded within X: : f () isnot necessary.

Using functions rather than member functions we can obtain the same effect.

//1int -rw asgn(Shared, fortran)
struct X { ... };

void f( struct X Shared * );
void g( struct X * );

struct X Shared a;

struct X b;

f( & ); [l XK
g( &a ); /'l Error
f( & ); /'l Error
g( &b ); [l OK

In additionto 'f or t r an’ there are anumber of other old modifiers that could be employed
including:  ’'pascal ’,’_fastcal | ',and’_I| oadds’.

Any such modifier that is used in the formation of atype will be embedded within that type when
the typeisdisplayed for diagnostic purposes. The namethat isused by default will be the original
gualification name. This namewill be overridden when the - r w_asgn option assigns a modifier
to some new name.
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13. OTHER FEATURES

13.1 Order of Evaluation

Expressions whose value depends on the order-of-evaluation are flagged with Warning 564 or
864. Thisisavery famous (or infamous) problem with C/C++ but very few compilers will
diagnoseit. Ingenera, the compiler is not obligated to evaluate expressions left-to-right or
indeed in any particular order. For example,

n++ + n

isambiguous; if the left hand side of the binary + operator is evaluated first, the expression will be
one greater than if the right hand side is evaluated first. Some other, more common examples are:

ali] = i++;
f( i++ n +1i );

In thefirst case, it looks as though the increment should take place after computing the array
index, but, if the right hand side of the assignment operator is evaluated before the left hand side,
the increment is done before the index is computed. Although assignment looks as though it
should imply an order of evaluation it doesnot. The second example is ambiguous because the
order of evaluation of argumentsto afunction is not guaranteed. The only operatorsthat imply an
order of evaluation are Boolean AND (&&), Boolean OR (| | ), conditional evauation (?: ), and
the comma operator (, ). Hence:

if( (n=1f()) & n > 10 )
works as expected and you don't get awarning, whereas:

if( (n=1f() &n > 10)
will elicit a message.
In general, for every binary operator that does not have an implied order of evaluation, the set of
variables modified or potentially modified by each side is compared with the set of variables
accessed by the other side and an appropriate messageisissued for each common member. Under
the control of an option called the References - Modify flag (Flag f r m) variables may be
considered modified if they are passed to a function whose argument is a non-const reference or a

non-const pointer.

Volatile variables and functions are subject to added scrutiny. See Section 13.5 volatile Checking
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When an object is passed to areference to a non-const or when a pointer to the object is passed to
apointer to anon-const then the object is potentially modified. If that object isused elsewherein
the same expression without an intervening sequence point, a potential order of evaluation
problem occurs. For example:

int g( int );

int h( int &);

int f( int k)
{
return g(k) + h(k); /!l Info 864
}

Herethe call to h() could occur either before or after the call to g() with presumably different
results.

The same considerations apply to passing the address of avariable to a function.
int g( const int * );

int h( int *);
int f( int k)

{

int m=g9g( & ) + g( & ); [/ no warning
return g(&m + h(&m; /1 Info 864

}

Message 864 is of special interest to object programming. For example:

void f( int, int );

class X { public: int bunmp(); int k; };
X X

f( x.bum(), x.bump() ); [/ Info 864

Member functions that are declared const can be used repeatedly in the same expression. For
example:

class X { public: int bunp(); int get() const; ... };
X X

int n = x.bump() - x.get(); /1 Info 864

n = x.get() + x.get(); /1 no nmessage

The message is also extended to cover member function calls where the object is pointed to by a
variable. For example:

class X { public: int bunp(); int get() const; ... };

X *p;
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int n = p->bunp() - p->get(); /1 Info 864
n = p->get() + p->get(); /] no nessage

Message 591 can uncover seemingly innocent uses of global variableswhich arein fact
dependent on the order of evaluation. For example, using 2 passes,

extern int n;

void f() { n++; }

int g() { f(); return 1; }

int h() { returnn + g(); } /1 \Warni ng 591

In this example it makes a difference which side of the + operator is evaluated first. If the
function g() were called first you get aresult that is one greater then if variable n were evaluated
first.

13.2 Format Checking

PC-lint/FlexeLint completely checksfor pri nt f and scanf (and family) format
incompatibilities. For example,

printf( "%-c", ..)

will draw awarning (566) because the plus flag is only useful for numeric conversions. There
are over a hundred such combinations that will draw this warning and compilers do not normally
flag the inconsistencies. Other warnings that complain about bad formats are 557 and 567. We
follow the formatting rules established by ANSI/ISO C.

Perhaps more importantly we also flag arguments whose size is inconsistent with some format
(Warnings 558, 559, 560 and 561). Thus, with % format, both integersand unsi gned i nt
are alowed but not doubl e and not | ong if these are larger thani nt . Similarly, scanf type
formats require that the arguments be pointers to objects of the appropriate size. If only the type
of the argument (but not its size) isinconsistent with the format character, Warnings 626 or 627
will be given.

The- printf and - scanf optionsallow auser to specify functions that resemble a member of

theprintf orscanf family. Also-printf code and-scanf _code can be used to describe
non-standard %codes. See Section 5.7 Other Options

13.3 Indentation Checking

Indentation checking can be used to locate the origins of missing left and right braces. It can also
locate potential problemsin a syntactically correct program. For example, consider the code
fragment:
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if( ..)
if( ...)

st at enent
el se st atenent

Apparently the programmer thought that the el se associates with thefirsti f whereasacompiler
will, without complaint, associate theel se withthesecondi f . PC-lint/FlexeLint will signal that
the el se isnegatively indented with respect to the second i f .

There are three forms of messages; Informational 725 isissued in the case where thereis no
indentation (no positive indentation) when indentation is expected, Warning 525 isissued when a
construct isindented less than (negatively indented from) a controlling clause, and 539 isissued
when a statement that is not controlled by a controlling clause is nonetheless indented from it.

Of importance in indentation checking is the weight given to leading tabs in the input file.
Leading tabs are by default regarded as 8 blanks but this can be overridden by the - t # option.
For example - t 4 signifies that atab isworth 4 blanks (see the - t # option in Section 5.7 Other
Options).

Recognizing indentation aberrations comes dangerously close to advocating a particular
indentation scheme; this we wish to avoid. For example, there are at least three main strategies
for indentation illustrated by the following templates:

if(e) {

statenents

}
if( e)
{
st at enent s
}
if( e)
{
st at enent s
}

Whereas the indentation methods appear to differ radically, the only real differenceisin the way
braces are handled. Statements are always indented positively from the controlling clause. For
this reason PC-lint/FlexeLint makes what is called ast r ong check on statements requiring that
they be indented (or elsea 725 isissued) and only aweak check on braces requiring merely that
they not be negatively indented (or else a525 isissued).

case, and def aul t undergo aweak check. This means, for example, that
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switch()
{
case 'a'
br eak;
defaul t:
br eak;

}

raises only the informational message (725) on the second br eak but no message appears with
thecase and def aul t labels.

Thewhi | e clause of ado ... whi | e(e); compound undergoes aweak check with respect to the
do, and an el se clause undergoes aweak check with respect to its corresponding i f .

Anel se if () construct onthe same line establishes an indentation level equal to the location of
theel se notthei f. This permits use of the form:

i f0)

st at enent
else if()

st at enent
else if()

st at enent

el se
st at enent

Only statement beginnings are checked. Thus a comment can appear anywhere on aline and it
will not be flagged. Also along string (if it does not actually begin a statement) may appear
anywhere on the line.

A label may appear anywhere unlessthe +f i | flag isgiven (Section 5.5 Flag Options) in which
case it undergoes aweak check.

Message 539 isissued if a statement that is not controlled by aloop isindented from it. Thus:

while (( n >0 );
n="f(n);

draws this complaint, as well it should. It appears to the casual reader that, because of the

indentation, the assignment is under the control of the whi | e clause whereas a closer inspection
revealsthat it is not.
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13.4 const Checking

const isfully supported. We recommend that you incorporate the use of const inyour
programming style as there are several unexpected benefits from using this keyword. Consider
the program fragment:

char *strcpy( char *, const char * );
const char ¢ = "a';
const char *p = &c;

void main()

{
char buf[100];

c ="'b";
*p:'C';
strepy( p, buf );

Thiswill draw four separate messages. Clearly ¢ and * p, sincethey areconst should not be
modified (Error 111). Also, passing p asafirst argument to st r cpy drawsawarning (605)
because of an increase in pointer capability. Finally, passing buf asthe second argument draws a
warning (603) because buf hadn't been initialized and a function expecting a pointer to aconst
value will not do the initialization.

If your compiler does not support const you may wish to use:

#ifdef _lint

#defi ne CONST const
#el se

#defi ne CONST

#endi f

at the head of your source code. Then use CONST rather than const throughout.

13.5 volatile Checking

vol ati | e hasonly modest error checking properties. A warning isissued when avariable
declared vol at i | e isused twicein the same expression (order of evaluation problems) and
declarations containing the keyword are checked for consistency. A warning isissued when
pointers declared as pointing indirectly tovol at i | e objects are used indirectly twicein the same
expression and when functions declared to return vol at i | e values are called twice in the same
expression. (They receive Warning 564). For example:
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volatile char *p
vol atile char f();

n
n

(f() << 8) | f(); /* \Warning 564 */
(*p << 8) | *p; /* \Mrning 564 */

The reason thewarning is given isthat it is presumed that each access of avol ati | e object or
function produces a potentially different value and that the order of evaluation cannot be
guaranteed.

You may declare functionsto bevol at i | e if they have side effects such as returning the next
character of an input stream or global string. A pointer may be pointing toavol ati | e object if
itis used for memory mapped I/O. If your compiler doesn't support vol ati | e, you may want to
hide this from your compiler using the method described for const (See Section 13.4 const
Checking).

Alternatively, to turn off vol at i | e checking you may use the option:

-dvol atil e=

13.6 Prototype Generation
The following option is useful for migrating from K&R C to ANSI/ISO C/C++.

-od[s][i ][f ][wi dt h](fi | enane)
outputs declarationsto f i | enane and isfrequently employed to generate a set of prototypes for
the functions defined within amodule. If +od rather than - od isused, output is appended to
filenane. For example:

lint al pha.c -od(al pha.h)
produces a header file to be #i ncl ude’ d by routines that use the services provided by al pha. ¢
A prototype will be generated for functions defined "old-style" asin:

int f(x) int x; {return x;}
aswell asfor functions defined "new-style" asin

int f(int x) {return x;}

The same prototype, i.e.,
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int f(int);

isgenerated in each case. If thereis a clash between the declaration and the definition, the
definition wins. Thisisto make it possible to regenerate header files. If the variable-arguments

flag
+fva

has been set for the function when declared or defined, then no list of parameter typesis
generated. Thus

[*lint +fva */
int f();
[*lint -fva */
int f(int x) {return x;}
resultsin:
int f();
being generated. If alimit on the number of arguments to be checked is provided asin:
[*lint +fval */
int g();
[*lint -fva */
int g(x,y) int x,y; {return x+y;}
then the output of the - od file will contain:
int g(x,...);
- odi (static functions)
Prototypesfor st at i ¢ functions (i.e., functions with internal linkage) are not automatically
generated with - od. Thisis consistent with the idea that prototype output is intended for
inter-module communication. To get prototypesfor st at i ¢ (Internal) functions, aswell as
external objects, use: - odi (fil enane).

- odf (only functions)

If f isspecified asin - odf , output is limited to functions (no data declarations).
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- 0ds (structs)

Consistent with the idea that you are starting with a program that already is properly header'ed, so
that different modules already "see" all the st r uct, uni on and enumthat they need, we do not
normally generate definitions of these objects as part of - od, If you want them, use
-ods(filenane).

- odwidth

Prototypes are broken (with a new-line character) after spaces, commas and semicolons whenever
the current width exceeds the specified wi dt h (default width is 66).

Precautions with Prototypes

Prototypes do not play just the passive role of enabling compilers and lint processors to more
intelligently diagnose errors. They also play an activerolein silently converting arguments.
Message 747 will detect flagrant conversions. You may also want to detect subtle conversions by
turning on Elective Notes 917 and 918 (with the options +e917 +e918).

typedef Typesin Prototypes

It is possible to produce prototypes containing t ypedef names. See Section 9.9 Strong Types
and Prototypes

13.7 Exact Parameter Matching
Note: This section deals only with old style (non-prototype) function calls.

Types of function parameters are not always taken literally. If a parameter istyped array, for
example, thisis considered a stylistic way of indicating pointer. With old-style function
definitions, parameters of type char, unsi gned char, short,unsi gned short,andf | oat
are quietly promoted for the purpose of matching up with arguments. (However, for subsequent
use within the function the origina type is used). For example:

int f( ch, sh, fl, a)
char ch;
short sh;
float fl;
int a[10];
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isthestart of an old-style function definition (i.e., adefinition that does not place type information
between the parentheses). For the purpose of detecting type conflict, PC-lint/FlexeLint will
promote thetypesof ch andsh toi nt ,f| todoubl e, anda to pointer toi nt . If, for example, a
char argument is passed asthefirst argument to f () thisargument is also promoted by the rules
of Ctotypei nt sothat no mismatch is reported.

But it can be argued that some valuable type informationislost inthisway. If ani nt is
accidentally passed asfirst argument to f () the mismatch would go unreported. For this reason
several flags are available to inhibit the usual promotion rules for parameters of this type:

+f xa eXact Array matching
+f xc eXact Char matching
+f xf eXact Float matching
+f xs eXact Short matching

These flags are effective only if the formal parameter is the one that is normally promoted.
Consider

char ch;
int g(i)
int i;
{ ...}

...g( ch);

Here, the actual argument ch is considered matched against the formal parameter i evenif the
+f xc flag isset. On the other hand passing ani nt to the first argument of f () (previous
example) would be flagged.

With exact array matching, for example, only an array of 10i nt 'smay be passed asfourth
argument to function f () (previous example). Pointers may not be passed to array parameters
but, as indicated above, array arguments may be passed to pointer parameters.

With char andshort exact matching, the argument must be the exact type declared or a
compatible constant. However, if the argument is an expression involving an operation other than
the conditional (?: ), the operation is assumed to be carried out with at least i nt precision. It will
not match achar orshort parameter.

To be compatible with a parameter typed char or shor t , constants need to be able to fit within
the type without loss of precision. For example, 0 iscompatiblewith char andshort aswell as
withi nt .

When PC-lint/FlexeLint encounters calls to a function before seeing a definition (or a prototype)
thereisadight problem. For example, if it sees:
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f( 513, '"a'" );
1.‘.(.‘b‘, 814 );

Then what should PC-lint/FlexeLint record with regard to the arguments being passed to f () ?
Remember that no error should be reported if the parameters are subsequently discovered to be
typedi nt . A worst case argument is saved, i.e., onethat will match the fewest subsequent types.
In this case it will berecorded that f () had been passed two i nt 's. If the definition:

void f( i, ¢)
int i;
char c;

{ ...}

islater discovered, then a mismatch isreported for the 2nd parameter. Unfortunately the position
information of the offending argument will be lost because the information about the arguments
had been derived from two different places. You will see"location unknown" in the message. If
you can't find the position by just searching, reorder the modules so that the definition appears
first. 1t may be more convenient to place atruncated definition in adummy module before all the
other modules. You'll get aduplicate definition, but who cares?

The +f xc and +f xs options may be useful if you are matching old-style function definitions with
new-style prototypes. For example:

voi d g(char);
void g(c) char c; { ...}

is considered erroneous by PC-lint/FlexeLint since by the rules of ANSI/ISO the first char does
not get promoted but the second one does. On the other hand, if the second char is changed to
read i nt then the Microsoft compiler reports a type mismatch. Perhapsthisisfair since
ANSI/ISO C considers both sequences to be erroneous since a new-style prototype is being
mixed with an old-style definition. A way to get around this difficulty and still retain the old-new
confrontation is to use the +f xc.

Note: although lint does not complain about the argument difference it will complain because
g() isretyped (type difference = promotion). To get lint to completely ignore this, it is necessary
to also usethe option: - et d( pronoti on).

With f | oat exact matching the considerations are similar to the case of char and short exact
matching. Only constantsthat aref | oat (suchas1. 2f ) are considered compatible with a

f1 oat parameter. The previously cited PC-lint/Microsoft conflict does not occur withthef | oat
type so that the use of +f xf may not be as compelling as with the other flags.
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13.8 Weak Definials
Theweak definial s consist of the following:

macro definitions

t ypedef names

declarations

st ruct, uni on and enumdefinitions and members
t enpl at e names

They are compile-time entities and for thisreason, perhaps, they are not used as carefully or as
scrupuloudly as run-time objects. Their definitions may be redundant or may lay around unused.
Sometimes they are defined inconsistently across modules. Because they are only compile-time
entities, they are referred to as 'weak'. The word 'definial’ means simply that which is defined. It
has the benefit of no prior use and hence semantic neutrality in C/C++. Where thereisno
possibility of confusion, we will use the word 'definial’ as an abbreviation for the term 'weak
definial'.

The weak definials are important because they represent those entities normally placed into
header files to provide communication for the many modules that comprise a program. To
determine whether a header file is unused or not depends upon whether any of its weak definials
have been used.

Informational messages in therange 749-769 and 1749-1769 are reserved for the weak
definials. PC-lint/FlexeLint is able to report on unused header files (766), definials within
(non-library) header filesthat are not used (755-758, 768, 1755), non-header definialsthat are
not used (750-753, 1750), redundant definials (760-763) and conflicting definials.

If you run lint on some previously unlinted source code, you may well want to turn these
messages off. However, if you want to see just header anomalies, you might try:

lint -wl +e749 +e?757? +e?767? ..

13.8.1 Unused Headers

Whether a header fileisused or not depends on whether any of its definials have been used by any
file other than itself or the set of filesin the same gr oup. A group of headersis defined below.
For now assume a group contains just the file itself. For example, let the complete contents of
hdr . h be:

typedef int | NT;
extern INT f();
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Assume a single module includes this header file but makes no use of either f or of | NT. The
definial I NT would be considered used by virtue of its appearance within the declaration of f and
f would be reported unused. The header filewould be reported unused by the module because the
only use of any of its definials was a self reference, areference to | NT from within the same
header file. If the declaration of f were removed, then | NT would be reported as unused and

hdr . h would also be reported as unused.

Consider the following example:
hdr. h:

typedef int | NT;

al pha. c:

#i ncl ude "hdr. h"
typedef int | NT;
INT x = 0O;

Isthe definial I NT within hdr . h being used or not? Isthe header file hdr . h being used? Since
we have two identical declarationsfor | NT it ishard to say. What we do in this caseis report that
thesecond t ypedef isredundant. Wethen act asif the second never appeared and so the header
file appears to have been used. If thesecond t ypedef were adifferent type, an error would be
reported, and thefirst t ypedef would be considered unused.

A group of headersisdefined by a#i ncl ude at the module level and contains the included
header and all other headers directly or indirectly included by that header. It isimportant to note
that the base of agroup is aheader directly included by a module.

Consider an example where nodul e. ¢ includesgr oup. h, which, in turn, includeshdr 1. h and
hdr 2. h. If hdr 2. h uses something out of hdr 1. h thisis not considered a module use since both
headers lie in the same group (consisting of gr oup. h, hdr 1. h and hdr 2. h). If nodul e. c
makes no other reference to any item in the group you will receive amessage (766) header file
not used for gr oup. h (i.e. the base of thegroup.) You will not normally receive a message about
the subheaders hdr 1. h and hdr 2. h not used (thisis available as Elective Note 966).
Experience has shown that programmers are much more interested in eliminating #i ncl ude
statements at the module level. Modifying headers themselves may be unwise owing to the
variety of contexts in which headers are used.

Inasimilar vein, if nodul e. ¢ uses something from, say hdr 1. h, but nothing from gr oup. h,
gr oup. h isnonetheless considered used and 766 isnot issued. You canlearnthat gr oup. h was
not used directly by enabling Elective Note 964 but thisfact isnot normally very interesting asit
would require a rearrangement of header information to exploit.
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If rodul e. ¢ includes another header gr oup2. h, then any reference to an element of gr oup. h
by this new header, lying as it does in some other group, is considered areference by the module
and serves to suppress 766 for gr oup. h.

13.8.2 Removable from Header

A special message (759) isissued for objects declared in headers but then not referenced outside
the module that defines them. (This message is automatically suppressed if thereis only one
module being processed). If adeclarationisused by only one module, it can be removed from the
header file thereby reducing its size. Header files have a tendency to become big and fat;
compilers are aways indicating when something has to be added but hardly ever indicate when
something can be deleted; this produces uni-directional growth. Message 759 isintended to
combat this tendency.

13.8.3 static-able

A related message (765) isthe identification of al objects that are 'file-scopabl€'; i.e., externa
objects that may be tagged st at i ¢ and hence not placed into the pool of external names. A
programmer may not at all be interested in making everything st at i ¢ because modern
debuggers sometimes depend critically on such external symbols. However you may wish to
employ the following technique:

#if debug && !'defined(_lint)
#defi ne LOCALF

#defi ne LOCALD extern

#el se

#defi ne LOCALF static
#define LOCALD static

#endi f

LOCALD stands for local Declaration.
LOCALF standsfor local deFinition.

These are used as:
LOCALD doubl e func();
LCCALF doubl e func() {return 37.5; }
For debugging (and provided we are not running PC-lint/FlexeL int) the function f unc is external

and its name is available to the debugger. Otherwiseitismadest ati c. The macros provide
good documentation and PC-lint/FlexeLint enforces compliance.
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13.9 Unix Lint Options

Thefollowing options are available for compatibility with other static analyzers, in particular with
theoriginal Unix | i nt . They may be embedded within C/C++ source code, where they appear as
acomment. They are all of theform:

/* Optional -blanks Keyword Optional-Dblanks */

/* LI NTLI BRARY */
Thisisequivalentto/*lint -library */. SeeSection6.2 Library Modules
| * ARGSUSED */

Inhibits complaints about function parameters not being used for the duration of asingle
function. Itisplaced just before afunction definition and is equivalent to:

-efunc(715, function-nane)
/* VARARGS[ N] */

When this option is placed before a function declaration (or definition) it has the effect of
[*lint +fva[ N] */ forjust onefunction. Like ARGSUSED, it has an automatic reset feature.

NOTREACHED */
Thisoptionisequivalentto/ I i nt -unreachabl e */
[* NOSTRI CT */
Thisinhibits certain kinds of strict type-checking for the next expression. The type
differences that are relaxed are those denoted asnoni nal , si gned/ unsi gned,
el lipsis,promtionandptrs to inconpatible types.
The equivalent PC-lint/FlexeLint option is:
/*lint -save -etd(nom nal, si gned/unsigned,ellipsis)
-etd(pronotion,"ptrs to inconpatible types") */
expression ...

/*lint -restore */

(See TypeDi f f in Chapter 19. MESSAGES.)
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. /* FALLTHROUGH */
. /* FALLTHRU */

These options are equivalentto - f al | t hr ough.

void f( int i, const char * s, ... )
{
switch( i )
{
case 1:
i = 2;
[ *FALLTHRU*/ [/ same as /*lint -fallthrough */
case 2:
defaul t:
break;
}
/...

See-printf inSection 5.7 Other Options
e /* PRINTFLIKE2 */

This option when placed just before afunction isequivalenttoour - pri ntf (2, f). See
-printf inSection 5.7 Other Options

13.10 Satic Initialization

Traditional lint processors do not flag uninitialized static (or global) variables because the C/C++
language defines them to be 0 if no explicit initialization is given. But uninitialized statics,
because they can cover such alarge scope, can be easily overlooked and can be a serious source of
error. PC-lint/FlexeLint will flag static variables that have no initializer and that are assigned no
value. For example, consider:

int n;
int m= 0O;

Thereisno red difference between the declarations as far as C/C++ is concerned but PC-lint/

FlexeLint regards mas being initialized and n not initialized. If n isnowhere assigned avalue, a
complaint will be emitted.

278



13.11 Size of Scalars

Since the user of PC-lint/FlexeLint has the ability to set the sizes of various data objects (See the
- s.. optionsin Section 5.3 Size and Alignment Options), the reader may wonder what the effect
would be of using various sizes.

Several of the loss of precision messages (712, 734, 735 and 736) depend on a knowledge of
scalar sizes. Theoptions- ean and - epn only suppress| ong/i nt /short mismatchesif they are
thesamesize. Similarly, - eas and - eps depend on the sizes of dataitems. Thelegitimacy of bit
field sizes depends on the size of ani nt . Warnings of format irregularities are based in part on
the sizes of the items passed as arguments.

One of the more important effects of type sizesis the determination of the type of an expression.
The types of integral constants depend upon thesize of i nt and | ong in ways that may not be
obvious. For example, even wherei nt are represented in 16 bits the quantity:

35000

is| ong and hence occupies 4 (8-hit) byteswhereasif i nt are 32 bits the quantity isafour byte
i nt. If youwantittobeunsi gned usethe u suffix asin 35000u or use a cast.

Here aretherules: (these ANSI rules may be partially suppressed with the +f i s flag) the type of
adecimal constant isthefirst typeinthelist (i nt, | ong, unsi gned | ong) that can represent the
value. The maximum values for these types are taken to be:

Largest is 1 less than 2 raised to the power:

i nt sizeof (int)*bits-per-byte - 1
unsi gned si zeof (i nt)*bits-per-byte
| ong si zeof (1 ong) *bits-per-byte - 1
unsi gned | ong si zeof (1 ong) *bi ts-per-byte

The quantitiessi zeof (i nt) andsi zeof (I ong) are based onthe- si # and - sl # options
respectively.

The type of ahex or octal constant, however, isthefirst typeonthelist (i nt, unsigned int,
l ong, unsigned | ong). Forany constant (decimal, hex or octal) if it has au suffix, one
selectsfromthelist (unsi gned i nt, unsigned | ong). If anL suffix, thelistis(l ong,
unsi gned | ong). If both suffixes are used then the type must be unsi gned | ong.

The size of scalarsentersinto the typing of intermediate expressionsin a computation. Following
ANSI/I1SO standards, PC-lint/FlexelLint uses the so-called value-preserving rule for promoting
types. Types are promoted when a binary operator is presented with two unlike types and when
unprototyped function definitions specify subinteger parameters. For example, if ani nt isadded
toanunsi gned short, then thelatter isconvertedtoi nt provided that ani nt can hold all
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valuesof anunsi gned shor t ; otherwise, they are both converted to unsi gned i nt. Thusthe
signedness of an expression can depend on the size of the basic data objects.

13.12 M1 SRA Sandards Checking

The Motor Industry Reliability Association (MIRA) released a programming guidelinefor Cin
1998 (sometimesreferred to as MISRA C1), and arevised version was released in 2004 (MISRA
C2). In 2008, MIRA released guidelines for C++ (MISRA C++). PC-Lint/FlexeLint have
supported checks for the available MISRA guidelines since early 2001, and we intend for Lint to
provide ongoing and increasing support for these guidelines.

The primary way of activating MISRA checking for MISRA C2 guidelinesis viathe author file
au-m sra2. | nt

This contains the appropriate options to activate and annotate Lint messages dealing with MISRA
C2. Toactivate MISRA C1 checking, usethefileau- ni sral. | nt. To activate MISRA C++
checking, usethefileau- m sra-cpp. | nt.

Lint can report violations of several MISRA C rules with messages 960 and 961 and of C++
rules with messages 1960 and 1963. Additional rules, are covered in other messages, the details
of which you can find listed inthe au-ni sral. | nt,au-mi sra2.|nt andau-m sra-

cpp. I nt files.

To specify aparticular MISRA C/C++ standard, you can usethe - mi sr a option. For example, if
you want to specify MISRA C2 explicitly, you can use either: - nmi sra(2),-m sra(C2)
-m sra(C2004) , but the preferred method isto usetheau- ni sra2. | nt file.

Conversely, you can specify the 1998 MISRA C Standard by using either: - mi sra(1), -
m sra(Cl) or-m sra(CL1998), but the preferred method isto usethe au- mi sral. | nt file.

Should MISRA release an additional C++ Standard, the - i sra() option will possess the ability
to specify the particular version.

Note: Although the descriptions for messages 960, 961, 1960, and 1963 liststhe MISRA rules

covered by these messages, the best overall documentation on MISRA coverageisthe appropriate
au-m sra... file

13.13 Sack Usage Report

+stack(sub-option,...)
-stack(sub-option,...)
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The +st ack version of this option can be used to trigger a stack usage report. The- st ack
versionisused only to establish aset of optionsto be employed should a+st ack option be given.
To prevent surprisesif a- st ack optionis given without argumentsit is taken as equivalent to a
+st ack option.

The sub-options are:

& il e=filename Thisoption designatesthe file to which the report will be written. This
option must be present to obtain a report.

&over head(n) establishesacall overhead of n bytes. The call overhead is the amount of
stack consumed by a parameterless function that allocates no aut o storage.

Thusif function A() , whose auto requirements are 10, calls function B( ) , whose auto
requirements are also 10, and which calls no function, then the stack requirements of
function A() are 20+n where n isthe call overhead. By default, the overhead is 8.

&ext ernal (n) establishes an assumption that each external function (that is not given an
explicit stack requirement, see below) requires n bytes of stack. By default thisvalueis
32.

&unmmary  Thisoption indicates that the programmer isinterested in at least a summary of
stack usage (stack used by the worst case function). The summary comes in the form of
Elective Note 974 and is equivalent to issuing the option +e974. Thisoption is not
particularly useful since asummary report will automatically be given if a+st ack option
isgiven. Itisprovided for completeness.

name(n) wherenane isthe name of afunction, explicitly designates the named function as
requiring n bytes of total stack. Thisistypically used to provide stack usage values for
functions whose stack usage could not be computed either because the function is
involved in recursion or in calls through afunction pointer. nane may be aqualified
name.
For example:
+stack( & ile=s.txt, alpha(l2), A :.get(30) )

requests a stack report to be written to file s. t xt and further, that function al pha()
requires 12 bytes of stack and function A: : get () requires 30.

At global wrap-up, arecord iswritten to the file for each defined function. The records
appear alphabetized by function name.

Each record will contain the name of afunction followed by the amount of auto storage
required by itslocal auto variables. Note that auto variables that appear in different and
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non-tel escoping blocks may share storage so the amount reported is not simply the sum of
the storage requirements of all auto variables.

Each function is placed into one of seven categories as follows:

(1) recursive | oop--afunctionisrecursive | oop if itisrecursive and we can
provide acall to afunction such that that call isin arecursive loop that terminates with the
original function. Thus the function is not merely recursive but demonstrably recursive.
The record contains the name of afunction called and it is guaranteed that the called
function will also be reported asr ecur si ve | oop.

It is assumed that any recursive function requires an unbounded amount of stack. If that
assumption isincorrect and you can deduce an upper bound of stack usage, then you can
employ the +st ack option to indicate this upper bound. In aseries of such movesyou
can convert a set of functions containing recursion to a set of functions with aknown
bound on the stack requirements of each function.

(2) recursive --afunctionisdesignated asr ecur si ve if it isrecursive but we do not
provide a specific circular sequence of callsto demonstrate the fact. Thusthe functionis
recursive but unliker ecur si ve | oop functionsit is not demonstrably recursive. The
record contains the name of afunction called. Thisfunction will either ber ecur si ve

| oop,recursiveorcal |l srecursive (seenext category). If you follow the chain of
calsit is guaranteed that you will ultimately arrive at afunction that is labeled
recursive | oop.

(3) call's recursive --afunction may itself be non-recursive but may call afunction
(directly or indirectly) that is recursive. The stack requirements of functionsin this
category are considered to be unbounded. The record will contain the name of afunction
that it cals. Thisfunctionwill either be’r ecursi ve | oop’,’recursive’ or’calls
recursive’. If youfollow the chain of calsit is guaranteed that you will ultimately
arrive at afunction that islabeled 'r ecur si ve | oop’.

(4) non-determnistic--afunctionissaidtobenon-determ nistic ifitcals
through afunction pointer. The presumption is that we cannot determine by static means
the set of functions so called. No functionislabeled non- det er mi ni sti c unlessitis
first determined that it isnot inther ecur si ve categories. That is, it could not be
determined following only deterministic callsthat it could reach ar ecur si ve function.

If you can determine an upper bound for the stack requirements of a non-deterministic
function then, like a recursive function, you may employ the +st ack option to specify
this bound and in a sequence of such options determine an upper bound on the amount of
stack required by the application.

(5) calls a non-determnistic function --afunctionisplaced into this

category if it callsdirectly or indirectly anon- det er mi ni stic function. Itis
guaranteed that we could not find arecursive loop involving this function or even a
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deterministic path to arecursive function. The record will be accompanied by the name of
afunction called. Itisguaranteed that if you follow the chain of calls you will reach a
non-deterministic function.

(6) finite--afunctionisfiniteif all call chains emanating from the function are
bounded and deterministic. Therecord will contain atotal stack requirement. Thiswill be
aworst case stack usage. The record will bear the name of a function called (or 'no
function’ if it does not call afunction). If you follow this chain you will pass through a
(possibly zero length) sequence of finite functions before arriving at afunction that

(@) islabeledas’f i ni t e’ but callsno other function or
(b) islabeled as’ext ernal * or
(c) islabeled as explicit (see next category).

You should be able to confirm the stack requirements by adding up the contribution from
each function in the chain plus afixed call overhead for each call. The amount of call
overhead can be controlled by the st ack option.

For ’ext er nal ’ functions there is an assumed default stack requirement. You may
employ the +st ack option to specify the stack requirement for a specific function or to
alter the default requirement for external functions.

(7) explicit --afunctionislabeled as explicit if there was an option provided to the
- st ack option as to the stack requirements for a specific function.

The information provided by this option can be formatted by the user using the

-f or mat _st ack option. Thisallows the information to be formatted to a form that
would alow it to be used asinput to a database or to a spreadsheet. Thisformat can
contain escape codes

'o% ’ for the function name,

"o’ for the local auto storage,

o4 for type (i.e. one of the seven categories above),
"o’ for the total stack requirement

"o’ for the callee and

"o’ for an’ext er nal ’ tag on the callee.

See- f or mat _st ack in Section 5.6.3 Message Format Option for more details. See aso
Message 974 in Section 19.6 C Elective Notes.
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14. NON-STANDARD EXTENSIONS

This chapter describes generally accepted, non-standard extensions to the C/C++ language, which
have been optionally incorporated into PC-lint/FlexeLint. Generally, these featuresreflect current
practice in the MS-DOS world and may be disallowed by using the - A flag. Non-standard
preprocessor extensions are covered in Section 15.4 Non-Standard Preprocessing.

14.1 Memory Models

Memory models have been introduced into a number of C/C++ compilers to support the Intel
8086 through 80286 chips and, in some cases, the 80386 and 80486 chip. If you are not
concerned with the segmented architecture of these chips you can ignore this section.

There are four distinct memory models and these can be selected by one of the - m.. options
described in Section 5.7 Other Options.

data program
option  model name pointers  pointers
-nS small near near  (Default)
-mD large data (compact) far near
- P large program (medium) near far
-mL large far far

In addition to selecting amemory model, it is possible for aprogrammer to override the default
for any particular pointer. For example:

char far *p;

indicatesthat p isapointer toaf ar char andishenceaf ar pointer. Inasmilar way, pointers
can be declared to be near and huge (huge istaken asasynonym for f ar ). Data objects and
functions can also be declared as having the property of near or f ar and pointersto such objects
automatically becomenear or f ar asappropriate.

It suffices to say that PC-lint/FlexeLint supports the Microsoft conventions for the use of these
keywords and that these can be enabled (if they are not pre-enabled in your implementation) by
selecting the option +r w( * ns) . Thisrequests all the Microsoft reserved words. You may prefer
to turn on just one or two of these reserved words. For example: +rw( near, f ar) enablesjust
near andfar.

It isalso possible to disable these reserved words. by using the option - r w( * ns) . The - A option
servesto flag such constructs. See Section 5.7 Other Options
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Your version of PC-lint/FlexeLint is configured to have the system default sizesfor near andf ar
pointers to program and data. For cross-linting these can be set explicitly using avariation of the
- sp... option as previously discussed in Section 5.3 Size and Alignment Options.

-spN#  indicatesthat the size of near pointers (both of program and data) is# bytes.

-spF#  indicatesthat the size of f ar pointers (both program and data) is # bytes.

-spFD# indicatesthesize of af ar data pointer.

-spFP# indicatesthesize of af ar program pointer.

-spND#  indicatesthe size of anear data pointer.

-spNP# indicatesthe size of anear program pointer.

- snpFP# indicates the size of amember f ar Program pointer.

- snpNP# indicates the size of amember near Program pointer.

14.2 Additional Reserved Words

Many compilers offer additional reserved words over those specified by ANSI/ISO. See Section
5.8 Compiler Adaptation for ways of coping with them.
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15. PREPROCESSOR

15.1 Preprocessor Symbols

_lint The special preprocessor symbol _| i nt is pre-defined with avalue representing the
version and patch level of PC-lint/FlexeLint. The primary purpose of thissymbol isto
enable the programmer to determine whether PC-lint/FlexeLint is processing the file.
For example, if you have a section of code that is unacceptable to PC-lint/FlexeLint
for some reason (such asin-line assembly code), you canuse _| i nt to make sure that
PC-lint/FlexeLint doesn't seeit. Thus,

#i fndef _|int
Unacceptable coding sequence
;ﬁ.f.endi f
will cause PC-lint/FlexeLint to skip over the elided material.

Thevalueof _| i nt is100 * Version Number + the number of patch.

Ver si on Value of _|int
9.00 900
9.00a 901
9.00z 926
9.00aa 927
10.00 1000
E.Q.
#if _lint >= 900
/1 use Version 9 feature
#endi f
#if _lint 1= 902
/! not for Version 9.02
#endi f

__cplusplus Thissymbol isdefined (as"1") for each module that is interpreted as being a
C++ module and is otherwise undefined. C++ modules are determined by extension
and possibly by option. See Chapter 4. THE COMMAND LINE.
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The following pre-defined identifiers begin and end with double underscore and are ANSI/ISO

compatible.

__TIME__  Thecurrent time
__DATE__ Thecurrent date
__FILE__ Thecurrentfile
__LINE__ Thecurrent line number
__STDC__ Definedto be 1.

__STDC__VERSI ON__ Thisisundefined for C++. Itisdefined for C by default as’199901L".

If you select an earlier version of C using - A option asin - A(C90) thiswill be
undefined.

__STDC__HOSTED _ Thisisdefined whenever  STDC VERSI ON__ isdefined. When defined

it isdefined to be 0.

Compiler-dependent preprocessor symbols may also be established as described in Section 5.8
Compiler Adaptation.

15.2 include Processing

When a#i ncl ude "fi |l enanme" directiveis encountered

1.

4.

thereisfirst an attempt to f open the named file. But what isthe named file? If thef di
flag is OFF the name between quotesisused. If thef di flag is ON, the name of the
including file is examined to determine the directory. Thisdirectory is prefixed to

fil enanme. Thedirectory of the including fileisfound by scanning backward for one of
possibly several system-related specia characters. If thef open fails, we go to step 2.

there is an attempt to prepend (in turn) each of the directories associated with options of
the form:

-idirectory
in the order in which the options were presented. If thisfailswe go to step 3.

On systems supporting environment variables, each directory in the sequence of directives
specified by the | NCLUDE environment variable is prepended to thefile.

Thereis an attempt to f open the file by the name provided, without considering flag f di .

If the include directiveis of the form

#i ncl ude <fi | enane>

then the processing is the same except that step 1 is bypassed.
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15.2.1 INCLUDE Environment Variable

The | NCLUDE environment variable may specify a search path in which to search for header files
(#i ncl ude files). For example:

set | NCLUDE=b:\include; d:\extra

specifiesthat, should the search for a#i ncl ude filewithin the current directory fail, a search will
be made in the directory b: \ i ncl ude and, on failing that, a search will be madein the directory
d: \ ext ra. Thissearchingisdonefor modulesaswell as#i ncl ude files. You may select an
environment variable other than | NCLUDE. Seethe- i ncvar optionin Section 5.7 Other
Options.

Notes:

1. No blank may appear between 'l NCLUDE' and '=". Blanks adjacent to semicolons (; ) are
ignored. All other blanks are significant

2. A terminating semi-colon isignored.

3. Thisfacility isin addition tothe - i ... option and is provided for compatibility with a
number of compilersin the MS-DOS environment.

4. Any directory specified by a- i directive takes precedence over the directories specified
viathe | NCLUDE environment variable.

15.3 ANSI/ISO Preprocessor Facilities

ANSI/ISO preprocessing is assumed throughout. If the K&R preprocessor flag is set (+f kp) the
use of ANSI/ISO (over K&R) is flagged.

15.3.1 #lineand #

A C/C++ preprocessor may place #1 i ne directives within C/C++ source code so that compilers

(and other static analyzers such as PC-lint/FlexeLint) can know the original file and original line
numbers that produced the text actually being read. In thisway, these processors can report errors
in terms of the original file rather than in terms of the intermediate text.

By default, #| i ne directivesare processed. Toignore#! i ne directives usetheoption-f | n (See
Section 5.5 Flag Options). Some systems support # as an abbreviation for #| i ne. To enable #
use ++f | n (increment thef | n flag to 2). For example,

/[/1int ++fln allow # as abbreviation for #line.

#1 ine 32 “al pha. cpp”
n = mo; /'l reported as a problemwi th line 32 of al pha.cpp
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# 20 *al pha.cpp”
X = 1;
y = x/0; /1l reported as a problemw th line 21 of al pha.cpp

15.4 Non-Standard Preprocessing

Preprocessor commands in this section need to be activated via the +ppw option. Also, their
semantics may be copied viathe ppw_asgn option. See Section 5.7 Other Options

15.4.1 #assert
#assert issupported to conform with Unix V Release 4. Thus
#assert predicate(token-sequence)
will assumethetruth of thepr edi cat e whentested against theindicated t oken- sequence ina
preprocessor conditional. Without the parenthetical expression, pr edi cat e is established to
exist. For example,
#assert nmachi ne(pdpll)
makes
#i f #machi ne( pdpll)
true.
A #unassert preprocessor directive with the same syntax as#asser t undoes the effects of

#assert andiscompatible with the Unix convention. See also option - a#... in Section 5.8.3
Customization Facilities.

15.4.2 #c include

Some compilers support a conditional include facility using the#c_i ncl ude preprocessor
directive. For example:

#c_include"fil enanme”
(Angle brackets may be used instead of quotesto delimit the filename.) Conditional include

meansthat afileisincluded if it has not already been included while processing a particular
module.
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To activate this preprocessor directive use the ppw option as follows:

+ppwW( c_i ncl ude)

15.4.3 #asm

#asmintroduces assembly language constructs, which PC-lint/FlexeLint will not examine but
merely skip over. The assembly language constructs will be terminated either by asingle# (on a
line by itself) or by #endasm(if enabled) or the equivalent.

#asmneeds to be enabled with +ppw( asm) . For other ways of introducing assembly language
see Section 5.8.6 In-line assembly code.

15.4.4 #dictionary

#di cti onary isintended for VAX VMS users to mimic this preprocessor convention of the
DEC VMS compiler. Thisisuseful only for FlexeLint users. When a

#dictionary fil enanme
isencounteredi _open() (withinfilecust om c) iscalled with aspecial 2nd argument (equal to
'#"). The user can then encode special actions required by the semantics of #di cti onary. The

#di cti onary directive need not be specially enabled for VAX VMS, but for every other system
a+ppw( di cti onary) would be required before use.

15.4.5 #endasm

#endasmis the complement to #asm It needs to be enabled before use. A typical enabling
sequenceis

+ppw( asm endasm)

A typical useis:
#asm /* begin assenbly code */
MOV AH, O
ADD AH, AL
#endasm /* end assenbly code */

15.4.6 #import
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This preprocessor directiveisintended to support the Microsoft preprocessor directive of the
same name. For example:

#inmport "c:\conpiler\bin\x.lib"

will determine the base name (in this case "x") and attempt to include, as a header file,
basenane. t | h. Thus, for linting purposes, thisdirectiveis equivalent to:

#i ncl ude "x.tlh"

Optionsthat may accompany #i nport areignored. When the (Microsoft) compiler encountersa
#i npor t directiveit will generate an appropriate. t | h fileif acurrent one does not already exist.
PC-lint/FlexeLint will not generate thisfile.

When compiling, it is possible to place the generated . t | h file in adirectory other than the
directory of theimporting file. If thisoption is chosen, then when linting, this other directory
needs to be identified with a- i option or equivalent.

This preprocessor word is not enabled by default. 1t can be enabled viathe +ppw(i nport)
option. This option has been placed into the various compiler options files for the Microsoft C/
C++ compiler.

15.4.7 #unassert

The#unassert preprocessor directive has the same syntax as#asser t and undoes the effects
of #assert. Thisiscompatible with the Unix convention.

15.4.8 #include next

#i ncl ude_next issupported for compatibility with the GNU C/C++ compiler. It usesthe same
argumentsas#i ncl ude but startsthe header file search in the directory just after thedirectory (in
search order sequence) in which the including file was found. See Section 15.2 include
Processing for a specification of the search order.

For example; suppose you place afile called st di o. h inadirectory that is searched before the
compiler'sdirectory. Thusyou could intercept the#i ncl ude of st di 0. h and effectively
augment its contents as follows:

stdi o. h:

#i ncl ude_next <stdi o. h>
augment ati on
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15.5 User-Defined Keywords

PC-lint/FlexeLint might stumble over strange preprocessor commands that your compiler
happens to support. For example, some Unix system compilers support #i dent . Sincethisis
something that can NOT be handled by a suitable #def i ne of someidentifier we have added the
+ppw( command- nane) option ('ppw isan abbreviation for PreProcessor Word). For example,
+ppw(i dent) will add the preprocessor command alluded to above. PC-lint/FlexeLint
recognizes and ignores the construct.
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16. LIVING WITH LINT

(or Don't Kill the Messenger)

The comments in this chapter are suggestive and subjective. They are the thoughts and opinions
of only one person and for this reason are written in the first person.

When you first apply PC-lint/FlexeLint against alarge C or C++ program that has not previously
been linted, you will no doubt receive many more messages than you bargained for. You will
perhaps feel as| felt when | first ran a Lint against a program of my own and saw how it rejected
‘perfectly good' C code; | felt | wanted to writein C, not in Lint.

Stories of Lint's effectiveness, however, are legendary. PC-lint was, of course, passed through
itself and a number of subtle errors were revealed (and continue to be revealed) in spite of
exhaustive prior testing. | tested a public domain grep that | never dared use because it would
mysteriously bomb. PC-lint found the problem -- an uninitialized pointer.

It is not only necessary to test a program once but it should be continuously tested throughout a
devel opment/maintenance effort. Early in Lint's development we spent a considerable effort, over
several days, trying to track down abug that Lint would have detected easily. We learned our
lesson and were never again tempted to debug code before linting.

But what do you do about the mountain of messages? Separating wheat from chaff can be odious
especialy if done on a continuing basis. The best thing to do is to adopt apolicy (apolicy that
initially might be quite liberal) of what messages you're happy to live without. For example, you
can inhibit all informational messages by the option - w2. Then work to correct only the errors
associated with the messages that remain. DO NOT simply suppress all warnings with something
like: - e* or - w0 asthis can disguise hard errors and make subsequent diagnosis very difficult.

The policy will be automatically imposed by incorporating the error suppression optionsin a
. I nt file (examples shown below) and it can gradually be strengthened as time or experience
dictate.

Experience has shown that linting at full strength is best applied to new programs or new
subroutinesfor old programs. The reasonsfor thisisthat the various decisions that a programmer
has made are still fresh in mind and there is less hesitancy to change since there has been much
less 'debugging investment' in the current design. Decisions such as, for example, which objects
should besi gned and which unsi gned, can benefit from checking at full strength. Full strength
can even mean torture testing. See Section 18.14 Torture Testing Your Code.

16.1 An Example of a Policy

An example of a set of practices with which | myself can comfortably live, is asfollows.

294



Mistaking assignment for equality is a potential problem for C/C++. If aBoolean test is made of
assignment asin

if(a=f1f(C))

PC-lint/FlexeLint will complain with message 720. If the assignment is wrapped with
parentheses asin

it (a=1()) )

A different message (820) isused. Combining the assignment with testing is such a useful
operation that I’ m happy to put up with an extrapair of parentheses. Therefore, | suppress 820
with the option

-e820

Atonetimel mixed unsi gned and si gned quantitieswith almost reckless abandon. | now have
considerably more respect for the subtle nuances of these two flavors of integer and now follow a
more cautious approach. | had previously employed the options

-e713 -e737 -eau

(713 involves assigning unsigned to signed, 737 isloss of sign, and eau suppresses messages
based on the fact that an argument and a parameter disagreein that oneissi gned and the other is
unsi gned). Theseinhibitions affect only some variation of assignment. We retain warnings
about mixing si gned/ unsi gned with binary operators.

| alsonolonger think it isagreat ideato automatically inhibit 734 (sub-integer loss of precision).
This message can catch all sortsof thingssuch asassigningi nt toshort wheni nt islarger than
short, assigning oversizei nt to char, assigning too large quantities into bit fields, etc.

| suppress messages about shifting i nt (and | ong) left but | want to be notified when they are
shifted right as this can be machine-dependent and is generally regarded as a useless and
hazardous activity. Therefore, | use- e701 - e703.

| routinely employ functions without a prior declaration allowing them to defaultto i nt .
Therefore | use option - e718 (function not declared).

| want to run my code through at least two passes so that cross-functional checks can be made.
Theoptionis

- passes(2)

| place my list of favorite error-suppression optionsin afile called opt i ons. | nt . It lookslike
this:
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options.|Int:

-e720 or -e820 // test of assignnent

-e701 -e703 [l shifting int left is OK
-e718 /1 undecl ared function

-e746 /[l allow calls w o prototypes
- passes(2) /1l use two passes

16.2 Recommended Setup

For PC-lint the SETUP program creates abatch filel i n. bat that indirectly includes the3
centralized opt i ons. | nt filedescribed in the previous section. This situation is depicted in

Fi gur e Set up below. The batchfilel i n. bat, needs to be placed in your path. When

l'i n. bat isrunfrom most directories, thefilest d. | nt isfound in the PC-lint directory (owing
tothe-i option appearing in the batch file). Thisin turn includes a compiler optionsfile and a
centralized opt i ons. | nt asshown. When| i n. bat isrun from thedirectory c: \ al pha,
however, aloca st d. | nt (also shown in the figure) overrides the standard one. Thislocal

st d. | nt establishes amemory model appropriate to the application being developed within the
directory and adds other locally pertinent options as well.

If you switch back and forth between compilers you may wish to place the name of a generic
compiler optionsfile, suchasc. | nt , within the centralized st d. | nt .

Then copy a compiler-specific options file into your compiler's include directory under this
generic name. For example:

copy co-aztec.Int c:\aztec\include\c.Int

Thus, when you switch to the Aztec compiler you presumably change the | NCLUDE environment
variable so the appropriatec. | nt isfound.
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lin. bat

lint-nt -ic:\lint std.|nt

c:\lint\std.Int / c:\al pha\std. I nt
Cco- xxXx. | nt - L
options. | nt co- xxXx. | nt

1 options. | nt

-esym( 526, f ov)

\

c:\lint\options.Int c:\lint\co-xxx.Int

-e720 - CXXX

Figure Setup

Then copy a compiler-specific options file into your compiler's include directory under this
generic name. For example:

copy co-aztec.Int c:\aztec\include\c.Int

Thus, when you switch to the Aztec compiler you presumably change the | NCL UDE environment
variable so the appropriatec. | nt isfound.

16.3 Using Lint Object M odules

For large projects (more than 50 source modules), | use Lint Object Modules (See Section 8.1
What isaLOB?).

For FlexeLint my nake file setup is similar to that described in Section 8.5 Make Files.

For PC-lint, atypical nake file hastheform:
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makefil e:

.c. | ob:
lint -u make.Int $* -o00

mL.l ob: m.c
nm2. 1 ob: nR.c
nm3.1 ob: nB.c
m.|lob: mi.c
nb.l ob: nb.c

project.lob: mlL.lob nR2.1ob ... nb.lob
lint make.lnt *.lob

In the above, make. | nt contains those things that the batch file | i n. bat (described earlier)
provided. In particular it contains:

make. | nt:
-ic:\lint\

std. | nt
-os(tenp)

+V
16.4 Summarizing

In summary, establish procedures whereby PC-lint/FlexeLint may be conveniently accessed for a
variety of purposes. Lint small pieces of a project before doing the whole thing. Establish an
error-message suppression policy that may initially be somewhat relaxed and can be strengthened

intime. Lint full strength on new projects.

But don't kill the messenger!
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17. PROGRAM INFORMATION

PC-lint/FlexeLint can glean information about your program and present it in aform suitable for
input into a data base or spreadsheet.

Thisoption
+program i nfo( output_prefix=Prefix[, sub-option]...)

instructs Lint to output four text files that reflect some of itsinternal representation of your
program. The information is separated into these four cat egori es.

file
type
synbol
macr o

For each category, Lint will output afile with a corresponding name.

Prefixfile.txt
Prefixtype.txt
Prefix synbol .t xt
Prefix macro. t xt

The data within each file are given by alist of r ecor ds (one per line) composed of f i el ds,
which are the smallest units of representation. Example: in C++ programs, there isusually a
global function called mei n. It will berepresented asarecord in synbol . t xt . Oneof its data
fieldsindicatesthat it is a function symbol (as opposed to, say, avariable symbol).

[Note: most information is expected to be output during Global Wrap-up time -- that is, after
processing all project modules -- so whenever you make changes to the arguments to this option,
you should first test your configuration against asingle C or C++ source file before using it
against your entire project.]
This option has two forms:

+program_i nfo( opti ons)

-program.i nfo( opti ons)
The second form is used to store away a sequence of options that you would use to display
program information whenever you choose to do so. Presumably the option would be placed in a

. I nt fileto betriggered with asimple +pr ogr am i nf o on the command line. (See also
Section 17.3.)
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A required sub-optionisout put _prefi x=Pref i x. Prefix may optionally be surrounded by
double-quote characters so as to allow spaces and other non-alphanumeric charactersin
pathnames. Pr ef i x need not indicate a directory; you may specify asimple filename prefix, a
relative path (with or without a filename prefix), or the prefix of an absolute path. If you intend
for Pr ef i x to represent adirectory, it should end with atrailing directory separator character
(eg.’l"). Example:

+program i nfo( output prefix="foo " )

causes Lint to create thefilesfoo _file.txt,foo type.txt,foo_synbol.txt and
foo_nmacro.txt. But:

+program i nfo( output prefix="foo /" )
causes Lint to attempt to createfi | e. t xt,t ype. t xt,synbol . t xt and macr o. t xt withina
directory called f oo_ (which is expected to exist already within the working directory). Pr ef i x
may be an empty string. E.g.:

+program i nfo( output _prefix=)

resultsin an attempt to create output file streamsfor fi | e. t xt , etc., within the working
directory.

Before proceeding, we recommend the reader try producing these files using some variation of
the above options after first making sure that vital files that happen to have identical names will
not be clobbered.

The generated information is organized in away similar to that of arelational database. For
example, for each record in synbol . t xt , thereislocation information in the form of afile and

line number. Thefileisgiven by areference to exactly onerecordinfi | e. t xt . Similarly, the
symbol’ stype isindicated by areference to exactly onerecordint ype. t xt .

17.1 Record Fields

The following sections enumerate the set of fields available within each file.

17.1.1 Thefile category (Prefixfile.txt)
| NDEX An integer that uniquely identifies afile.

NANVE The name of thefile. Theflag option’ f f n’ determines whether an absolute or
relative path nameis used

300



17.1.2 Thetype category (Prefi xtype. t xt)
I NDEX  Aninteger that uniquely identifies atype.
NAVE The name of thetype (e.g.,i nt *).

KI ND The kind of type (e.g., "poi nt er ). Possible valuesfor thisfield fall into two
groups. There are primitive type kinds:

bool , signed plain_char, unsigned_plain_char, signed char,
unsi gned char, signed wchar _t, unsigned wchar t,
signed_short, unsigned short, signed int, unsigned int,

si gned_l ong, unsigned | ong, signed | ong |ong,

unsi gned_long | ong, float, double, |ong double, void

and type kinds of more complicated types:

pointer, bit field, array, function, struct, union, enum
reference, pointer_to _nmenber, nenber function, nenber data,
tenpl at e_paraneter, nanmespace, dependent speci ali zati on,
dependent |y _di nensi oned_array, dependent nane

17.1.3 The synbol category (Prefixsynbol .t xt)

FI LE A fileindex whichrefersto | NDEXinfi | e. t xt and specifiesthefilein whichthe
symbol is defined (or declared).

LI NE An integer that indicates the line number within the specified file where the
symbol is defined or declared.

Thefirst line of afileisawaysregarded as being line 1 (asis the case in most
text editor programs). A LI NE value of zero indicates the symbol was created in
the absence of a declaration in asourcefile. (E.g., nanmespace st d is created
implicitly so that st d: : bad_al | oc and theimplicitly declared allocation and
deallocation operators may be created. So unlessnanmespace st d isseen, the
symbol representing that namespace is said to be declared at line zero.

[Note: If the symbol was declared but not defined, then FI LE and LI NE refer to
the location of the first declaration. If the symbol was defined, these fields refer
to the definition.]

NANME The name of the symbol.

LI NKAGE The symbol’slinkage. Possible valuesfor thisfield are:
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no_| i nkage, internal _|inkage, external _I|inkage
(For authoritative descriptions of these terms, refer to the 1SO standards.)
SCOPE  The symbol’s scope. Possible valuesfor thisfield are:

functi on_scope, class_scope, nanespace_scope, block scope
file_scope

(For authoritative descriptions of these terms, refer to the 1SO standards.)

KI ND The kind of symbol. E.g., enumeration constants are said to be of the kind
"enuner at or ". For variables, thisfield indicates storage duration and will have a
value of "aut 0" or "st ati c". Possible valuesfor thisfield are asfollows:

auto, static, function, nenber_function, instance_nenber,
enunmer ator, type, |label, class tenplate, function_tenplate,
nanespace, tenplate_ paraneter, using _declaration

TYPE A typeindex whichrefersto | NDEX int ype. t xt and specifiesthe type of the
symbol.

17.1.4 The macr o category (Prefi xmacro. t xt )

FI LE A fileindex whichrefersto | NDEXinfi | e. t xt and specifiesthefilein whichthe
macro is defined.

LI NE An integer that indicates the line number within the specified file where the
macro’s definition appears. Aswiththerecordsinsynbol . t xt , thefirst line of a
fileisalwaysregarded asbeing line 1. A LI NE value of zero indicates the macro
was created in the absence of adefinition in asourcefile. (E.g., internally-defined
macros and macros defined through a command-line option have a L1 NE value of
zero.)

NAME The name of a preprocessor macro

PARAMETER_COUNT The number of parameters accepted by the macro. In the case of an
object-like macro, this has avalue of 0.

17.2 Output Format Strings

The output format for each file may be specified by aformat option in additional sub-optionsto
the pr ogr am i nf o option. Each format option will take the form:
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format _category="Stri ng"

where St r i ng may contain plain characters, escape sequences and data field specifiers. You
may specify the following formats. f ormat _file, format_type, format_synbol and
format _nacr o. The supported escape sequences are as follows:

\'q (doubl e quot e)

\\ (backsl ash)

\a (alert)

\'b (backspace)

\'f (formfeed)

\n (new line)

\'t (horizontal tab)

\'s (space)

\xdd (non-zero hexadeci mal escape sequence)
%% (literal percent character)

Data field specifiers have the form:
% FI ELD]

where FI ELD (note: UPPER case) is one of the data fields specified in Section 17.1. Some of
the features of conversion specifiers usable with f pri nt f () may be used here. In particular,
you may use the - flag to indicate left justification, and you may specify a minimum width and/
or aprecision (that is, amaximum width). E.g., if you want symbol names to be left-justified
with a minimum width of 20 and a maximum width of 30, use:

+program i nfo( output_prefix="",
format _synbol =" % 20. 30[ NAME] ... other fields ... \n"
)

Note that if the text of your format specifier contains a newline character asin:
+program i nfo( output_prefix="",
f ormat _synbol =" % TYPE]
% NANE] "
)

then the newline character will be converted to a single space. If you want a newline in your
output, use\ n.

By default, the formats are set as follows:
format _file="9% | NDEX]\t% NAVE]\n"
format _type="9% | NDEX] \t %4 NAME] \'t % KI ND] \ n"

format_symbol =" 9 FI LE]\t % LI NE]\ t\ " 9§ NAMVE] \ "\ t % LI NKAGE] \ t
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9§ SCOPE] \ t 9 KI NDJ \ t 9% TYPE] \ n"

format_macro="9% FI LE]\ t % LI NE] \ t\ " % NAVE] \ "\ t % PARAMETER_COUNT] \ n"

17.3 Enabling and Suppressing Output

It is possible to establish format options and an output prefix without actually triggering the
output of data. To do so, use the pr ogr am i nf o option with the’- " prefix (instead of ’+’).
Output can then be triggered with +pr ogr am i nf 0. E.g.. Withinstd. | nt:

-program.info( output _prefix=)
On the command line:
lint std.Int +program.nfo

If you do not want output for a particular category of program information, you may give an
empty format specifier for it. E.g.:

+program_i nfo( output_prefix="fool",
format _macr o=,
format _file=)

suppresses the output of thefilesnmacro. t xt andfil e. t xt.

By default, each file will begin with asingle-line heading that indicates the format specification
used therein. Output of thisline may be suppressed by placing a- before the sub-option name.
E.g.

-program.info( output_prefix=)
-program.info( -format_synmbol )
-program.info( -format_macro=% NAME]\ n )
+program.info

(Note that sub-options aggregate over invocations of the - pr ogr am i nf o option.) This
sequence of options instructs Lint to use no prefix in output filenames, to use the default format
for symbols, to use a specified format for macros, and prevents the output of heading information
in both of the resulting files. For files and types, the default format will be used and the heading
will appear.
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17.4 Flag fields

In some categories, records have aset of f | ag fields that indicate miscellaneous boolean states.
Example: in C++, if the definition of a member function appears lexically in the class of which it
isamember -- e.q.:

class A { void f() {} void g(); };
void A:g(){}

Then our symbol record for A: : f () will havetheflag defi ned_i n_cl ass, but for A: : g(),
that flag will be unset.

A possible format for symbolsis:

+program_i nfo( output_prefix=,
format _synbol =" % NAME], flags: '%defined in_class]’ \n"
)

With this format and the above code sample, our synbol . t xt would include the following two
records (among others):

A :f, flags: 'defined_in_class’
A :g, flags:

17.4.1 File Flags

dsp -- A DSPfile

cpp -- A C++ module

modul e -- Thefileisamodule

I nt -- ThisfileisaLNT file

| hdr -- alibrary header

hdr -- aheader file

| mod -- alibrary module

vcp -- aveproj file

bpr -- A Borland project file

byp -- an invariant header

twi ce -- file has specia dispensation to be read twice
pch -- a header that should be pre-compiled (atext file)
| ph -- aprecompiled header (abinary file)

l'i ne --"included" with the#| i ne directive

guar ded -- hasan #i ncl ude guard

noguar d -- does not have an #i ncl ude guard
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17.4.2 Symbol Flags

def i ned -- adefinition was seen

functi on_paranet er -- afunction parameter

l'i brary -- comesfrom alibrary

ref erenced -- was referenced somewhere in the program
accessed -- was accessed somewhere in the program

t enpor ary -- isatemporary r val ue

nmut abl e -- declared with * mutable

regi st er -- defined with 'register’

export ed -- was "exported” (e.g., with"dl | export ")
weak_definial _| ocal --aweak definial, introduced locally
weak_definial _Iib--aweak definia, introduced in library
weak_defini al _proj --a"project-wide" weak definial
weak_defini al _refd -- areferenced "project-wide" weak definial
bui | ti n --abuilt-in symbol. (for intrinsic functions, etc.)

cl ass -- declared with’cl ass’ (not 'struct ")

func_pur e -- causes no side effects

func_i npur e -- causes side effects

ct or -- aconstructor

dt or -- adestructor

vi rtual --declared with"virtual’

privat e -- declared with’ private

pr ot ect ed -- declared with ’ protected’

op_assi gn -- operator=()

op_del et e --operat or del ete()

op_del ete_arr --operator delete[] ()

ctor _default --A:A()

ctor_copy --A:: A(const A&

i nl'i ne -- declared with ’inline’

func_t enpl at e_spec -- afunction template specialization

c -- asymbol with C language linkage

explicit_spec -- anexplicit specialization

defined_i n_cl ass -- amember function defined inits class
not hr ow -- afunction that does not throw

const ant -- acompile-time constant

tenpl ate_sp_nenber -- member of a specialization; e.g. A<i nt >: :
explicit --declared withexplicit
t hr ow-- afunction that throws

17.4.3 Macro Flags

function_Ii ke -- afunction-like macro
ref er enced -- was referenced somewhere in the program
defi ned -- introduced by '#def i ne’, (not with - d)
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undef i ned -- amacro that was #undef "d or only defined implicitly (e.g. '#i f A’,
where A is not defined)

l'i brary --first defined in alibrary

weak_definial _| ocal --aweak definia introduced locally

weak_definial _|Iib--aweak definia introduced in library

weak_defini al _proj --a"project-wide" weak definial

weak_defini al _ref d -- areferenced "project-wide" weak definial

17.4.4 Output All Flags

If you want to get al flags without explicitly specifying them in the output format, you can use
the shorthand:

% * DELI M TER]

where DELI M TERIsthe string you want to use to separate flags. Consider the following
example. Assumeyou havewithina. | nt file:

+program_i nfo( output _prefix=,

format _synbol =" % NAME], flags: {%*,]}\n"
)

Then assume you have in a C++ source file:
int alpha( int ) { return 0; }
In the generated synbol . t xt you will find:

al pha, flags: {defined, func_pure}

17.5 Output Filtering
The sub-option
filter_category( flag [,flag..])

may be used to suppress the output of all records bearing the specified flags (See Section 17.4
above). E.g.

- program_i nf o(

-filter_synbol ( private, weak definial local, ¢ )

)
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filters out records of symbolsthat have pri vat e access, that are weak definials not defined in a
project header, or are symbols with C language linkage. The effect of each subsequent
filter_category sub-optioniscumulative. E.g.:

-program.info( -filter_synbol ( weak_definial _|ocal ) )
-program.info( -filter_synbol ( private, c ) )

This has the same effect as the previous example.

By default, Lint behavesasif -fil ter_synbol ( library ) had beengiven. Toremovea
filter (and thus enable output for symbols with anamed flag), use+f i | t er _synbol asin

-program.info( +filter_synbol ( library ) )
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18. COMMON PROBLEMS

18.1 Option hasno effect

One common mistake is to place lint options in a comment in a C/C++ program and forget to
placeal i nt there or to place ablank beforetheword | i nt . Examples:

/* -e501 */ Bad
/* lint -e501 */ Bad!
/*1int -e501 */ OK!

Another more likely possibility is that the message you are trying to inhibit is delivered at wrap-
up time. For example:

/*lint -save -e714 This variable is not referenced */
int XxX;

[*lint -restore */

This doesn't work because message 714 isissued sometime later (at wrap-up time). In all such
cases you should be able to inhibit the message using - esym E.g.:

[*lint -esym(714,xx) xx is not referenced */
int XxX;

18.2 Order of option processing

Options are processed in order. For example
lint alpha beta -idirectory

will process al pha and bet a without benefit of the include directory.

18.3 Too many messages

It should be emphasized that suppressing a message does not alter the behavior of PC-lint/
FlexeLint other than to suppress the message. For example, inhibiting message 718 (function
used without a prior declaration) does not inhibit other messages about the function such as
"Inconsistent return value™" or "inconsistent parameters’. Itisasif you had edited the output file
and removed all references to message 718. So you needn't be too hesitant about inhibiting a

message.

To set awarning level, use option - w, or - wl i b (See Section 5.7 Other Options.)
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18.4 What isthe preprocessor doing?

In order to understand some diagnostics it may be necessary to look at the output of the
preprocessor. The option - p turns PC-lint/FlexeLint into a preprocessor. For example:

lin -p al pha. cpp
will produce (by default in _LI NT. TMP) the result of preprocessing moduleal pha. cpp
Thisis often sufficient to resolve difficulties. However, in some cases, it isnecessary to relate the
output of the preprocessor to the header files used in the generation of the output. Which line of
which header produced a particular line? To answer this sort of question usethe - v1 optionin
conjunction with the - p option asin

lin -vl -p al pha. cpp

Thiswill provide aline-by-line description as to how the headers relate to the outpui.

18.5 NULL not defined

If you use the Microsoft C compiler and you simply lint a program as:
lint programc

you may get NULL not defined. You have to indicate to lint that you are using the Microsoft C/
C++ compiler. Thisisnormally done as:

lint co-nsc.lnt programc
At the very least use:
lint -cnmsc programc

although this does nothing to describe your compiler'slibrary.

18.6 Error 123 using min or max

Some Microsoft C users have been confused about getting error 123 when "all they do" ishave a
declaration of the form:

int mn, OR int max;

310



Actualy, somewherein the moduleisaninclude of st dl i b. h, which defines macrosni n() and
max () . If you do not want PC-lint/FexeLint to complain about this dual use ("because they're
used all over the place"), ssmply suppress the message with - e123 or - esym( 123, mi n, max) .

18.7 LONG_MIN macro

PC-lint/FlexeLint will occasionally issue awarning (501 and/or 569) when using the LONG_ M N
macro from your compiler's| i mi t s. h header file. We offer no apol ogi es for thiswarning.
We have found the following variations in the definition of LONG_M N among several different
compiler vendors.

#define LONG M N -2147483647 [* OK */
#define LONG M N 0x80000000L [* Warni ng */
#define LONG M N (-2147483647-1) [* OK */
#define LONG_ M N ((Ilong)0x80000000L) /* OK */
#define LONG M N -2147483648L [* Warning */
#define LONG M N (-(2147483647L)-1) /[* OK */
#define LONG M N -2147483648 [* Warning */

For those that we issue awarning, the quantity istyped unsi gned | ong and if you used thistype
asin:

if( n>LONGMN )

you would find that the test, which should just about always succeed would just about never
succeed. Perhaps you should alert your compiler vendor.

18.8 Plain Vanilla Functions
N.B. The following pertains only to C code.

By aplain vanillafunction (or canonical function) we mean a function declared without a
prototype. For example

void f();
Not too many programmers realize that such afunction isincompatible with onethat is
prototyped with achar, short, or f | oat parameter or hasan ellipsis. We warn you (type
difference ="pronoti on'or'el | i psi s") but the warning can cause confusion if you do not
realize the difference.

When acall is made to such a function the compiler must decide which, if any, promotions to
apply to the arguments. Since the declaration said nothing about arguments, a standard (i.e.,
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canonical) set of promotionsis applied. According to ANSI, char and short are promoted to
int,andfl oat ispromoted to doubl e. Alsothe argument list is presumed fixed so that
registers may be used to pass arguments.

Prototypes can inhibit such promotions; if f was declared:
void f( char, short, float );

All three promotions would beinhibited. For thisreason this declaration isincompatible with the
earlier declaration and you receiveawarning. If f were declared:

void f( int, ...);

we again warn you because the canonical declaration allows the compiler to pass argumentsin
registers and the ellipsis forces the compiler to pass arguments on the stack.

Thisisal in the ANSI/ISO C standard.

18.9 Avoiding Lint Commentsin Your Code

Occasionaly there is a requirement that there be no lint directivesin your source code. A
programmer can go pretty far in inhibiting unwanted messages by using the - e, - esym €tc.
options placed withina. | nt file but occasionally it happens that a specific occurrence of a
message needs to be suppressed. For example:

int *pi;

unsi gned **ppu;

pi = (int *) ppu;

raises message 740 (unusual pointer cast). To suppress this particular usage you may define a
macro asin:

#define INT_STAR(p) ((int *) (p))
p| - | NT_STAR( ppu) ;
You will still get the message, which can then be suppressed with

-emacr o( 740, | NT_STAR)
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18.10 Strange Compilers

You may want to lint programs that have been prepared for compilers that accept strange and
unusual constructs, and for which we do not provide a custom compiler optionsfile. Therearea
number of options you can use to get PC-lint/FlexeLint to ignore such constructs. Chief among
these arethe - d, +r wand +ppwin Section 5.7 Other Options. But also check Section 5.8.3
Customization Facilities for additional options to help cope with the truly extraordinary.

18.11 !0

If you are using
#define TRUE !0
you will receive the message:
506 -- "Constant Val ue Bool ean”
when TRUE is used in an arithmetic expression. (For C, TRUE should be defined to be 1.
However, other languages use quantities other than 1 so some programmersfeel that ! 0 isplaying

it safe.) To suppress this message for just this context you can use:

#define TRUE /*lint -save -e506 */ (!0) \
[*lint -restore */

or the equivalent:

-emacr o( 506, TRUE)

18.12 What Optionsam | using?

With options embedded within indirect files and within source code it is sometimes difficult to
know what options arein effect. To obtain alisting of all your options, use the verbosity option
-voi f (o =Option,i =Indirect File, f = header Files). To have it take effect early enough to
show the options within all indirect files you may set the LINT environment variable asin:

set LINT= -voif
lint usual argunents
set LINT=
You can also get apeek at some of the option settings by looking at the help screen. For example:

lint usual argunents ?

313



Thiswill reveal flag settings and scalar sizes. You might want to redirect the help screen using
-oe(fil ename) placed beforethe 2.

18.13 How do | deal with SQL ?

If you have SQL commands of the form

EXECSQL
embedded in your code, you will find that PC-lint/FlexeLint will stumble over this construct
yielding inappropriate messages. To get PC-lint/FlexeLint to ignore such statements, you may
define EXECSQL to be equivalent to the built-in reserved word _t o_seni (See Section 5.8.3
Customization Facilities). Don't forget to activate the reserved word. The pair of options needed
are:

-dEXECSQL=_to_semn

+rw(_to_sem)

18.14 Torture Testing Your Code

Ok, thisis not acommon problem but just thought you might like to know how to maximize the
number of messages coming out of PC-lint/FlexeLint. There are several things you can do:

+f sc (String constants are const char flag) assumes string constantsare const char *.
- passes(6) make sureyou use plenty of passes as a sequence of calls can have aripple effect.

+f pn (Pointer parameter may be Null flag) warns about the use of pointer parameters
without first checking for NULL.

+f nr (Null can be Returned flag) Any pointer returned by any function is assumed to
possibly be Null

- st rong( AJX) All typedefs must match exactly.

-w4 Set warning to the max. (Thiswill probably be more torture than you can take -
you've been warned).

18.15 Cautionswith make

Users of "make’ programs may be surprised to see Lint output something like:
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--- Modul e: {fusr/local/bin/flint
This happens when the make target for Linting contains:

lint_proj:
$(LINT) $(LINT_OPTIONS) $(I NCLUDES) $(SOURCES) > $(LINT_LOG

Usersof 'make’ might assume the make variable’LI NT' should hold the path to the Lint
executable; it followsin thetradition of other standard make variable nameslike’CC’, ' CXX', etc.
The problem is that make variables may also be environment variables, and Lint uses the
environment variable’ LI NT” asa prefix to thelist of command line arguments (See Chapter 4.).
The solution is simply to use some variable name other than’LI NT* (e.g. 'LI NT_EXE’).
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19. MESSAGES

Most error messages have an associated error number. By looking up the number in thelist below
you can obtain additional information about the cause of the error. Thisinformation is aso
available as amachine-readable ASCII filensg. t xt .

Messages numbered 1000 and higher pertain generally to C++. Thisis summarized in the table
below.

After apossible 1000 is subtracted off, the remainder liesin the range 0-999. Remaindersin the
range 1-199 are syntax errors, 200-299 are PC-lint/FlexeLint internal errors and should never
occur, 300-399 arefatal errors usually brought about by exceeding some limit, 400-699 are
warning messages that indicate that something islikely to be wrong with the program being
examined. Remaindersin the range 700-899 designate informational messages. These may be
errors but they also may represent legitimate programming practices depending upon personal
programming style. Remaindersin the range 900-999 are called "Elective Notes'. They are not
automatically output. You may examinethe list to seeif you wish to be aerted to any of them.

C C++ Warning Level

Syntax Errors 1 - 199 1001 - 1199 1
Internal Errors 200 - 299 1200 - 1299

Fatal Errors 300 - 399

Warnings 400 - 699 1400 - 1699 2

I nformational 700 - 899 1700 - 1899 3
Elective Notes 900 - 999 1900 - 1999 4

Glossary

A few of the terms used in the commentary below are:

ar gunent The actual argument of a function as opposed to a dummy (or formal)
parameter of afunction (see par anet er below).

arithmetic any of theintegral types (see below) plusf | oat , doubl e, and| ong doubl e.

Bool ean In general, the word Boolean refersto quantities that can be either true or false.
An expression is said to be Boolean (perhaps it would be better to say
'definitely Boolean') if it is of theform: oper and op oper and whereop isa
relational (> >= < <=), anequality operator (== ! =), logical And (&&) or
logical O (| | ). A contextissaidtorequireaBooleanifitisusedinanif or
whi | e clause or if it isthe 2nd expression of af or clauseor if itisan
argument to one of the operators. &&or | | . Anexpression needn't be
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decl ar ati on

definition

i ntegral

scal ar

| val ue

macr o

menber

modul e

par anet er

definitely Boolean to be acceptable in a context that requires a Boolean. Any
integer or pointer is acceptable.

gives properties about an object or function (as opposed to a definition).
that which alocates space for an object or function (as opposed to a
declaration) and which may also indicate properties about the object. There

should be only one definition for an object but there may be many declarations.

atype that has properties similar to integers. Theseinclude char, short,
i nt,and| ong and theunsi gned variations of any of these.

any of the arithmetic types plus pointers.
is an expression that can be used on the Left hand side of an assignment
operator (=). Some contexts require |values such as autoincrement (++) and

autodecrement (- - ).

an abbreviation defined by a#def i ne statement. It may or may not have
arguments.

elementsof ast ruct and of auni on are called members.

that which is compiled by acompiler in a single independent compilation. It
typically includes all thetext of a. ¢ (or a. cpp or. cxx, etc.) file plus any
text within any #i ncl ude file(s).

A formal parameter of a function as opposed to an actual argument (see
ar gunent above).

M essage Parameter s

Some of the messages are parameterized with one or more of the following italicized names:

Message parameters marked with a* may be used as an argument to esyn() for error
suppression or enabling when thef sn flagis ON.

Char

Cont ext *

Some character

Specifies one of several contextsin which an assignment can be made. Can be one

assi gnment -- refersto an explicit assignment operator.
ret ur n -- refersto theimplied assignment of ar et ur n statement. The type of
the expression is converted implicitly to the type of the function.
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Fi | eNane

I nt eger

| nvocati on

Ki nd*

Locati on

String*

Synbol

Type*

TypeDi ff*

e initialization --referstothe assignment implied by aninitialization
Statement.

* arg. no. ..--referstotheimplied assignment of an argument in the presence
of aprototype. The type of the expression isimplicitly converted to the type
within a prototype.

* arg. 'this' --referstotheimplied argument of a member function call.

A filename. Messages containing this parameter can be suppressed with the
-efile( ..) option.

Some integer

A function call with argument types. To suppress a message containing an
Invocation you need the complete call, not just the function name. For example,
thecall f (1) could resultin Error 1024 parameterized by 'f (i nt)". To suppress
this message you could use - esym( 1024, f (i nt)). You could also usewild
cardsasin-esyn( 1024, f *).

A list of control structures.

A line number followed optionally by afilename (if different from the current)
and/or amodule name if different from the current.

A string, usually an identifier, that can be suppressed with a - esymbut not with
-elibsym

A sequence of charactersidentified further in the message description.

The name of a user identifier referring to a C or C++ object such as variable,
function, structure, etc. Messages containing this parameter can be suppressed
withthe- esyn( ...) option. For C++, if Synbol isthe name of afunction the
full function signature (including parameters) is given. Error suppression with
- esymdoes not require (nor want) the parameters.

A type or atop type base is provided. A top type baseisone of poi nt er,
function,array,struct,uni on,ofr enum

specifies the way in which one type differs from another. Because of type
gualification, function prototypes, and type compounding, it may not be obvious
how two types differ. Also, seethe - et d option to inhibit errors based on type
differences. TypeDi f f can be one or more of:

* basi ¢ -- Thetwo types differ in some fundamental way such asdoubl e
Versusi nt .

* count -- Two function types differ in the number of arguments.
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el I'i psi s -- Two function types differ in that one is prototyped using an
ellipsis and the other is not prototyped. See Section 18.8 Plain Vanilla
Functions

i nconpl et e -- At least one of the typesisonly partially specified such asan
array without a dimension or afunction without a prototype.

nom nal -- Thetypesare nominally different but are otherwise the same. For
example, i nt versus| ong where these are the same size or doubl e versus

| ong doubl e where these are the same size. The two types are either both
integral or both float or are functions that return types or have arguments that
differ nominaly. If | ong isthe samesizeasi nt thenunsi gned | ong will
differ fromi nt bothasnoni nal andassi gned/ unsi gned. If not the same
size, then the differenceispr eci si on.

ori gi n -- Thetypes are not actually different but have different origins. For
exampleast ruct isdefined in two separate modules rather than in one
header file. If for some reason you want to do this then use the option
-etd(origin).

preci si on -- Two arithmetic types differ in their precison such asi nt vs.
| ong where these are different sizes.

pr onot i on -- Two function types differ in that oneis prototyped with achar,
short orfl oat typeand the other is not prototyped.

ptrs to...-- Pointerspoint to different types, some TypeDiff code follows.

ptrs to inconpatible types -- Pointers point to types, which in turn
differ in pr eci si on, count, si ze, el | i psi s or pronoti on.

qual i fication --Qualifierssuchasconst,vol ati |l e, etc. are
inconsistent.

si gned/ unsi gned -- Thetypesdiffer in that oneisasigned integra type and

the other is unsigned of the same size, or they are both functions that return
typesthat differ in thisway, or they are both pointersto typesthat differ in this

way.
si ze -- Two arrays differ in array dimension.

st rong -- Two types differ in that one is strong and the other is not the same
strong type.
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* voi d/ nonvoi d -- Thetwo typesdiffer in that oneisvoi d and the other is not
or, more frequently, they are both functions returning types that differ in this
respect or pointersto types that differ in this respect.

e enum enum - - Onetypeisanenum Theother typeisadifferent enum

* int/enum -- Onetypeisanenumand theotherisani nt.

* Type =Type -- Thetwo typesin an assignment of some kind differ in some
basic way and no more information is available.

* Typevs. Type -- Thetwo types differ in some basic way and no more
information is available.

19.1 C Syntax Errors

1

Uncl osed Comment (Location) -- Endof file was reached with an open comment
still unclosed. The Locat i on of the open comment is shown.

Uncl osed Quot e -- Anend of line was reached and a matching quote character
(single or double) to an earlier quote character on the same line was not found.

#el se wi thout a #if -- A#el se wasencountered not in the scope of a#i f ,
#i f def or #i f ndef .

Too many #if |evels -- Aninternal limit was reached on the level of nesting of
#i f statements (including #i f def and #i f ndef ).

Too many #endif's -- A #endi f was encountered not in the scope of a#i f or
#i fdef or#if ndef .

St ack Over f | ow -- One of the built-in non-extendabl e stacks has been overextended.
The possibilities are too many nested #i f statements, #i ncl ude statements (including
all recursive #i ncl ude statements), static blocks (bounded by braces) or #def i ne
replacements.

Unable to open include file: FileNanme --FileNane isthename of the
include file, which could not be opened. Seeaso flagf di (See Section 5.5 Flag
Options), option -i ... (See Section 5.7 Other Options) and Section 15.2.1 INCLUDE
Environment Variable.

Uncl osed #if (Location) --A#if (or#ifdef or#ifndef)wasencountered
without a corresponding #endi f . Locat i on isthelocation of the #i f .
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10

11

12

13

14

15

16

17

18

Too nmany #else's in # f (Location) --Agiven#if contained a#el se,
which in turn was followed by either another #el se or a#el i f. The error message
givestheline of the#i f statement that started the conditional that contained the
aberration.

Expecting String --String istheexpected token. The expected token could not
befound. Thisiscommonly given when certain reserved words are not recognized.

int __interrupt f();

will receive an Expecting ' ;' message a thef becauseit thinksyou just declared
__interrupt. Thecureisto establish anew reserved word with

+rw( __i nterrupt). Also, make sureyou are using the correct compiler optionsfile.
See also Section 18.10 Strange Compilers.

Excessive Size -- Thefilename specified on a#i ncl ude line had alength that
exceeded FI LENAMVE_NVAX characters.

Need < or " -- After a#i ncl ude isdetected and after macro substitution is
performed, afile specification of theform <f i | ename>or " fi | enane" isexpected.

Bad type -- A typeadjectivesuchas| ong, unsi gned, etc. cannot be applied to the
type, which follows.

Synbol ' Symbol ' previously defined (Location) --Thenamed object has
been defined a second time. The location of the previous definition is provided. If this
is atentative definition (no initializer) then the message can be suppressed with the

+f nd flag. (Section 5.5 Flag Options).

Synbol ' Synmbol' redeclared (TypeDi ff) (Location) -- Thenamedsymbol
has been previously declared or defined in some other module (location given) with a
type different from the type given by the declaration at the current location. The
parameter TypeDi f f provides further information on how the types differ (see
Glossary in Chapter 19. MESSAGES.).

Unrecogni zed nanme -- A # directive is not followed by arecognizable word. If this
isnot an error, use the +ppwoption. (Section 5.7 Other Options).

Unrecogni zed nane -- A non-parameter is being declared where only parameters
should be.

Synbol ' Synbol' redeclared (TypeDi ff) conflicts withLocation --A

symbol is being redeclared. The parameter TypeDi f f provides further information on
how the types differ (see Glossary Chapter 19. MESSAGES.). Locat i on isthe
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19

20

21

22

23

24

25

26

27

28

30

31

32

location of the previous definition.
Usel ess Decl arati on -- A type appeared by itself without an associated variable,
and thetypewasnot ast ruct andnot auni on and not an enum A double semi-colon
can causethisasin:

int Xx;;:
I'llegal use of = -- A function declaration was followed by an = sign.

Expect ed { -- Aninitializer for an indefinite size array must begin with aleft brace.

Il 1 egal operator --A unary operator was found following an operand and the
operator is not a post operator.

Expect ed col on -- A ? operator was encountered but thiswas not followed by a: as
was expected.

Expect ed an expression, found 'String --Anoperator wasfound at the
start of an expression but it was not aunary operator.

I'l 1 egal constant --Toomany characterswere encountered in acharacter constant
(aconstant bounded by * marks).

Expect ed an expression, found 'String --Anexpressionwas notfound
where one was expected. The unexpected token is placed in the message.

I'llegal character (0xhh) --Anillegal character was found in the source code.
The hex code is provided in the message. A blank isassumed. If you are using strange
charactersin identifier names you will get this message for which you may use the

-i dent option. (See Section 5.7 Other Options)

Redefinition of synbol 'Synbol'Location -- Theidentifier preceding a
colon was previously declared at the Locat i on given as not being alabel.

Expected a constant -- A constant was expected but not obtained. This could be
following acase keyword, an array dimension, bit field length, enumeration value, #i f
expression, etc.

Redefinition of synbol 'Synbol' conflicts withLocation --A data
object or function previously defined in this module is being redefined.

Field size (nmenber 'Synbol') should not be zero -- Thelengthof afield
was given as non-positive, (O or negative).

322



33

34

35

36

37

38

39

40

41

42

43

44

45

46

Il egal constant --A constant was badly formed as when an octal constant
contains one of the digits8 or 9.

Non- constant initializer --A non-constantinitializer wasfound for a static
dataitem.

Initializer has side-effects -- Aninitidizer with side effects was found for a
static dataitem.

Redefini ng the storage class of synbol 'Synbol' conflicts with
Locati on -- Anobject's storage classis being changed.

Val ue of enunerator 'Synbol' inconsistent (conflicts with
Locati on) -- Anenumerator was inconsistently valued.

Of fset of synbol 'Synbol' inconsistent (Location) --A memberofa
class or struct appearsin adifferent position (offset from the start of the structure) than
an earlier declaration. This could be caused by array dimensions changing from one
modul e to another.

Redefinition of synbol 'Synbol' conflicts withLocation --A
struct oruni on isbeng redefined.

Undecl ared identifier 'Nanme' --Withinan expression, anidentifier was
encountered that had not previously been declared and was not followed by aleft
parenthesis. Nane isthe name of the identifier.

Redefinition of synbol 'Synbol' --A parameter of either afunctionor a
macro is being repeated.

Expected a statenent --A statement was expected but a token was encountered
that could not possibly begin a statement.

Vacuous type for variable 'Synbol' --A vacuoustypewasfound such asthe
void type in a context that expected substance.

Need a switch -- Acase ordef aul t statement occurred outside a switch.

Bad use of register --Avarableisdeclaredasar egi st er butitstypeis
inconsistent with it being ar egi st er (such asafunction).

Field type should be int --Bitfieldsinastructure should betyped unsi gned

orint. If your compiler allows other kinds of objects, such aschar, then simply
suppress this message.
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a7

48

49

50

51

52

53

54

55

56

57

58

59

Bad type -- Unary minus requires an arithmetic operand.

Bad type --Unary * or theleft hand side of the ptr (- >) operator requires a pointer
operand.

Expected a type -- Only types are allowed within prototypes. A prototypeisa
function declaration with a sequence of types within parentheses. The processor isat a
state where it has detected at |east one type within parentheses and so is expecting more
types or a closing right parenthesis.

Attenpted to take the address of a non-Ival ue -- Unary & operator
requires an lvalue (avalue suitable for placement on the left hand side of an assignment
operator).

Expected integral type --Unary ~ expectsanintegra type (si gned or
unsi gned char,short,int,orlong).

Expect ed an | val ue -- autodecrement (- - ) and autoincrement (++) operators
require an lvalue (avalue suitable for placement on the left hand side of an assignment
operator). Remember that casts do not normally produce Ivalues. Thus

++(char *)p;
isillegal according to the ANSI/ISO standard. This construct is allowed by some
compilersand is allowed if you use the +f pc option (Pointer Casts are Ivalues). (See
Section 5.5 Flag Options)
Expected a scal ar -- Autodecrement (- - ) and autoincrement (++) operators may
only be applied to scalars (arithmetics and pointers) or to objects for which these
operators have been defined.

Di vi si on by 0 -- Theconstant 0 was used on the right hand side of the division
operator (/) or the remainder operator (%).

Bad type -- Thecontext requiresascalar, function, array, or struct (unless - f sa).

Bad type -- Add/subtract operator requires scalar types and pointers may not be added
to pointers.

Bad type -- Bit operators( &, | and” ) require integral arguments.

Bad type -- Bad argumentswere given to arelational operator; these always require
two scalars and pointers can't be compared with integers (unless constant 0).

Bad type -- Theamount by which an item can be shifted must be integral.
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60

61

62

63

64

65

66

67

68

69

70

71

72

73

Bad type -- Thevalueto be shifted must be integral.

Bad type -- Thecontext requires aBoolean. Booleans must be some form of
arithmetic or pointer.

I nconpatible types (TypeDiff) for operator ':' --The2ndand3rd
argumentsto ? : must be compatible types.

Expect ed an | val ue -- Assignment expectsitsfirst operand to bean| val ue.
Please note that a cast removes the |valuedness of an expression. But seeaso flag +f pc
in Section 5.5 Flag Options.

Type mismatch (Context) (TypeDiff) -- Therewasamismatchintypesacross
an assignment (or implied assignment, see Cont ext ). TypeDi f f specifiesthe type
difference. Seeoptions- epn, - eps, - epu, - epp (Section 5.2 Error Inhibition Options)
to suppress this message when assigning some kinds of pointers.

Expected a nenber nane -- After adot (. ) or pointer (- >) operator a member
name should appear.

Bad type -- A voi d typewasemployed whereit isnot permitted. If avoi d typeis
placed in a prototype then it must be the only type within a prototype. (See error
number 49.)

Can't cast from Type to Type -- Attempt to cast anon-scalar to an integral.

Can't cast from Type to Type -- Attempt to cast a non-arithmetictoaf | oat .

Can't cast from Type to Type -- Bad conversioninvolvingincompatible
structures or a structure and some other object.

Can't cast from Type to Type -- Attempt to cast to a pointer from an unusual
type (non-integral).

Can't cast from Type to Type -- Attempt to cast to atype that does not allow
conversions.

Bad option 'String' --Wasnotableto interpret an option. Theoptionisgivenin
String.

Bad | eft operand -- Thecursor ispositioned at or just beyond either an -> or a.

operator. These operators expect an expression primary on their left. Please enclose
any complex expression in this position within parentheses.
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Address of Regi ster -- Anattempt was made to apply the address (&) operator to
avariable whose storage class was given as register.

Too late to change sizes (option 'String' ) --Theszeoptionwasgiven
after al or part of amodule was processed. Make sure that any option to reset sizes of
objects be done at the beginning of the first module processed or on the command line
before any module is processed.

can't open file ’'String’ --Stringisthename of thefile. The namedfile
could not be opened for output. The file was destined to become a PC-lint/FlexeL int
object module.

Address of bit-field cannot be taken -- Theaddressof abit-field cannot be
taken. Therulesof C only allow for taking the address of awhole byte (awhole char ).

Synbol ' Synbol' typedef'ed at Location used in expression --The
named symbol wasdefined inat ypedef statement and is therefore considered atype.
It was subsequently found in a context where an expression was expected.

Bad type for % operator -- The%operator should be used with some form of
integer.

This use of ellipsis is not strictly ANSI -- Theélipsisshould be used
in a prototype only after a sequence of types not after a sequence of identifiers. Some
compilers support this extension. If you want to use this feature suppress this message.

struct/union not permtted in equality conparison --Twostruct'sor
uni on'sare being compared with one of == or ! =. Thisis not permitted by the ANSI/
SO standard. If your compiler supportsthis, suppress this message.

return <exp>; illegal with void function -- The ANSI/ISO standard does
not allow an expression form of ther et ur n statement withavoi d function. If you are
tryingtocasttovoi d asinreturn (void)f(); andyour compiler allowsit,
suppress this message.

I nconpatible pointer types with subtraction -- Two pointers being
subtracted have indirect types which differ. You can get PC-lint/FlexeLint to ignore
dight differences in the pointers by employing one or more of the - ep... options
described in Section 5.2 Error Inhibition Options.

si zeof object is zero or object is undefined --Asizeof returneda0
value. This could happen if the object were undefined or incompletely defined. Make
sure acomplete definition of the object isin scope when you use si zeof .

Array ' Synbol' has di mension 0 -- Anarray (named Synbol ) was declared
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without a dimension in a context that required a non-zero dimension.

Structure ' Synbol' has no data el ements -- A structure was declared (in a
C module) that had no data members. Though legal in C++ thisisnot legal C.

Expression too conplicated for #ifdef or #i fndef --Bytherulesof C
there should be only asingleidentifier following a#i f def or a#i f ndef. You may
also supply avalidly constructed C (or C++) comment.

Synbol ' Symbol' is an array of enpty el enents -- Anarray wasdeclared
(in a C module) whose elements were each of 0 length. Though legal in C++ thisis not
permitted C.

Argunent or option too long ('String') --Thelengthof an option (shown
inString) exceeds aninternal limit. Please try to decompose the option into
something smaller. At thiswriting the limit is 610 characters.

Option '"Nane' is only appropriate within a |int comment --The
indicated option is not appropriate at the command or the . | nt level. For example if
- unr eachabl e isgiven on the command line you will get this message.

Li ne exceeds Integer characters (use +linebuf) --A linereadfrom one
of theinput filesislonger than anticipated. By default the line buffer sizeis 600
characters. Eachtimeyou usethe +| i nebuf option you can doublethissize. Thesize
can be doubled ad infinitum.

Negative array di mension or bit field length (Integer) --A negative
array dimension or bit field length is not permitted.

New-line is not permitted within string argunents to nmacros --A
macro invocation contains astring that is split across more than one line. For example:

Al "Hello
World" );

will trigger this message. Some compilers accept this construct and you can suppress
this message with -e93 if thisisyour current practice. But it is more portable to place
the string constant on oneline. Thus

A( "Hello World" );
would be better.
Expect ed a macro paraneter but instead found ' Nane' -- The# operator

(or the non-standard extension to the # operator spelled #@ was found within a macro
definition but was not immediately followed by a parameter of the macro asisrequired
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by the standards. Nane identifies the token immediately to the right of the operator.

Unmat ched | eft brace for String on Location -- The purpose of this
message is to report the location of aleft curly brace that is unmatched by aright curly
brace. Such an unmatched left curly can be far removed from the point at which the
unbal ance was detected (often the end of the compilation unit). Providing the location
of theleft curly can be extremely helpful in determining the source of the imbalance.

Recovery Error (String) -- A recovery error isissued when an inconsistent state
was found while attempting to recover from asyntactic error. The St ri ng provided in
the message serves as a clue to thisinconsi stent state. Since the presumptive cause of the
error isan earlier error, priority should be placed on resolving the original error. This
"Recovery Error" is meant only to provide additional information on the state of the
parser.

Expected an identifier --Whileprocessing afunction declarator, a parameter
specifier was encountered that was not an identifier, whereas a prior parameter was
specified as an identifier. Thisis mixing old-style function declarations with the
new-style and is not permitted. For example

void f(n,int m
will éicit this message.

Il egal paraneter specification --Withinafunction declarator, a parameter
must be specified as either an identifier or as atype followed by a declarator.

Unexpect ed decl aration -- After aprototype, only acomma, semi-colon, right
parenthesis or aleft brace may occur. This error could occur if you have omitted a
terminating character after a declaration or if you are mixing old-style parameter
declarations with new-style prototypes.

Conflicting types -- Two consecutive conflicting typeswere found such asi nt
followed by doubl e. Remove one of the types!

Conflicting nodifiers -- Two consecutive conflicting modifiers were found such
asfar followed by near. Remove one of the modifiers!

Il egal constant --A string constant was found within a preprocessor expression
asin

#i f ABC == "abc"

Such expressions should be integral expressions.
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Label 'Synbol' (Location) not defined -- TheSynbol atthegiven
Locat i on appeared in agoto but there was no corresponding label.

Invalid context --Acontinue orbreak statement was encountered without an
appropriate surrounding context such asaf or, whi | e, or do loop or, for the br eak
statement only, a surrounding swi t ch statement.

The conbination "short long” is not standard, 'long’ is assuned -
- Some compilers support the non-standard sequence short | ong. This message
reports, as an error, that this sequenceis being used. If you are required to use the
construct then ssmply suppressthismessage. Asthe message indicates, that type will be
presumed to be | ong.

Attenpt to assign to void -- Anattempt was made to assign avalue to an object
designated (possibly through a pointer) asvoi d.

Assi gnnment to const object -- Anobject declared asconst wasassigned a
value. Thiscould ariseviaindirection. For example, if p isapointer toaconst int
then assigning to * p will raise thiserror.

I nconsi stent enum decl arati on -- The sequence of memberswithin anenum
(or their values) isinconsistent with that of another enum(usually in some other
module) having the same name.

I nconsi stent structure declaration for tag ' Synbol' -- The sequence
of members within a structure (or uni on) isinconsistent with another structure (usually
in some other module) having the same name.

Struct/union not defined -- A referenceto astructure or auni on was made that
required a definition and thereis no definition in scope. For example, areference to

p- >a wherep isapointer toast r uct that had not yet been defined in the current
module.

I nappropri ate storage cl ass -- A storageclassother thanr egi st er wasgiven
in asection of codethat is dedicated to declaring parameters. The section is that part of
afunction preceding the first left brace.

| nappropriate storage class -- A storage classwas provided outside any
function that indicated either aut o or r egi st er. Such storage classes are appropriate
only within functions.

Too few argunents (Integer) for prototype 'Nane' --Thenumber of

arguments provided for a function was | ess than the number indicated by a prototype in
scope.
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Too many argunents (Integer) for prototype 'Nane’ -- Thenumber of
arguments provided for afunction was greater than the number indicated by a prototype
in scope.

Initialization without braces of datal ess type ’Synbol’' -- Therewas
an attempt to initialize a nested object (e.g., an array element) without braces.
Additionally, that object type possesses no data members.

class A { public: void f(); };
class B { public: Aa; int k; }

Aaldl ={ {}. 3. 0. O3 Il oK
Bb={, 341}, /| Error 120

Attenpting to initialize an object of undefined type ’'Synbol’ --
The initialization of an object was attempted where that object type has no visible
definition. For example:

class Undefined u = { 5 };

Digit (Char) too large for radix -- Theindicated character wasfoundina
constant beginning with zero. For example, 08 is accepted by some compilersto
represent 8 but it should be 010 or plain 8.

Macro ' Synbol ' defined with argunents at Location this is just a
war ni ng -- The name of a macro defined with arguments was subsequently used
without afollowing '(". Thisislegal but may be an oversight. It isnot uncommon to
suppress this message (with - e 123), because some compilers allow, for example, the
macro maex () to coexist with avariable max. (See Section 18.6 Error 123 using min or
max).

Pointer to void not allowed -- A pointer tovoi d wasused in a context that
does not permit voi d. Thisincludes subtraction, addition and therelationas (> >= <
<=).

Too many storage class specifiers -- Morethan one storage class specifier
(static,extern,typedef,register orauto)wasfound. Only oneis permitted.

I nconsi stent structure definition 'Synbol' --Thenamed structure (or
uni on or enum) was inconsistently defined across modules. The inconsistency was
recognized while processing alint object module. Line number information was not
available with this message. Alter the structures so that the member information is
consistent.

Il egal constant --Anempty character constant (' ' ) was found.

Pointer to function not allowed -- A pointer to afunction was found in an
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arithmetic context such as subtraction, addition, or one of therelationals (> >= < <=).

decl aration expected, identifier 'Synbol' ignored --Inacontextin
which a declaration was expected an identifier was found. Moreover, the identifier was
not followed by '('ora'['

Expected integral type -- Theexpressioninasw tch statement must be some
variation of ani nt (possibly | ong or unsi gned) or an enum

syntax error in call of macro 'Synbol' at |ocation Location --This
message is issued when a macro with arguments (function-like macro) isinvoked and an
incorrect number of argumentsisprovided. Locat i on isthelocation of the start of the
macro call. Thiscan be useful because an errant macro call can extend over many lines.

Expect ed function definition --A function declaration with identifiers
between parentheses is the start of an old-style function definition (K&R style). Thisis
normally followed by optional declarations and aleft brace to signal the start of the
function body. Either replacethe identifier(s) with type(s) or complete the function with
afunction body.

Too many initializers for aggregate --1nabrace-enclosedinitializer, there
are more items than there are elements of the aggregate.

M ssing initializer --Aninitializer was expected but only a comma was present.

comma assumed in initializer --A commawasmissing between two
initializers. For example:

int a[2][2] ={ {1, 2} {3 4} };
ismissing acomma after the first right brace (} ).

Il egal macro name -- The ANSI/ISO standard restricts the use of certain names as
macros. defi ned isontherestricted list.

constant ' Synmbol' used twice within swtch -- Theindicated constant was
used twiceasacase withinaswi t ch statement. Currently only enumerated types are
checked for repeated occurrence.

Can't add parent 'Synbol' to strong type String; creates |oop --
An attempt was made to add a strong type parent to at ypedef type. Theattempt is
either explicit (with the - st r ong option) or implicit with the use of at ypedef toa
known strong type. This attempt would have caused aloop in the strong parent
relationship. Such loops are ssmply not tolerated.
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Can't take sizeof function --Thereisan attempt totakethesi zeof a
function.

Type appears after nodifier --Microsoft modifierssuchasfar, near,
__huge, _pascal , etc. etc. modify the declarator to itsimmediate right. It therefore
should not appear before the type. For example, you should writei nt pascal

f (voi d); ratherthanpascal int f(void);. Notethatconst andvol atil e
differ from the Microsoft modifiers. They may appear before or after thetype. After
reporting the error an attempt is made to process the modifiers as the programmer
probably intended. See also the +f emflag in Section 5.5 Flag Options.

The foll owi ng option has too nany el enents: 'String --Theindicated
option (given by 'St ri ng') istoo big. It most likely consists of an itemized list that has
too many items. You should decompose the large option into two or more smaller
options that in sum are equivalent to the one large option.

Erroneous option: String--Anoption contained information that was
inconsistent with itself or with an earlier option. The St ri ng provided in the message
explains more fully what the problemis.

Non-exi stent return value for synmbol 'Synbol', conpare with
Locati on -- An attempt was made to use a non-existent return value of the named
function (identified by Synbol ). It was previously decided that the function did not
return avalue or was declared with voi d.

Type expected before operator, void assuned --Inacontextinwhicha
typeis expected no typeisfound. Rather, an operator ' or '&' was encountered. The
keyword voi d was assumed to have preceded this operator.

Assumi ng a bi nary constant --A constant of theform 0b... was encountered.
This was taken to be a binary constant. For example, 0b100 representsthe value 4. If
your compiler supports binary constants you may suppress this message.

si zeof takes just one argument -- Anexpression of theformsi zeof (a, b)
was detected. A second argument is non standard and has been used by some compilers
to denote an option to the si zeof operator. If your compiler has a use for the second
argument then suppress this message.

menber ' Symbol' previously declared at Location --Theindicated
member was previoudy declared within the same structure or union. Although a
redeclaration of afunction may appear benign it is just not permitted by the rules of the
language. One of the declarations should be removed.

C++ construct 'String' found in C code -- Anillegal construct wasfoundin
C code. Itlooked asthough it might be suitable for C++. The quoted string identifies
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the construct further.

Token " String" unexpected String -- Anunexpected token was encountered.
The action taken, if any, isidentified by the second message parameter.

Token ' Nanme' inconsistent with abstract type --lnacontextinwhichan
abstract typeis alowed such as within a cast or after asi zeof , and after starting to
parse the abstract type, an identifier was found. For example:

x = (int y) z;

Lob base file 'file nane' mni ssing -- Theindicated file has been specified as
the base of | ob production viathe option - | obbase() . On output, this message is
givenif thel ob baseis missing. The situation is correctable by simply producing the
missing | ob output. Thiswill not be a problem given the appropriate dependencies in
themakefile. Oninput, the most likely cause of this messageis an out-of-date base file.
A hash code within the| ob file being read, did not match a similar code aready
embedded within the base. Theinput | ob file should be considered in error and should
be regenerated. See Chapter 8. LINT OBJECT MODULES.

Coul d not create tenporary file -- Thismessageis produced when
generating al ob output file based upon some lob basefile. Whenthel ob fileis
produced, it isfirst written to atemporary. The temporary is generated by the C library
functiont npnan() .

Coul d not evaluate type 'String', int assumed --Stringinthemessage
is the second argument to either apri nt f _code option or ascanf _code option.
When used, it was to be evaluated as atype. Unfortunately the type could not be
identified.

Ignoring {.} sequence within an expression, 0 assuned-- A braced
sequence within an expression is a non-standard extension of some compilers (in
particular GCC). Internally, wetreat such a braced sequence as the equivalent of a
constant 0. This means that we may be able to quietly lint such constructionsif you
merely suppress the message.

Braced initializer for scalar type 'Nane' -- Anexampleof aninitializer
that will draw this complaint is as follows.

int s[] ={ {11} };
After the compiler has seen the first curly it is expecting to see anumber (or other
numeric expression). Compilersthat strictly adhere to the 1ISO C and C++ Standards
will flag this asill-formed code.

Note that it islegal (but somewhat arcane) to employ aleft curly at the top-level when
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initializing an object of scalar type. For example, the following is well-formed:

int i ={ 0};// OK; initialize scalar i with O.

char *t = { "bar" }; // OK; initialize scalar t with a
[/ pointer to a statically allocated
[larray.

Also note: as the example above implies, this message can apply to pointers to arrays of
char ; it does not apply to arrays.

No data may follow an inconplete array -- Anincompletearray isallowed
within astruct of aC99 or C++ program but no datais allowed to appear after thisarray.
For example:

struct A{ int x; int a[]; int b; }:
This diagnostic isissued when the'b’ is seen.

Assignnment to variable 'Synmbol’ (Location) increases capability -
- An assignment has been made to a variable that increases capability. A typical
capability increaseis to remove const protection asin the following example:

int *p;
const int *q;
p = q; /'l Error 158

If a capability increase is seen in situations other than an assignment or if the variableis
not available, Warning 605 isissued. Please see the description of that message for
further information concerning capability increase. See aso Informational messages
1776 and 1778.

enum fol lowing a type is non-standard -- Normally two different typesare
not permitted within the same type specification; thiswill ordinarily result in Error 104.
However, some compilers support 'sized’ enumerations wherein a scalar type can
precede the enumkeyword. E.g.

char enum col or { red, green, blue };

When the second typeisan enumwe do not issue a104 but emit Error 159 instead. By
suppressing this message (with - e 159) such constructs will be supported.

The sequence '( {’ is non standard and is taken to introduce a
GN\U st at enent expressi on -- Lint encountered the sequence’( {’ in acontext
where an expression (possibly a sub-expression) is expected.

int n=({ [// Error 160 here
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int y
int z;
if (y >0)

z Yi
else z = - v;
z; 1)

// Now n has the |ast value of z.

foo ();

\

The primary intention of this message is to alert the user to the non-standard nature of
this construct. Thetypical responseis to suppress the message and go on. But afew
caveats are in order.

Programmers who intend to work only with C code with the GNU extensions may
safely disable this diagnostic but C++ users should think twice. Thisis partly for the
reasons given in GCC's documentation (see the section entitled " Statements and
Declarations in Expressions') and partly because the meaning of ' ( {" will changein
G++ when its maintainers implement Initializer Lists (a new core language feature that
is expected to appear in the 2010 version of the SO C++ Standard).

Repeat ed use of paraneter ' Synbol’ in paraneter |ist --Thenameof
afunction parameter was repeated. For example:

void f( int n, int m int n) {}

will cause this message to beissued. Names of parameters for a given function must all
be different.

19.2 Internal Errors

200- 299 Someinconsistency or contradiction was discovered in the PC-lint/FlexeL int system.

This may or may not be the result of auser error. Thisinconsistency should be brought
to the attention of Gimpel Software.

19.3 Fatal Errors

Errorsin this category are normally fatal and suppressing the error is normally impossible.
However, those errors marked with an asterisk(*) can be suppressed and processing will be
continued. For example - e306 will allow reprocessing of modules.

301

St ack overfl ow -- There was a stack overflow while processing declarations.
Approximately 50 nested declarators were found. For example, if a'/ ' followed by 50
consecutive * 's were to introduce a box-like comment and if the '/ ' were omitted, then
this message would be produced.
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Exceeded Avail abl e Menory -- Main memory has been exhausted.

String too long (try +macros) -- A single#defi ne definition or macro
invocation exceeded an internal limit (of 4096 characters). Asthe diagnostic indicates
the problem can be corrected with an option.

Corrupt object file, code Integer, synbol=String -- APC-lint/
FlexeLint object fileis apparently corrupted. Please delete the object module and
recreate it using the - oo option. See Section 8.3 Producing aLOB The specia code
identifier number aswell asalist of symbol names are optionally suffixed to the
message as an aid in diagnosing the problem by technical support.

Unable to open nodule 'file nanme' --file nanme isthename of thefile.
The named module could not be opened for reading. Perhaps you misspelled the name.

Previ ously encount ered nodul e ' Fil eNane' --Fil eNane isthe name of the
module. The named module was previously encountered. Thisis probably a user
blunder.

Can't open indirect file 'FileNanme' --FileNane isthename of the
indirect file. The named indirect file (endingin . | nt ) could not be opened for reading.

Can't wite to standard out --stdout wasfoundtoequal NULL. Thisis
most unusual.

#error ... --The#error directive was encountered. The ellipsisreflectsthe
original line. Normally processing isterminated at thispoint. If you set thef ce
(continue on #er r or ) flag, processing will continue.

Decl aration too long: 'String.."'(try +macros) -- A single declaration was
found to be too long for an internal buffer (about 2000 characters). This occurred when
attempting to write out the declaration using the - o... option. The first 30 characters of
the declarationisgivenin St ri ng. Typicaly thisis caused by avery long st r uct
whose substructures, if any, are untagged. First identify the declaration that is causing
thedifficulty. If astruct or uni on, assign atag to any unnamed substructures or
subunion. At ypedef can also be used to reduce the size of such a declaration.

Li nt Obj ect Modul e has obsol ete or foreign version id: I nteger --A
lint object module was produced with a prior or different version of PC-lint/FlexeLint.
Deletethe. | ob file and recreate it using your new version of PC-lint/FlexeLint. The
integer provided in this message can help to identify the version.

Too many files -- Thenumber of filesthat PC-lint/Flexelint can process has
exceeded an internal limit. The FlexeLint user may recompile his system to increase
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thislimit. Look for symbol FSETLENin cust om h. Currently, the number of filesis
limited to 6400.

Previously used .Int file: FileNane -- Theindirect file named was
previously encountered. If thiswas not an accident, you may suppress this message.

Exceeded nessage linmt (see -linmt) --Themaximum number of messages
was exceeded. Normally thereisno limit unlessoneisimposed by the- 1 i ni t (n)
option. (See Section 5.7 Other Options)

Error while witing to file "file nanme" -- Thegiven filecould not be
opened for output.

File encoding, String, not currently supported; unable to

cont i nue -- Lint detected a byte order mark at the beginning of afile which indicated
thefileisencoded in the given format. Asof thiswriting, the only formats supported to
any extent are ASCII and UTF-8 (for which Lint presumes ASCII).

Decl aration stack overfl ow -- Anoverflow occurred in the stack used to
contain array, pointer, function or reference modifiers when processing a declarator.

Unable to open include file FileNane -- Fi | eName isthe name of the
include file, which could not be opened. Directory search is controlled by options: - i
(See Section 5.7 Other Options), +f di (Section 5.5 Flag Options) and the I NCL UDE
environment variable (See Section 15.2.1 INCLUE Environment Variable). Thisisa
suppressible fatal message. If option - e322 isused, Error message 7 will kick in. A
diagnostic will be issued but processing will continue.

Token "String’ too |ong --Inattempting to save atoken for later reuse, afixed
size buffer was exceeded (governed by the size M TOKEN).

Too many synbol s | nteger -- Toomany symbolswereencountered. An internal
[imit was reached.

Cannot re-open file 'file nane' --Inthe caseof alarge number of nested
includes, filesin the outer fringe need to be closed before new ones are opened. These
outer files then need to be re-opened. An error occurred when attempting to re-open
such afile. If you are experiencing this error it may be owing to abasic inability to

f seek to apoint within afile that was designated by f t el | . Inthat case you should
increase the number of files that can be open simultaneously. This can be done with -
maxopen.

String 'String...' too |ong, exceeds |Integer characters --A string

(first 40 characters provided in the message) exceeds some internal limit (provided in
the message). Thereis no antidote to this condition in the form of an option. FlexeLint
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customers may recompile with aredefinition of either M_STRI NG (maximum string) or
M_NAME (maximum name). To override the definition in cust om h we suggest
recompiling with an appropriate - dvar =val ue option assuming your compiler
supports the option.

Bad pipe, code Integer -- Communication between apotential front end and PC-
lint isdoneviapipes. If thiscommunication goes awry this message isissued. If you
receive the message bring the message number and code number to the attention of the
vendor.

Bypass header ' Nane' follows a different header sequence than in
nmodule "String' which includes Filel where the current nodul e
includes File2 -- Thismessageisissued when aheader is#i ncl ude' d that had
previously been designated as bypass and it has been determined that this header
follows a different header include sequence than in some other module. The name of
the other module is given by the second parameter of this message. In order not to bury
the programmer under a ton of header names, we have made an effort to determine the
precise point where the two modules went their separate ways. The first include file
difference occurred when that other module included the header identified by Fi | e1l,
whereas the current module was attempting to include the header identified by Fi | e2.
EachFi | ei isapair of parameters of theform'st ri ng' (Locat i on) wherethe
location is the point of the #i ncl ude.

For example:

Modul e Xx. cpp:
#i ncl ude "al pha. h"
#i ncl ude "del ta. h"
#1 ncl ude "beta. h"
#i ncl ude "gamma. h"

Modul e y. cpp:
#i ncl ude "al pha. h"
#i ncl ude "beta. h"
#i ncl ude "gamma. h"

When the include of "bet a. h" occursin moduley. cpp (and if bet a. h has been
designated as bypass) there will be aFatal Error 328 that the header sequence of
module 'x. cpp' differs from the current module in that the former module included
'del t a. h' at apoint where the current module included 'bet a. h'.

It was necessary to make this message afatal error since attempting to bypass headers
that do not follow a consistent header sequenceis an act of folly. Itispossibleto
continue on after the 328 in hopes of picking up moreinconsistenciesin other modul es.
This can be done using the +f ce (Continue-on-Error flag).
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19.4 C Warning Messages

401

402

403

404

405

406

407

408

409

synbol ' Synbol' not previously declared static at Location --The
indicated Synbol declared st ati c was previoudy declared without thest at i ¢
storageclass. Thisistechnically aviolation of the ANSI/ISO standard. Some compilers
will accept this situation without complaint and regard the Synbol asstati c.

static function ' Synbol' (Location) not defined -- Thenamed Symbol
was declared asast at i ¢ function in the current module and was referenced but was
not defined (in the module).

static synbol ' Synbol' has unusual type nodifier --Sometype
modifierssuch as_export areinconsistent with thest at i c storage class.

struct not conpleted within file 'FileName' --Astruct (oruni onor
enum) definition was started within a header file but was not completed within the same
header file.

#if not closed off within file 'FileNanme' --An#if construct was begun
within a header file (name given) but was not completed within that header file. Was
thisintentional ?

Comment not closed off within file 'FileNanme' --A commentwasbegun
within a header file (name given) but was not completed within that header file. Was
thisintentional ?

I nconsi stent use of tag 'Symbol' conflicts with Location --Atag
specified asauni on, st r uct or enumwas respecified as being one of the other two in
the same module. For example:

struct tag *p;
union tag *q;

will elicit this message.

Type mismatch with switch expression -- Theexpression withinacase does
not agree exactly with the type within the swi t ch expression. For example, an
enumerated type is matched against ani nt .

Expecting a pointer or array -- Anexpressonof theformi[..] was
encountered where i isan integral expression. This could be legitimate depending on
the subscript operand. For example, if i isani nt anda isanarray theni[a] is
legitimate but unusual. If thisisyour coding style, suppress this message.

339



410

411

412

413

414

415

416

size_t not what was expected fromfzl and/or fzu, using 'Type' --
Thiswarning isissued if you had previoudly attempted to set thetype of si zeof by use
of theoptions +f zI ,-f zI ,or - f zu, and alater si ze_t declaration contradicts the
setting. This usually means you are attempting to lint programs for another system
using header files for your own system. If thisisthe case we suggest you create a
directory housing header files for that foreign system, alter si ze_t within that
directory, and lint using that directory.

ptrdiff_t not what was expected fromfdl option, using 'Type --
Thiswarning isissued if you had previously attempted to set the type of pointer
differences by use of thef dl option and alater pt r di f f _t declaration contradicts the
setting. See suggestion in Error Message 410.

Anbi guous format specifier ' 9 -- Theformat specifier %6 when used with
oneof thescanf family, isambiguous. With Microsoft C it means % x whereasin
ANSI/ISO C it hasthe meaning of %x. Thisambiguous format specification has no
place in any serious C program and should be replaced by one of the above.

Li kely use of null pointer 'Synbol' in [left/right] argunent to
operator 'String Reference -- Frominformation gleaned from earlier
statements, it appears certain that a null pointer (a pointer whose value is 0) has been
used in acontext where null pointers are inappropriate. Theseinclude: Unary *, pointer
increment (++) or decrement(- - ), addition of pointer to numeric, and subtraction of two
pointers. In the case of binary operators, one of thewords'l eft 'or 'ri ght "isused to
designate which operand isnull. Synbol identifies the pointer variable that may be
null. See aso messages 613 and 794, and Section 10.2 Value Tracking.

Possi bl e division by 0 -- Thesecond argument to either the division operator (/
) or the modulus operator (%9 may be zero. Information istaken from earlier statements
including assignments, initialization and tests. See Section 10.2 Value Tracking

access of out-of-bounds pointer ('lInteger' beyond end of data)
by operator 'String' --Anout-of-bounds pointer was accessed. Stri ng
designates the operator. The parameter 'l nt eger ' gives some idea how far out of
bounds the pointer may be. It is measured in units given by the size of the pointed to
object. Thevalueisrelativeto thelast item of good data and therefore should always be
greater than zero. For example:

int a[10];
a[10] = 0O;

resultsin an overflow message containing the phrase'l beyond end of data'. See
Section 10.2 Value Tracking

creation of out-of-bounds pointer ('Integer' beyond end of data)
by operator ' String' --Anout-of-bounds pointer was created. See message415
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417

418

419

420

421

for adescription of the parameters| nt eger and St ri ng. For example:
int a[10];
f(a+ 11 );

Here, anillicit pointer valueis created and is flagged as such by PC-lint/FlexeLint.
Note that the pointer a+10 is not considered by PC-lint/FlexeLint to be the creation of
an out-of-bounds pointer. Thisis because ANSI/ISO C explicitly allows pointing just
beyond an array. Access through a+10, however, asin* (a+10) or the more familiar
a[ 10], would be considered erroneous but in that case message 415 would be issued.
See Section 10.2 Value Tracking

integral constant 'String' has precision Integer which is | onger
than I ong | ong int -- Thelongest possibleinteger is by default 8 bytes (see the
+f || flagandthenthe- sl | # option). Anintegral constant wasfound to be even larger
than such a quantity. For example: Ox FFFFOOOOFFFFOOOO0F requires 68 bits and
would by default elicit thismessage. St ri ng isthetokeninerror,and| nt eger isthe
binary precision

Passing null pointer to function 'Synbol', Context Reference --A
NULL pointer is being passed to a function identified by Synbol . The argument in
question isgiven by Cont ext . The function iseither alibrary function designed not to
receiveaNULL pointer or auser function dubbed so viathe option - f unct i on or
-sem See Section 11.1 Function Mimicry (-function) and Section 11.2.1 Possible
Semantics.

Apparent data overrun for function 'Synbol', argunent |Integer
exceeds argument |nteger -- Thismessageisfor datatransfer functions such as
mencpy, strcpy, f get s, etc. when the size indicated by the first cited argument (or
arguments) exceeds the size of the buffer area cited by the second. The message may
also beissued for user functionsviathe - f unct i on option. See Section 11.1 Function
Mimicry (-function) and Section 11.2.1 Possible Semantics.

Apparent access beyond array for function 'Synbol', argunent

I nteger exceeds | nteger Reference -- Thismessageisissued for severd
library functions (such asf wri t e, mencnp, etc.) wherein thereis an apparent attempt
to access more datathan exist. For example, if the length of data specified in the
fwrite call exceedsthe size of the data specified. Thefunction isspecified by Synbol
and the arguments are identified by argument number. See aso Section 11.1 Function
Mimicry (-function) and Section 11.2.1 Possible Semantics.

Caution -- function 'Synbol' is considered dangerous -- Thismessage
isissued (by default) for the built-in function get s. Thisfunction is considered
dangerous because there is no mechanism to ensure that the buffer provided as first
argument will not overflow. A well known computer virus (technically aworm) was
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422

423

424

created based on this defect. Through the - f unct i on option, the user may designate
other functions as dangerous. See aso - deprecat e

Passing to function ' Synbol' a negative val ue (Integer), Context
Ref erence -- Anintegral value that appears to be negative is being passed to a
function that is expecting only positive values for a particular argument. The message
contains the name of the function (Synbol ), the questionable value (I nt eger ) and the
argument number (Cont ext ). The function may be a standard library function
designed to accept only positive values such asmal | oc or mencpy (third argument), or
may have been identified by the user as such through the - f unct i on or - semoptions.

The negative integral value may in fact be unsi gned. Thus:

void *mal |l oc( unsigned );

void f()
{
int n = -1;
int *p;
p = malloc(n); [l Varni ng 422
p = malloc( (unsigned) n ); /1 Varni ng 422
}

will result in the warnings indicated. Note that casting the expression does not inhibit
the warning.

Thereisadight differencein behavior on 32-bit systemsversus 16-bit systems. If | ong
isthe samesizeasi nt (asin 32-bit systems) the warning is issued based upon the sign
bit. If | ong islarger thanani nt (asistrue on typical 16-bit systems) the warningis
issued if the value was a converted negative asin the examples above. It isnot issued if
anunsi gned i nt hasthehigh-order bit set. Thisisbecauseit isnot unreasonable to
mal | oc morethat 32,176 bytesin a 16-bit system.

Creation of nmenory leak in assignnent to variable 'Synbol' --An
assignment was made to a pointer variable (designated by Synbol ), which appeared to
aready be holding the address of an allocated object, which had not been freed. The
allocation of memory, which is not freed, is considered a memory leak.

I nappropriate deal | ocati on (Nanel) for 'Nane2' data. -- Thismessage
indicatesthat adeallocation (f r ee() , del et e, or del et e[ ] ) as specified by Nanel is
inappropriate for the data being freed. [12, Item 5]

The kind of data (specified by Nane2) is one or more of: mal | oc, new, new | ,
static,aut o, menber, nodi fi ed or const ant. These have the meanings as
described below:

mal | oc datais data obtained fromacall tomal | oc, cal | oc orreal | oc.
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427

428

newand new| | datais data derived from callsto new.

static datais either st at i ¢ datawithin afunction or external data.

aut o datais non-static data in a function.

menber datais a component of a structure (and hence can't be independently
freed).

modi fi ed dataisthe result of applying pointer arithmetic to some other pointer. E.g.

p = mall oc(100);
free( pt+l ); /1 warni ng

p+1 isconsidered modified.
constant dataistheresult of casting a constant to apointer. E.g.

int *p = (int *) Ox80002;
free(p); /1 war ni ng

' Message' in processing semantic 'String' at token 'String' --This
warning isissued when a syntax error isencountered while processing asemantic option
(- sem). The'Message' depends upon the error. Thefirst 'St ri ng' represents the
portion of the semantic being processed. The second 'St r i ng' denotes the token being
scanned when the error isfirst noticed.

Call to function 'Synbol' violates semantic 'String --Thiswarning
message is issued when a user semantic (asdefined by - sen) isviolated. ' String' is
the subportion of the semantic that was violated. For example:

[/1int -sem f, 1n > 10 && 2n > 10 )
void f( int, int );

f( 2, 20 );
results in the message:

Call to function "f(int, int)' violates semantic '(1n>10)"

/1 comrent termninates in \ --A onelinecomment terminatesin the back-slash
escape sequence. This means that the next line will be absorbed in the comment (by a
standards-conforming compiler -- not al compilers do the absorption, so beware). Itis
much safer to end the line with something other than aback-slash. Simply tacking on a
period will do. If you really intend the next line to be a comment, the line should be
started with its own double dash (/ /).

negative subscript (Integer) in operator 'String --A negatve
integer was added to an array or to apointer to an allocated area (allocated by mal | oc,
oper at or new, etc.) Thismessage is not given for pointers whose origin is unknown
since a negative subscript is, in genera, legal.
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431

The addition could have occurred as part of a subscript operation or as part of a pointer
arithmetic operation. The operator isdenoted by St ri ng. The value of theinteger is
givenby | nt eger.

Cust odi al pointer 'Synbol' (Location) has not been freed or
returned -- A pointer of aut o storage class was allocated storage, which was neither
freed nor returned to the caller. Thisrepresents a"memory leak”. A pointer is
considered custodial if it uniquely points to the storage area. It is not considered
custodial if it has been copied. Thus:

int *p = newint[20]; // p is a custodial pointer
int *q = p; /1 p is no |onger custodial
p = new int[20]; /1 p again becones custodi al
q=p + 0; /1 p remains custodi al

Here p does not loseits custodia property by merely participating in an arithmetic
operation.

A pointer can lose its custodial property by passing the pointer to afunction. If the
parameter of the function is typed pointer to const or if the functionisalibrary
function, that assumption is not made. For example

p = malloc(10);
strcpy (p, "hello");

Then p still has custody of storage allocated.

It is possible to indicate via semantic options that a function will take custody of a
pointer. Seecust odi al (i) inSection 11.2.1 Possible Semantics. Itispossibleto
declare that no functions take custody other than those specified in a- semoption. See
also Flag f f ¢ (Functions take custody).

Character '@, taken to specify variable location, is not
st andard C/ C++ -- Many compilersfor embedded systems have a declaration syntax
that specifies alocation in place of an initial value for avariable. For example:

int X @x2000;

specifies that variable x isactualy location 0x2000. Thismessage isareminder that
this syntax is non-standard (although quite common). If you are using this syntax on
purpose, suppress this message.

M ssing identifier for tenpl ate paraneter nunber |nteger --A
template object parameter (as opposed to a type parameter) was not provided with an
identifier. Wasthisan oversight?



432

433

434

Suspi ci ous argunment to mal |l oc -- Thefollowing pattern was detected:
mal | oc( strlen(e+l) )

where e issome expression. Thisis suspicious because it closely resembles the
commonly used pattern:

mal | oc( strlen(e)+1 )

If you really intended to use the first pattern then an equivalent expression that will not
raise this error is.

mal l oc( strlen(e)-1)

Al | ocated area not |arge enough for pointer --Anallocationwas
assigned to a pointer whose reach extends beyond the areathat was allocated. This
would usually happen only with library allocation routines such asnal | oc and
cal I oc. For example:

int *p = malloc(1);

This message is also provided for user-declared allocation functions. For example, if a
user's own alocation function is provided with the following semantic:

-sem(oural | oc, @==nmal | oc(1n))

We would report the same message. Please notethat it is necessary to designate that the
returned areais freshly allocated (alanal | oc).

This message is always given in conjunction with the more general Informational
Message 826.

Wit e space ignored between back-slash and newline -- According to
the C and C++ standards, any back-dash followed immediately by a new-line resultsin
the deletion of both characters. For example:

#define A \
34

definesAto be34. If ablank or tab intervenes between the back-dash and the new-line
then according to a strict interpretation of the standard you have defined A to bea
back-dash followed by blank or tab. But thisblank isinvisible to the naked eye and
hence could lead to confusion. Worse, some compilers silently ignore the white-space
and the program becomes non-portable.
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436

437

438

You should never deliberately place a blank at the end of aline and any such blanks
should be removed. If you really need to define a macro to be back-sash blank you can
use acomment asin:

#define A\ [* comrentary */

integral constant 'String' has precision Integer, use +fll to
enabl e I ong | ong” -- Aninteger constant was found that had a precision that was
too largefor al ong but would fit withinal ong | ong. Yetthe+f | flagthat enables
thel ong | ong type was not set.

Check the sizes that you specified for | ong (- sl #) and for | ong | ong (- sl | #) and
make sure they are correct. Turnon +f | | if your compiler supports| ong | ong.
Otherwise use smaller constants.

Preprocessor directive in invocation of macro ' Synbol"' at

Locati on -- A function like macro was invoked whose arguments extended for
multiple lines, which included preprocessor statements. Thisisamost certainly an error
brought about by amissing right parenthesis.

By the rules of Standard C the preprocessing directive is absorbed into the macro
argument but then will not subsequently get executed. For this reason some compilers
treat the apparent preprocessor directive as adirective. Thisislogical but not portable.
It istherefore best to avoid this construct.

Passing struct 'Synbol' to ellipsis --A structisbeng passedtoafunction
at a parameter position identified by an ellipsis. For example:

void g()
{
struct A{ int a; } x;
void f( int, ... );
f(1 x);

Thisis sufficiently unusual that it is worth pointing out in the likelihood that thisis
unintended. The situation becomes more severe in the case of a Non-POD st r uct
[10]. Inthis case the behavior is considered undefined.

Last val ue assigned to variable ' Synbol' not used -- A value had been
assigned to avariable that was not subsequently used. The message isissued either at a
return statement or at the end of ablock when the variable goes out of scope. For
example, consider the following function:

void f( int n)
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}

Here we can report that x was assigned a value that had not been used by the time the
return statement had been encountered. We a so report that the most recently assigned
valueto z isunused at the point that z goes out of scope. See also Informational
message 838 and flags- fi wand -fi z.

for clause irregularity: variable 'Synbol' tested in 2nd
expressi on does not match ' Synbol' nodified in 3rd --Afor clause
has a suspicious structure. The loop variable, as determined by an examination of the
3rd f or clause expression, does not match the variable that istested in the 2nd f or
clause expression. For example:

for( i =0; i < 10; j++)

would draw this complaint since the'i ' of the 2nd expression does not match the 'j ' of
the third expression.

for clause irregularity: |loop variable ' Synbol' not found in 2nd
for expression -- Theloop variableis determined by an examination of the 3rd f or
clause expression. A loop variable wasfound (and its nameis given in the message) but
it did not appear as one of the accessed symbols of the condition expression (the 2nd

f or expression). For example:

for( p =a; *p; j++ )
would draw this complaint since the 2nd expression does not contain the'j ' of the third
expression.
for clause irregularity: testing direction inconsistent with
i ncrement direction --A for clause wasencountered that appeared to have a

parity problem. For example:

for( i =0; i < 10; i--)
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445

447

Herethetest fori lessthan 10 seemsinconsistent with the 3rd expression of the f or
clause which decreases the value of i . This same message would be given if i were
being increased by the 3rd expression and was being tested for being greater than some
value in the 2nd expression.

for clause irregularity: variable 'Synbol' initialized in 1st
expressi on does not match ' Synbol' nodified in 3rd -- Afor clause
has a suspicious structure. The loop variable, as determined by an examination of the
3rd f or clause expression, does not match the variable that isinitialized in the 1st
expression. For example:

for( ii =0; i < 10; i++)

would draw this complaint sincethe'i i ' of the 1st expression does not match the'i * of
the third expression.

for clause irregularity: pointer 'Synbol' increnented in 3rd
expression is tested for NULL in 2nd expression -- Thefollowing kind
of situation has been detected:

for( ... ; p == NULL;, p++ )

A loop variable being incremented or decremented would not normally be checked to
seeif itisSNULL. Thisismorelikely aprogrammer error.

reuse of for loop variable 'Synbol' at 'Location' could cause
chaos -- A f or loop nested within another f or loop employed the same loop
variable. For example:

for( i =0; i < 100; i++)
{
1.‘.o.r(i:0; i <n; i++) { ...}
}

Extraneous whitespace ignored in include directive for file

"Fil eNanme’; opening file 'FileNane' --A named filewasfound to contain
either leading or trailing whitespace in the #i ncl ude directive. Whilelegal, the 1ISO
Standards allow compilers to define how files are specified or the header is identified,
including the appearance of whitespace charactersimmediately after the < or opening "
or beforethe > or closing " . Since filenames tend not to contain leading or trailing
whitespace, Lint ignores the (apparently) extraneous characters and processes the
directive as though the characters were never given. Theuseof a- ef i | e option on
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448

449

451

452

453

either Fi | eNane for this message will cause Lint to process#i ncl ude’swith
whitespace intact.

Li kely access of pointer pointing Integer bytes past nul
character by operator 'String' --Accessing past theterminating nul character
is often an indication of a programmer error. For example:

char buf[20];
strcpy( buf, "a" );
char ¢ = buf[4]; /1 1egal but suspect.

Although buf has 20 characters, after thest r cpy, therewould be only two that the
programmer would normally beinterested in.

Poi nter variable 'Synbol' previously deallocated--A pointer variable
(designated in the message) was freed or deleted in an earlier statement.

Header file 'FileNane' repeatedly included but does not have a
standard include guard-- Thefile named in the message has already been
included in the current module. Moreover it has been determined that this header does
not have a standard include guard. A standard include guard has the form

#i f ndef Nane
#def i ne Nane

#endi f

with nothing but comments before and after this sequence and nothing but comments
between the #i f ndef and the#defi ne Nane.

Thiswarning may also be accompanied by a537 (repeated include header). Message
537 is often suppressed because if you are working with include guardsit is not a
helpful message. However, the message 451 should be left on in order to check the
consistency of the include guards themselves.

See also Elective Note 967.

typedef Synbol ' Synbol' redeclared (TypeDiff) conflicts with
Location--Atypedef symbol isbeing declared to be adifferent type. This can be
legal, especially with multiple modules, but is not good programming practice. It
interferes with program legibility.

Function ' Synbol ', previously designated pure, String 'Name’ - A
semantic option designated that the named function, Synbol , is pure (lacking non-local
side-effects: see the pur e semantic in Chapter 11. SEM ANTICS). However, an
impurity was detected. Such impuritiesinclude calling a function through a function
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455

456

pointer, accessing a volatile variable, modifying a static variable or calling a function
whose purity PC-lint/FlexeLint cannot verify. String describeswhich of these
reasons apply and Nane shows the related variable or function as appropriate.

Despite the inconsistency reported, the function will continue to be regarded as pure.

A thread nmutex has been | ocked but not unlocked --A returnpointina
function has been reached such that a mutex lock that had been previously set has not
been unlocked. E.g.,

[11Tint -sem |ock, thread_Il ock )
void f( int x)

{

| ock();

if( x <0 ) return; // Warning 454

A thread nutex that had not been | ocked is being unlocked -- A call
toanunl ock() functionwas made that was not preceded by abaancing! ock() . Itis
assumed that every mutex | ock() function must be balanced by exactly oneunl ock()

function, no more, no less. For example:

/[1/1int -sem |ock, thread_|ock )
//1int -sem unlock, thread unlock )
void f( bool x )

{
| ock();

/* sonething */;

unl ock();

/* sonething else */

unl ock(); /1 W\rning 455
}

Two execution paths are being combined with different nmutex | ock
st at es -- It isthe purpose of this message to make absolutely certain that every lock
has a corresponding unlock in the same unbroken sequence of code in the same
function.

Execution paths can be combined at the end of ani f statement, swi t ch statement, or
the beginning of whi | e, f or and do statements, a label (target of got 0), etc. Inall
these cases we check to make sure that the mutex lock states are the same. For example:

/[1/1int -sem |ock, thread_|ock )
void f( bool x )

{

if( x ) lock();

/1 \Warning 456 issued here
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459

It could be argued that if an unl ock() call would appear under control of the very
samebool x inthe example above then all would be well. And if thisisyour coding
style you are free to turn this message off. But errorsin mutex locking have such
horrible programming consequences as to suggest especially strong measures to assure
code correctness. We recommend, for example:

[l1Tint -sem( |ock, thread_Il ock )
/[1Tint -sem unlock, thread_unlock )
void f( bool x )

{
if( x)
{ lock(); /* something */; unlock(); }
el se
{ I'* something */ }
}

If the’sonet hi ng’ that is being executed is sufficiently complex then it can be made
into afunction.

Thread * Synbol 1’ has an unprotected wite access to variable

' Synmbol 2' which is used by thread 'Synbol 3' -- A variable (Synbol 2)
was modified by athread (Synbol 1) outside of any recognized mutex lock. It was also
accessed by asecond thread (Synbol 3). The latter access may or may not have been
protected. If unprotected, a second message will be issued with the roles of Synbol 1
and Synbol 3 interchanged.

Thread * Synbol’™ has an unprotected read access to variable

" Synmbol 2° which is nodified by thread ' Synbol 3° -- A variableidentified
in the message was accessed (non-modifying) by the first thread outside of any
recognized mutex lock. It was also modified by a second thread (Synbol 3). The
modification may or may not have been protected. If unprotected Warning 457 will
also beissued.

Functi on’ Synbol’ whose addr ess was t aken has an unpr ot ect ed access
to variable ' Synbol ' -- Thismessageis activated only when it appears that the
program has more than one thread. See chapter 12. M ulti-Thread Support to
determine what those conditions might be.

If afunction’s addressistaken, we presume that we are unable to determine statically all
the locations from which the function may be called and so we presume that any and all
threads can call this function and so the function needs to have protected accessto every
static variable that it might touch.

There are several remedies to such amessage. |f multiple threads can indeed accessthis

351



460

461

462

464

function, then place amutex lock in the function. If there already is a mutex lock and
we don't recognizeit, then set thet hr ead_pr ot ect ed semantic for the function. If
only one thread really accesses this function or if the access is guaranteed to be benign,
then, after making sure this condition is commented in the code, use the same

t hread_pr ot ect ed semantic for the function.

Thread * Synmbol ' has unprotected call to thread unsafe function

" Synbol* which is also called by thread ' Synbol’ -- The second symbol
in the message represents afunction that was designated as being t hr ead_unsaf e
through the - semoption. It was being called in an unprotected region of athread whose
root function isthefirst symbol in the message. Another thread is also accessing this
function and this thread is identified by the third parameter of the message.

Callsto thread unsafe functions need to be protected by mutex locks if they are to be
employed by more than one thread.

Thread * Synbol’ has unprotected call to function ’Synbol’ of
group 'Nane’ while thread ' Synbol’ calls function *Synbol’ of
the sane group -- Thismessageissimilar to Warning 460 in that a thread
(identified inthe message asthefirst Sy nbol ) ismaking acall on afunction (the second
Synbol ) which had been deduced (through options) as being thread unsafe. Like
message 460 there is another thread that is aso doing some calling. Inthis casethe
other thread is not calling the same function as the first but one which has been placed
within the same group (identified by the third parameter) asthe first function. See
Chapter 12. M ulti-Thread Support to obtain further information on thread unsafe
function groups and options to determine them.

Thread * Synbol’ calling function *Synbol’ is inconsistent with
the "String’ semantic -- Thefirst Synbol inthe message identifies athread.
The second Synbol identifiesafunction called directly or indirectly by thethread. The
St ri ng argument specifies a semantic that had been attributed to the function. It
should have one of the following forms:

t hread_not
thread not( |ist)
thread only( list)

If the second form is given, it means that the thread appearson thel i st . If the 3rd
formisgiven it means that the thread was not on thel i st .

Buf fer argument will be copied into itself --Thisisissued when we
encounter a function argument expression used in such away that there will be an
attempt to copy its contents onto itself. E.g.

sprintf( s, "%", s );

352



501

502

503

504

505

506

507

508

509

511

512

Expect ed signed type -- Theunary minus operator was applied to an unsigned
type. Theresulting value is a positive unsigned quantity and may not be what was
intended.

Expect ed unsi gned type -- Unary ~ being abit operator would more logically be
applied to unsigned quantities rather than signed quantities.

Bool ean argunent to rel ational -- Normally arelational would not have a
Boolean as argument. An exampleof thisisa < b < c, whichistechnicaly legal but
does not produce the same result as the mathematical expression, which it resembles.

Unusual shift operation (String) --Either the quantity being shifted or the
amount by which a quantity is to be shifted was derived in an unusual way such aswith
abit-wise logical operator, a negation, or with an unparenthesized expression. If the
shift value is acompound expression that is not parenthesized, parenthesize it.

Redundant |eft argunent to comma -- Theleft argument to the comma operator
had no side effectsin its top-most operator and hence is redundant.

Const ant val ue Bool ean -- A Boolean, i.e., aquantity found in a context that
requires aBoolean such asan argument to &&or | | orani f () orwhil e() clauseor!,
was found to be a constant and hence will evaluate the same way each time.

Size inconpatibility, converting Integer byte pointer to |Integer
byte integral --A castwasmadeto anintegral quantity from a pointer and
according to other information given or implied it would not fit. For example a cast to
anunsi gned i nt was specified and information provided by the options indicate that
apointer is larger thanani nt . Two | nt eger s are supplied. Thefirstisthesizein
bytes of the pointer and the second is the size in bytes of the integer.

extern used with definition --A function definition was accompanied with an
ext er n storage class. ext er n isnormally used with declarations rather than with
definitions. At best the ext er n isredundant. At worst you may trip up a compiler.

extern used with definition --A dataobject was defined with a storage class
of ext ern. Thisistechnicaly legal in ANSI/ISO and you may want to suppress this
message. However, it can easily trip up a compiler and so the practice is not
recommended at this time.

Si ze inconpatibility --A cast wasmadefrom an integral type to a pointer and
the size of the quantity wastoo largeto fit into the pointer. For exampleif al ong iscast
to apointer and if optionsindicate that al ong is larger than a pointer, this warning
would be reported.

Synbol ' Synmbol' previously used as static (Location) --TheSynbol
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name given is afunction name that was declared as st at i ¢ in some other module (the
location of that declaration is provided). The use of anameasst at i ¢ in one module
and external in another module islegal but suspect.

Unusual use of a Bool ean operator -- Anargument to an arithmetic operator
(+ - / * 9% orabit-wiselogical operator (| & ”)wasaBoolean. This can often
happen by accident asin:

if( flags & 4 == 0 )

where the ==, having higher precedence than &, is donefirst (to the puzzlement of the
programme).

Synbol ' Synmbol' has arg. count conflict (Integer vs. Integer)

wi th Location -- Aninconsistency was found between the number of actual
arguments provided in afunction call and either the number of formal parametersin its
definition or the number of actual argumentsin some other function call. Seethe +f va
option to selectively suppress this message.

Synbol ' Synbol' has arg. type conflict (no. Integer -- TypeDi ff)
wi th Location -- Aninconsistency was found in the type of an actual argument in a
function call with either the type of the corresponding formal parameter in the function
definition or the type of an actual argument in another call to the same function or with
the type specified for the argument in the function's prototype. The call isnot madein
the presence of aprototype. Seeoptions- ean, - eau, - eas and - eai in Section 5.2
Error Inhibition Options for selective suppression of some kinds of type differences. If
the conflict involvestypes char or short then you may want to consider using the

+f xc or +f xs option. (Section 5.5 Flag Options)

defined not K&R -- Thedefi ned function (not aK&R construct) was employed
and the K& R preprocessor flag (+f kp) was set. Either do not set the flag or do not use
defi ned.

Expected ' (' -- sizeof typeisnotstrict C. si zeof (type) orsi zeof
expr essi on are both permissible.

Si ze inconpatibility -- Anattempt was made to cast a pointer to a pointer of
unequal size. Thiscould occur for example in a P model where pointersto functions
require 4 bytes whereas pointers to data require only 2. This error message can be
circumvented by first casting the pointer to an integral quantity (i nt or | ong) before
casting to a pointer.

H ghest String’ Name' | acks side-effects -- Thefirst expression of af or
clause should either be one of the privileged operators: assignment, increment,
decrement or acall to an impure function or one modifying its argument(s). See
Warning 522.
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H ghest String 'Nane' | acks side-effects -- Thethird expression of af or
clause should either be one of the privileged operators. assignment, increment,
decrement or acall to an impure function or one modifying its argument(s). See
Warning 522.

H ghest String 'Nane' | acks side-effects --If astatement consistsonly of
an expression, it should either be one of the privileged operators: assignment, increment,
decrement or acall to an impure function or one modifying its argument(s). For
example, if operator * isthe built-in operator, the statement * p++; draws this message
with St ri ng equal to operator and Nane equal to *. But note that p++; doesnot. This
is because the highest operator in the former caseis'* ' which has no side effects
whereas p++ does. Itispossiblefor afunction to have no side-effects. Such afunction
iscaled pure. Seethe discussion of the pure semantic in Section 11.2.1. For example:

void f() { int n = 3; n++; }
void g() { f(); }

will trigger this message with St ri ng in the message equal to function and Nane equal
tof.

The definition of pure and impure functions and function calls which have side effects
are given in the discussion of the pure semantic in Chapter 11 Semantics.

Loss of precision (Context) (Type to Type) -- Thereisapossibleloss of
afraction in converting from afloat to an integral quantity. Use of a cast will suppress

this message.

Negative indentation from Locati on -- Thecurrent line was found to be
negatively indented (i.e., not indented as much) from the indicated line. The latter
corresponds to a clause introducing a control structure, and statements and other control
clauses and braces within its scope are expected to have no lessindentation. If tabs
within your program are other than 8 blanks you should use the - t option (See Section
13.3 Indentation Checking).

Synbol ' Symbol' (Location) not defined -- Thenamed external was
referenced but not defined and did not appear declared in any library header file nor did
it appear in aLibrary Module. Thismessage is suppressed for unit checkout (- u
option). Please note that a declaration, even one bearing prototype information is not a
definition. Seethe glossary at the beginning of this chapter. If the Synbol isalibrary
symbol, make surethat it is declared in a header file that you'reincluding. Also make
sure that the header fileis regarded by PC-lint/FlexeLint as a Library Header file.
Alternatively, the symbol may be declared in aLibrary Module. See Section 6.1 Library
Header Files and Section 6.2 Library Modules for afurther discussion.

Unreachabl e code at token Nane -- A portion of the program cannot be
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reached. The first token encountered in that portion of the program appears as the
parameter in the message. Because the parameter is designated as Nane the message
may be suppressed for selected tokens.

Synbol ' Synmbol' (Location) not referenced -- Thenamed static variable or
static function was not referenced in the module after having been declared.

Synbol ' Synmbol' (Location) not subsequently referenced -- The
named variable was declared but not referenced in a function.

Synbol ' Synbol' (Location) not initialized --Anaut o variablewasused
before it wasinitialized.

Field size too large for 'Synbol' --Thesizegivenfor abitfield of a
structure exceeds the size of ani nt .

Return node of function 'Synbol' inconsistent with Location --A
declaration (or adefinition) of afunction implies adifferent return mode than a previous
statement. (The return mode of afunction has to do with whether the function does, or
does not, return avalue). A return mode is determined from a declaration by seeing if
thefunction returnsvoi d or, optionally, by observing whether an explicit typeisgiven.
Seethef dr flag for afurther explanation of this. Seeasothefvr andf vo flagsin
Section 5.5 Flag Options.

function ' Synbol' should (not) return a value (see Location) --A
return statement within afunction (or lack of areturn at the end of the function) implies
adifferent return mode than aprevious statement at Locat i on.  (Thereturn mode of a
function has to do with whether the function does, or does not, return avalue.) See also
thefvr, fvo andfdr flagsin Section 5.5 Flag Options.

Ignoring return val ue of function 'Synbol' (conpare with

Locati on) -- A function that returnsavalueis called just for side effects as, for
example, in a statement by itself or the left-hand side of acomma operator. Try:
(void) function(); tocal afunctionandignoreitsreturn value. Seeasothef vr,
fvo andf dr flagsin Section 5.5 Flag Options.

Repeat ed include file 'Fil eNane' -- Thefilewhoseinclusion within amodule
is being requested has already been included in this compilation. Thefileis processed

normally even if the message isgiven. If it isyour standard practice to repeat included
files then ssmply suppress this message.

Excessive size -- Thesizeof an array equals or exceeds 64K bytes.

Di d not expect positive indentation from Locati on -- Thecurrent line
was found to be positively indented from a clause that did not control thelinein
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question. For example:

if( n>0
X 3;
y 4;

will resultinthiswarning beingissuedfory = 4;. ThelLocat i on cited will be that of
thei f clause. See Section 13.3 Indentation Checking

Excessive size -- A stringinitializer required more space than what was all ocated.

Excessive size -- Thesizeof acharacter constant specified with\ xddd or \ xhhh
equaled or exceeded 2% * b where b is the number of bitsin a byte (established by the
- sb option). The defaultis- sbs.

Excessive size for bit field -- Anattempt was made to assign avalueinto a
bit field that appearsto be too small. The valueto be assigned is either another bit field
larger than the target, or a numeric value that is smply too large. You may cast the
value to the generic unsigned type to suppressthe error.

You may get this message unexpectedly if the base of the bit field isani nt . For
example:

struct { int b : 11} s;
s.b = 1; /* Warning - - requires 0 or -1 */

The solution in this caseisto use 'unsi gned' rather than'i nt ' in the declaration of b.

endi f or else not followed by EOL -- The preprocessor directive #endi f
should be followed by an end-of-line. Some compilers specifically allow commentary
to follow the #endi f . If you are following that convention smply turn this error

message off.

Suspi ci ous use of & -- Anattempt was made to take the address of an array name.
At one time such an expression was officially illegal (K&R C[1]), was not consistently
implemented, and was, therefore, suspect. However, the expression islegal in ANSI/
ISO C and designates a pointer to an array. For example, given

int a[10];
int (*p) [10];

Then a and &a, as pointers, both represent the same bit pattern, but whereasa isa
pointer toi nt , &a isapointer to an array of 10 integers. Of the two only & may be
assigned to p without complaint. If you are using the & operator in thisway, we
recommend that you disable this message.
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Suspi ci ous use of & -- Anattempt was made to take the address of afunction
name. Since names of functions by themselves are promoted to address, the use of the &
is redundant and could be erroneous.

Redefinition of synbol 'Synbol' conflicts withLocation --The
indicated symbol had previously been defined (via#def i ne) to some other value.

el se expect ed -- A construct of theformi f (e); was found, which was not
followed by an el se. Thisisamost certainly an unwanted semi-colon asit inhibits the
i f from having any effect.

Suspi ci ous cast -- A cast was made from a pointer to some enumerated type or
from an enumerated type to apointer. Thisisprobably an error. Check your code and if
thisisnot an error, then cast theitem to an intermediate form (such asani nt oral ong)
before making the final cast.

Synbol ' Symbol ' (Location) not accessed -- A variable (local to some
function) was not accessed. This means that the value of avariable was never used.
Perhaps the variable was assigned a value but was never used. Note that a variable's
value is not considered accessed by autoincrementing or autodecrementing unless the
autoincrement/decrement appears within alarger expression, which uses the resulting
value. The same appliesto aconstruct of theform: var += expressi on. If an
address of avariableistaken, its value is assumed to be accessed. However, casting
that address to a non-pointer causes Lint to forget this sense of "accessed-ness.” An
array, st ruct or uni on isconsidered accessed if any portion thereof is accessed.

Synbol ' Symbol " (Location) not accessed -- A variable (declared st at i c at
the module level) was not accessed though the variable was referenced. Seethe
explanation under message 550 (above) for a description of "access'.

Synbol ' Symbol' (Location) not accessed -- Anexternal variable was not
accessed though the variable was referenced. See the explanation under message 550
above for a description of "access'.

Undefi ned preprocessor variable 'Nane', assunmed 0 -- Theindicated
variable had not previoudy been defined within a#def i ne statement and yet it is being
used in a preprocessor condition of the form #i f or #el i f. Conventionally all
variables in preprocessor expressions should be pre-defined. The value of the variable
isassumed to be 0.

#elif not K&R -- The#elif directive was used and the K& R preprocessor flag
(+f kp) was set. Either do not set the flag or do not use #el i f .

i ndented # -- A preprocessor directive appeared indented within aline and the K& R
preprocessor flag (+f kp) was set. Either do not set the flag or do not indent the #.
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unrecogni zed format -- Theformat string suppliedto printf,fprintf,
sprintf,scanf,fscanf,orsscanf wasnot recognized. It isneither a standard
format nor isit auser-defined format (seepri nt f _code andscanf _code, Section 5.7
Other Options).

Too few argunents for format (Integer m ssing) -- Thenumber of
arguments suppliedtoprintf,sprintf,fprintf,scanf,fscanf orsscanf was
less than the number expected as aresult of analyzing the format string. The number of
missing argumentsisgiven by | nt eger. See aso message 719.

si ze of argunent nunber Integer inconsistent with format --The
givenargument (toprintf,sprintf,orfprintf)wasinconsistent with that which
was anticipated as the result of analyzing the format string. Argument counts begin at 1
and include file, string and format specifications. For example,

sprintf( buffer, "%", 371)
will show an error in argument number 3 because constant 371 is not floating point.

argunment no. | nteger should be a pointer --Thegivenargument (to one of
thescanf or pri nt f family of functions) should be a pointer. For thescanf family,
all arguments corresponding to aformat specification should be pointersto areasthat are
to be modified (receive the results of scanning). For thepri nt f family, arguments
corresponding to % or % aso need to be pointers.

Argument counts begin at 1 and include file, string and format specifications. For
example

scanf( "%", 3.5)
will generate the message that argument no. 2 should be a pointer.

(arg. no. Integer) indirect object inconsistent with format -- The
given argument (to scanf , sscanf , or f scanf ) was a pointer to an object that was
inconsistent with that which was anticipated as the result of analyzing the format string.
Argument counts begin at 1 and include file, string and format specifications. For
exampleif n isdeclared asi nt then:

scanf( "%", &n )
will éicit this message for argument number 2.
Ellipsis (...) assunmed -- Withinafunction prototype acommawas

immediately followed by aright parenthesis. Thisis taken by some compilersto be
equivalent to an ellipsis (three dots) and thisiswhat is assumed by PC-lint/FlexeLint. If
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your compiler does not accept the ellipsis but makes this assumption, then you should
suppress this message.

Label ' Synbol' (Location) not referenced -- TheSynbol atthecited
Locat i on appeared as alabel but there was no statement that referenced this label.

vari abl e ' Synbol' depends on order of evaluation -- Thenamed
variable was both modified and accessed in the same expression in such away that the
result depends on whether the order of evaluation is left-to-right or right-to-left. One
such exampleis: n + n++ since thereis no guarantee that the first access to n occurs
before the increment of n. Other, more typical cases, are givenin Section 13.1 Order of
Evaluation and Section 13.5 volatile Checking. This messageis also triggered by the
potential modification of an object by a call to afunction whose corresponding
parameter isanon-const reference or anon-const pointer.

tag ' Synbol' not previously seen, assuned file-level scope -- The
named tag appeared in a prototype or in an inner block and was not previously seenin
an outer (file-level) scope. The ANSI/ISO standard is dubious as to how thistag could
link up with any other tag. For most compilersthisis not an error and you can safely
suppress the message. On the other hand, to be strictly in accord with standard C you
may place a small stub of adeclaration earlier in the program. For example:

struct nane;
is sufficient to reserve a place for name in the symbol table at the appropriate level.

I nconsi stent or redundant format char ' Char' --Thismessageisgiven
for format specifiers within formats for the pri nt f / scanf family of functions. The
indicated character Char foundin aformat specifier was inconsistent or redundant with
an earlier character found in the same format specifier. For example aformat containing
" o4 s" will yield this error with the character * s* indicated. Thisis because the length
modifier is designed to be used with integral or float conversions and has no meaning
with the string conversion. Such characters are normally ignored by compilers.

Expected a nuneric field before char ' Char' -- Thismessageisgiven for
format specifierswithin formats for thepri nt f/ scanf family of functions. A
numeric field or asterisk was expected at aparticular point in the scanning of the format.
For example: % d requests left justification of a decimal integer within aformat field.
But since no field width is given, the request is meaningless.

nonnegative quantity is never less than zero. -- Comparisons of the
form:

u>=20 0 <= u
u< 0 0> u
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are suspicious if u isan unsigned quantity or a quantity judged to be never less then 0.
See also message 775.

Loss of information (Context) (Integer bits to Integer bits) --An
assignment (or implied assignment, see Cont ext ) was made from a constant to an
integral variable that isnot large enough to hold the constant. Examplesinclude placing
ahex constant whose bit requirement is such asto require an unsi gned i nt intoa
variable typed asi nt . The number of bits given does not count the sign bit.

Loss of sign (Context) (Type to Type) --Anassgnment (or implied
assignment, see Cont ext ) is being made from a negative constant into an unsigned
quantity. Casting the constant to unsi gned will remove the diagnostic but is thiswhat
you want? If you are assigning all onesto an unsi gned, remember that ~0 represents
all ones and is more portable than - 1.

Suspi ci ous Cast -- Usualy thiswarning isissued for casts of the form:
(unsi gned) ch

wherech isdeclared aschar and char issigned. Although the cast may appear to
prevent sign extension of ch, it does not. Following the normal promotion rules of C,
ch isfirst convertedtoi nt , which extends the sign and only then is the quantity cast to
unsi gned. To suppress sign extension you may use:

(unsigned char) ch

Otherwise, if sign extension iswhat you want and you just want to suppress the warning
in thisinstance you may use:

(unsigned) (int) ch

Although these examples have been given in terms of casting achar they will also be
given whenever this cast is made upon a signed quantity whose size isless than the
casted type. Examplesinclude signed bit fields, expressonsinvolving char , and
expressionsinvolving shor t when thistypeis smaller thani nt or adirect cast of an
i nt toanunsi gned | ong (ifi nt issmaller than| ong). This message is not issued
for constants or for expressions involving bit operations.

Excessive shift value (precision Integer shifted right by
I nteger) -- A quantity isbeing shifted to the right whose precision is equal to or
smaller than the shifted value. For example,

ch >> 10

will elicit thismessageif ch istyped char and wherechar islessthan 10 bitswide (the
usual case). To suppress the message in this case you may cast the shifted quantity to a
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type whose length is at least the length of the shift value.

The precision of aconstant (including enumeration constants) is determined from the
number of bits required in itsbinary representation. The precision does not change with
acast sothat (unsi gned) 1 >> 3 dtill yieldsthe message. But normally the only

way an expressionsuchas1 >> 3 can legitimately occur isviaamacro. Inthiscase
use -enacr o.

Si gned-unsi gned m x with divide --oneof theoperandsto/ or %was signed
and the other unsigned; moreover the signed quantity could be negative. For example:

u/ n
where u isunsigned and n is signed will elicit this message whereas:
ul/ 4
will not, even though 4 isnominally ani nt . It isnot agood ideato mix unsigned
quantities with signed quantitiesin any case (a 737 will also be issued) but, with
division, a negative value can create havoc. For example, the innocent looking:
n=n/u
will, if nis-2and u is2, not assign -1 to n but will assign some very large value.
To resolvethis problem, either cast the integer to unsi gned if you know it can never be
less than zero or cast the unsi gned to an integer if you know it can never exceed the
maximum integer.
Si gned-unsigned mx with relational --Thefour relational operators are:

> >= < <=

One of the operandsto arelational operator was signed and the other unsigned; also, the
signed quantity could be negative. For example:

if( u>n)
where u isunsigned and n is signed will elicit this message whereas:

if( u>12)
will not (even though 12 isofficially ani nt itisobviousthat it isnot negative). Itis
not agood ideato mix unsigned quantities with signed quantitiesin any case (a737 will

also beissued) but, with the four relational's, a negative value can produce obscure
results. For example, if the conditional:
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if( n<0)
is true then the similar appearing:

u = 0;
if( n <u)

is false because the promotion to unsigned makes n very large.

To resolvethis problem, either cast the integer to unsi gned if you know it can never be
less than zero or cast the unsi gned to ani nt if you know it can never exceed the
maximum i nt .

enuner ati on constant exceeds range for integers --Formany compilers
the value of an enumeration constant is limited to those values that can fit within a
si gned or unsi gned i nt .

M xed nmenory nodel (option 'String' ) --Theindicated option requested a
change to the memory model after part or all of another module was processed. The
memory model option should be specified before any module is processed. The most
common cause of this error is specifying the memory model after having specified the
standard library. Thiswould be anatura error to make if the standard library file were
specified viaa Ll NT environment variable.

Decl aration of synbol 'Synbol' hides synbol 'Synbol' (Location)
-- A local symbol has the identical name as a global symbol (or possibly another local
symbol). Thiscould be dangerous. Was thisdeliberate? It isusually best to renamethe
local symbol.

parameter preceding ellipsis has invalid type --Whenanéelipsisis
used, the type preceding the ellipsis should not be atype that would undergo a default
promotion such aschar, short orfl oat. Thereasonisthat many compilers variable
argument schemes (using st dar g. h) will break down.

Redecl arati on of function 'Synbol' (hiding Location) causes | oss
of prototype -- A declaration of afunction within ablock hides adeclaration in an
outer scope in such away that the inner declaration has no prototype and the outer
declaration does. A common misconception isthat the resulting declaration isa
composite of both declarations but thisis only the case when the declarations are in the
same scope not within nested scopes. If you don't care about prototypes you may
suppress this message. You will still receive other type-difference warnings.

Option "String' is obsolete and should no | onger be used -- This

message is issued whenever we encounter an option that appears to do more harm than
good. 'St ri ng'isthe option in question.
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esym (or emacro) name 'String' should not contain ' (' unless
surrounded by doubl e quotes -- The name provided to esy mshould not contain
a (. For example, to suppress message 534 when callingf (i nt) use the option
-esyn( 534, f) evenif f isoverloaded.

Conparing type ' Type' with EOF -- Thismessageisissued when some form of
character is compared against the EOF macro. EOF isnormally definedtobe- 1. For
example:

while( (ch = getchar()) !'= ECF )

If ch isdefinedtobeani nt al iswell. If however it is defined to be some form of
char, then trouble might ensue. If ch isanunsi gned char thenit can never equal
EOF. If chisasi gned char thenyou could get a premature termination because some
data character happened to be al ones.

Notethat get char returnsani nt . Thereason it returnsani nt and not achar is
because it must be capable of returning 257 different values (256 different characters
plus EOF, assuming an 8-bit character). Once this value is assigned to achar only 256
values are then possible -- a clear loss of information.

Trigraph sequence (??Character) detected--Thismessageisissued
whenever atrigraph sequence is detected and the trigraph processing has been turned off
(witha- f t g). If thisiswithinastring (or character) constant then the trigraph nature of
the sequenceisignored. That is, three characters are produced rather than just one. This
isuseful if your compiler does not process trigraph sequences and you want linting to
mirror compilation. Outside of a string we issue the Warning but we do trand ate the
sequence since it cannot make syntactic sensein its raw state.

The sequence (??character) is not a valid Trigraph sequence -- This
warning is issued whenever apair of '?' charactersis seen within a string (or character)
constant but that pair is not followed by a character which would make the triple avalid
Trigraph sequence. Did the programmer intend this to be a Trigraph sequence and
merely err? Even if no Trigraph were intended it can easily be mistaken by the reader of
the code to be a Trigraph. Moreover, what assurances do we have that in the future the
invalid Trigraph might not become a valid Trigraph and change the meaning of the
string? To protect yourself from such an event you may place a backslash between the
'?' characters. Alternatively you may use concatenation of string constants. For
example:

pattern = "(?7??) ??2?-7???7"; /1 warning 585
pattern = "(?2\?2\?) AANA?2-2A2\2\?"; [/ no warning
#define Q" ?"

pattern = "(" QQQ") " QQQ"-" QQQQ // no warning
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String 'Name' is deprecated. String -- TheNane hasbeen deprecated by
some use of the deprecate option. See - depr ecat e in Section 5.7. Thefirst St ri ng
isone of the allowed categories of deprecation. Thetrailing St ri ng is part of the
deprecate option and should explain why the facility has been deprecated.

Predicate 'String' can be pre-determ ned and al ways eval uates to
St ri ng -- The predicate, identified by thefirst St r i ng, (one of greater than, greater
than or equal, less than, less than or equal, equal, or not equal), cannot possibly be other
than what is indicated by the second St r i ng parameter. For example:

unsi gned u; ...
if( (u & 0x10) == 0x11 )

would be greeted with the message that '==" always evaluates to 'False'.

Predicate "String" will always evaluate to String unless an
overflow occurs -- Thepredicate, identified by thefirst St ri ng, cannot possibly
be other than what isindicated by the second St r i ng parameter unless an overflow
occurred. For example:

unsi gned u; ..
if( (u+2) !=1)

would be greeted with the message that "' =" a\ways evaluatesto 'Tr ue'. Seedso
Message 587.

Predicate 'String" will always evaluate to String assum ng
standard divi si on semantics -- The predicate, identified by thefirst St ri ng
parameter, cannot possibly be other than what is indicated by the second St r i ng
parameter assuming standard signed integer division semantics. For example:

int n; .
if(n %2 ==2)

would be greeted with the message that '==" always evaluatesto 'Fal se'.

By standard integer division semantics we mean truncation toward zero so that, for
example, - 1/ 4 has quotient O and remainder - 1 and not quotient - 1, remainder 3.
Although the current C standard [4] has endorsed this, the current C++ standard [10]
regards integer division involving negative numbers to be 'implementation defined'.

See also Message 587.

Predicate 'String" will always evaluate to String assum ng
standard shift semantics -- The predicate, identified by thefirst St ri ng
parameter, cannot possibly be other than what is indicated by the second St r i ng
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parameter assuming standard signed integer shift semantics. For example:

int n; ...
if( (5<<n <0)

would be greeted with the message that the less-than always evaluatesto 'Fal se' . Itis
true that if you shift 5 left by 29 bits (or 31 bits) you will have in many cases (probably
most cases) a negative number but thisis not guaranteed. According to the C Standard
[4], shifting a positive signed integer (5 in this case) left by anumber of places (n inthis
case) isonly valid if the type can accommodate 5% (2* *n) . Thisis equivalent to not
shifting a one into or through the sign bit.

As another example:

int n; ...
if( (n>05) > 0)

would always be regarded astrue. Thisis because shifting a negative number to the
right yields results that are implementation defined.

See also Message 587.

Vari abl e " Synbol® depends on the order of evaluation; it is used/
nmodi fi ed through function ' Synbol’ via calls: String -- Theindicated
variable (given by the first Synbol ) wasinvolved in an expression that contained a call
of afunction (given by the second Synbol ) that would use or modify the variable.
Further, the order of evaluation of the two is not determinable. For example:

extern int n;

void f() { n++; }

int g() { f(); return 1; }

int h() { return n + g(); } /1 VWarni ng 591

The above code, on the second pass, will elicit the following warning:

Warni ng 591: Variable 'n’ depends on the order of eval uation;
it is nodified through function "g(void)’ via calls: g() => f()

If thefunctiong() iscaled and thenn isadded, you will obtain adifferent result than if
n were first evaluated and then the call made.

The programmer should generally rewrite these expressions so that the compiler is
constrained to use the intended order. For exampleif the programmer wanted to use the
n prior to thecall on g() it canalter h() to the following:
int h()
{ int kK =n; return k + g(); }
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This analysis requires two passes; the first pass builds the necessary call trees.

Non-literal format specifier used without argunents -- Aprintf/
scanf stylefunction received anon-literal format specifier without trailing arguments.
For example:

char nmsg[ 100] ;
pl’l ntf( nsg );
This can easily be rewritten to the relatively safe:
char nsg[ 100];
b.rintf( "U%s", nsg ),

The danger liesin the fact that msg can contain hidden format codes. If nsg isread from
user input, then in the first example, a naive user could cause aglitch or acrash and a
malicious user might exploit this to undermine system security. Since the unsafe form
can easily be transformed into the safe form the latter should always be used.

Custodi al pointer ' Synbol’ (Location) possibly not freed or
returned -- Thisisthe’possible’ version of message 429. A pointer of aut o storage
classwas allocated storage and not all pathsleadingto ar et ur n statement or to the end
of the function contained either af r ee or ar et ur n of the pointer. Hencethereisa
potential memory leak. For example:

void f( int n)
{
int *p = new int;
if( n) delete p;
} /1 nmessage 593

In this example an alocation ismade and, if n is0, no del et e will have been made.

Please see message 429 for an explanation of "custodial” and ways of regulating when
pointer variables retain custody of allocations.

Expected a type for symbol Synbol, int assuned -- A declaration did not
have an explicit type. i nt wasassumed. Wasthisamistake? This could easily happen
if an intended comma was replaced by a semicolon. For example, if instead of typing:

doubl e radi us,
di anet er;

the programmer had typed:
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doubl e radi us;
di amet er;

this message would be raised.

Comment wi t hi n conment -- The sequence/ * was found within acomment. Was
this deliberate? Or was a comment end inadvertently omitted? If you want PC-lint/
FlexeLint to recognize nested comments you should set the Nested Comment flag using
the +f nc option. Then thiswarning will not beissued. If it isyour practice to use the
sequence:

/'k
[* */

then use - e602.

Synbol ' Symbol' (Location) not initialized --Theaddress of the named

symbol is being passed to afunction where the corresponding parameter is declared as

pointer to const . Thisimpliesthat the function will not modify the object. If thisisthe
case then the original object should have been initialized sometime earlier.

Returni ng address of auto variable 'Synbol' --Theaddressof the named
symbol is being passed back by afunction. Since the object isan aut o and since the
duration of an aut o isnot guaranteed past ther et ur n, thisismost likely an error. You
may want to copy the valueinto aglobal variable and pass back the address of the global
or you might consider having the caller pass an address of one of its own variablesto the
callee.

Increase in pointer capability (Context) --Thiswarningistypicaly
caused by assigning a (pointer to const ) to an ordinary pointer. For example:

int *p;

const int *q;

p = q; /* 605 */
The message will be inhibited if acast isused asin:

p=(int *) q;
Anincrease in capability isindicated because the const pointed to by g can now be
modified through p. This message can be given for thevol at i | e qualifier aswell as
theconst qualifier and may be given for arbitrary pointer depths (pointers to pointers,
pointers to arrays, etc.).

If the number of pointer levels exceeds one, things get murky in ahurry. For example:
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const char ** ppc;

char ** pp;
pPp = ppc; /[* 605 - clearly not safe */
ppc = pp; /* 605 - | ooks safe but it's not */

It was not realized by the C community until very recently that assigning pp to ppc was
dangerous. The problem isthat after the above assignment, a pointer to aconst char
can be assigned indirectly through ppc and accessed through pp, which can then modify
theconst char.

The message speaks of an "increase in capability” in assigning to ppc, which seems
counter intuitive because the indirect pointer has less capability. However, assigning the
pointer does not destroy the old one and the combination of the two pointersrepresentsa
net increase in capability.

The message may also be given for function pointer assignments when the prototype of
one function contains a pointer of higher capability than a corresponding pointer in
another prototype. Thereisacuriousinversion here whereby a prototype of lower
capability translates into a function of greater trust and hence greater capability (a
Trojan Horse). For example, let

void warrior( char * );
be afunction that destroys its argument. Consider the function:

void Troy( void (*horse)(const char *) );
Troy() will call hor se() withan argument that it considers precious believing the
horse() will do no harm. Before compilers knew better and believing that adding in a
const to the destination never hurt anything, earlier compilers allowed the Greeks to
passwar ri or () to Tr oy and the rest, asthey say, is history.

Non- ANSI escape sequence: '\String' --Anescapesequenceoccurred, within
acharacter or string literal, that was not on the approved list, whichis:

\'ov" A2 \Y Ya \b \f \n \r \t \v

\octal -digits \ xhex-digits
Paraneter ' Synbol' of nmacro found within string -- Theindicated name
appeared within a string or character literal within a macro and happens to be the same

as the name of aformal parameter of the macro asin:

#define mac(n) printf( "n =9%,", n);
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Isthis a coincidence? The ANSI/ISO standard indicates that the name will not be
replaced but since many C compilers do replace such names, the construction is suspect.
Examine the macro definition and if you do not want substitution, change the name of
the parameter. If you do want substitution, set the +f ps flag (Parameter within String)
and suppress the message with - e607.

Assigning to an array paraneter -- Anassignmentisbeingmadetoa
parameter that istyped array. For the purpose of the assignment, the parameter is
regarded as a pointer. Normally such parameters are typed as pointers rather than
arrays. However if thisisyour coding style you should suppress this message.

Suspi ci ous pointer conversion -- Anassignment is being made between two
pointers, which differ in size (oneisf ar and the other isnear ) but are otherwise
compatible.

Suspi ci ous pointer conbination -- Pointersof different size (oneisf ar and
the other isnear ) are being compared, subtracted, or paired (in a conditional
expression). Thisis suspicious because normally pointers entering into such operations
arethe same size.

Suspi ci ous cast -- Either apointer to afunction is being cast to a pointer to an
object or viceversa. Thisisregarded as questionable by the language standards. If this
IS not a user error, suppress this warning.

Expect ed a decl arat or -- A declaration contained just a storage class and atype.
Thisisamost certainly an error since the only time atype without a declarator makes
senseisinthecaseof ast ruct, uni on or enumbut in that case you wouldn't use a
storage class.

Possi bl e use of null pointer 'Synmbol' in [left/right] argunent
to operator 'String' Reference -- Frominformation gleaned from earlier
statements, it is possible that a null pointer (a pointer whose valueis0) can beused in a
context where null pointers are inappropriate. Such contextsinclude: Unary *, pointer
increment (++) or decrement(- - ), addition of pointer to numeric, and subtraction of two
pointers. In the case of binary operators, one of thewords'l eft 'or 'ri ght "isused to
designate which operand isnull. Synbol identifies the pointer variable that may be
NULL. Seeasomessages413 and 794.

auto aggregate initializer not constant --Aninitiaizer for an auto
aggregate normally consists of a collection of constant-valued expressions. Some
compilers may, however, allow variablesin this context in which case you may suppress

this message.

auto aggregate initializer has side effects --Thiswarningissimilarto
614. Auto aggregates (arrays, structures and possibly union) are normally initialized by
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acollection of constant-valued expressions without side-effects. A compiler could
support side-effects in which case you might want to suppress this message.

control flows into case/default --Itispossbleforflow of control tofall into
acase statement or adef aul t statement from above. Was this deliberate or did the
programmer forget to insert abr eak statement? If this was deliberate then place a
comment immediately before the statement that was flagged asin:

case 'a': a = 0;
[* fall through */
case 'b': a++;

Note that the message will not be given for acase that merely follows another case
without an intervening statement. Also, there must actually be a possibility for flow to
occur from above. Seealso message 825 andoption-fal |l through.

String is both a nodule and an include file -- Thenamed fileisbeing
used as both an include file and as amodule. Was this amistake? Unlike Error 306
(repeated module) thisisjust awarning and processing of the file is attempted.

St orage cl ass specified after a type -- A storage class specifier (st ati c,
extern,typedef,register orauto)wasfound after atype was specified. Thisis
legal but deprecated. Either place the storage class specifier before the type or suppress

this message.

Loss of precision (Context) (Pointer to Pointer) --Afar pointeris
being assigned to anear pointer either in an assignment statement or an implied
assignment such as an initializer, areturn statement, or passing an argument in the
presence of a prototype (Cont ext indicateswhich). Such assignments are a frequent
source of error when the actual segment is not equal to the default data segment. If you
are sure that the segment of the f ar pointer equals the default data segment you should
use a cast to suppress this message.

Suspi ci ous constant (L or one?) --A constant ended in alower-case letter
"1 . Wasthisintended to be aone? The two characterslook very smilar. To avoid
misinterpretations, use the upper-case letter 'L

Identifier clash (Synbol 'Nanme' with Synmbol 'Nanme' at String) --
The two symbols appeared in the same name space but are identical to within the first
count charactersset by option-i dl en( count, option). See-i dl eninSection5.7
Other Options.

Si ze of argunent no. Integer inconsistent with format --The

argument to scanf , f scanf or sscanf , where positionisgiven by | nt eger, wasa
pointer whose size did not match the format. For example,
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int far *p;
scanf( "%l", p );

will draw this warning (in the default memory model).

redefining the storage class of symbol 'Synbol' conflicts with
Locati on -- Aninter-module symbol wasat ypedef symbol in one module and an
ordinary symbol in another module. Thisislegal but potentially confusing. Isthiswhat
the programmer intended?

typedef ' Synbol' redeclared (TypeDiff) (Location) --A symbol was
declared in at ypedef differently intwo different modules. Thisistechnicaly legal
but is not a wise programming practice.

auto symbol ' Synmbol' has unusual type nodifier -- Sometypemodifiers
such asf ar, near, f or t r an areinappropriate for aut o variables.

argunment no. Integer inconsistent with format -- Theargumenttoa
printf (orfprintf orsprintf)wasinconsstentwiththeformat. Althoughthesize
of the quantity was appropriate the type was not. You might consider casting the
guantity to the correct type. You could also suppress this message, as more flagrant
violations are picked up with warning 559.

(arg. no. Integer) indirect object inconsistent with format -- The
type of an argument to scanf (or f scanf or sscanf) wasinappropriate to the format.
However, the argument was a pointer and it pointed to a quantity of the expected size.

no argunent information provided for function 'Synbol"

(Location) -- Thenamed function was called but there was no argument information
supplied. Argument information can come from a prototype or from a function
definition. This usually happens when an old-style function declaration indicates that
thefunctionisin alibrary but no prototype is given for the function nor is any argument
information provided in astandard library file. This messageis suppressed if you are
producing alint object module because presumably the object module will be compared
with alibrary file at some later time.

static class for function 'Synbol' is non standard --Astatic class
was found for afunction declaration within afunction. Thest ati c classisonly
permitted for functions in declarations that have file scope (i.e., outside any function).
Either move the declaration outside the function or change st at i ¢ to ext er n; if the
second choice is made, make sure that ast at i ¢ declaration at file scope also exists
before the ext er n declaration. Though technically the construct is not portable, many
compilers do tolerateit. 1f you suppress the message, PC-lint/FlexeLint will treat it asa
proper function declaration.

anmbi guous reference to synbol 'Nane' --Ifthe+fab flagisset, thenif two
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structures containing the same member name (not necessarily different kinds of
structures) are embedded in the same structure and areference to this member name
omits one of the intervening (disambiguating) names, this warning is emitted.

tag ' Synbol' defined differently at Location --Thestruct,unionor
enumtag Sy nbol wasdefined differently in different scopes. Thisis not necessarily an
error since C permits the redefinition, but it can be a source of subtle error. It isnot
generaly a programming practice to be recommended.

Assi gnment to strong type 'Nane' in context: Context --An
assignment (or implied assignment, Cont ext indicates which), violates a Strong type
check asrequested by a- st r ong( A...) option. See Chapter 9. STRONG TY PES.

Assi gnment froma strong type 'Name' in context: Context --An
assignment (or implied assignment, Cont ext indicates which), violates a Strong type
check asrequested by a- st r ong( X...) option. See Chapter 9. STRONG TY PES.

Strong type mismatch (type 'Synbol') in equality or conditional
-- An equality operation (== or ! =) or aconditional operation (? : ) violates a Strong
type check asrequested by a- st rong(J...) option. This message would have been
suppressed using flags "Je". See Chapter 9. STRONG TY PES.

resetting strong parent of type 'Synbol', old parent == type

" Synmbol " -- The strong parent of the given Synbol isbeing reset. Thisisbeing done
with a- par ent option or by at ypedef . Notethat this may not necessarily be an
error; you are being alerted to the fact that the old link is being erased. See Chapter 9.
STRONG TYPES.

ptr to strong type 'Nane' versus another type -- Pointersarebeing
compared and thereis a strong type clash below thefirst level. For example,

[*lint -strong(J, I NT) */
typedef int | NT;
I NT *p; int *q;

if( p==q) /* VWArning 636 */

will elicit thiswarning. This message would have been suppressed using flags"Je" or
"Jr" or both.

Expect ed index type 'Synbol' for strong type 'Synbol' --Thisisthe
message you receive when an inconsistency with the -i ndex option isrecognized. A
subscript is not the stipul ated type (the first type mentioned in the message) nor
equivalent to it within the hierarchy of types. See Chapter 9. STRONG TYPES and aso
+f hx.

373



638

639

640

641

642

643

644

645

Strong type mismatch for type 'Nanme' in relational --A relationad
operation (>= <= > <) violatesa Strong type check asrequested by a- st rong(J...)
option. This message would have been suppressed using flags"Jr . See Chapter 9.
STRONG TYPES.

Strong type m smatch for type 'Nanme' in binary operation --A
binary operation other than an equality or arelational operation violates a Strong type
check asrequested by a- st r ong( J...) option. This message would have been
suppressed using flags"Jo". See Chapter 9. STRONG TY PES.

Expected strong type 'Nane' in Bool ean context --A Boolean context
expected a type specified by a- st r ong( B...) option. See Chapter 9. STRONG
TYPES.

Converting enumto int --Anenumeration typewasused in acontext that
required a computation such as an argument to an arithmetic operator or was compared
with an integral argument. Thiswarning will be suppressed if you use the integer model
of enumeration (+f i e) but you will lose some valuable type-checking in doing so. An
intermediate policy isto ssimply turn off thiswarning. Assignment of i nt to enumwill
still be caught.

Thiswarning is not issued for atagless enumwithout variables. For example
enum {fal se, true};

This cannot be used as a separate type. PC-lint/FlexeLint recognizes this and treats
fal se andt r ue asarithmetic constants.

Format char ' Char' not supported by wsprintf -- Thismeansthat you are
using an option of the form: - pri nt f (w..) and you are using aformat character not
supported by the Microsoft Windows functionwspr i nt f . If you are not really using
wsprintf butareusing thewflagto getf ar pointersyou should turn this message off.

Loss of precision in pointer cast --Afar pointer wascasttoanear
pointer. Such casts have had disastrous consequences for Windows programmers. |f
you really need to make such acast, you can do it in stages. If you castto al ong first
(i.e., someintegral type that can hold the pointer) and then into a shorter value, we don't
complain.

Vari able ' Synbol' (Location) may not have been initialized -- An
aut o variable was not necessarily assigned a value before use. See Section 10.1
Initialization Tracking

Synbol ' Synmbol' (Location) may not have been initialized -- An
aut o variable was conditionally assigned avalue before being passed to a function
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expecting apointer to aconst object. See Warning 603 for an explanation of the
dangers of such a construct. See Section 10.1 Initialization Tracking

case/default within Kind | oop; may have been m splaced -- Acase or
def aul t statement was found within af or, do, or whi | e loop. Was thisintentional ?
At the very least, this reflects poor programming style.

Suspi ci ous truncation -- Thismessageisissued when it appears that there may
have been an unintended loss of information during an operation involving i nt or
unsi gned i nt theresult of whichislater convertedtol ong. Itisissued only for
systemsinwhichi nt issmaller than| ong. For example:

(long) (n << 8)
might elicit thismessageif n isunsi gned i nt , whereas
(long) n << 8

would not. Inthefirst case, the shiftisdoneat i nt precision and the high order 8 bits
arelost even though there is a subsequent conversion to atype that might hold al the
bits. In the second case, the shifted bits are retained.

The operations that are scrutinized and reported upon by this message are: shift left,
multiplication, and bit-wise complementation. Addition and subtraction are covered by
Informational message 776.

The conversion to | ong may be done explicitly with a cast as shown or implicitly via
assignment, return, argument passing or initialization.

The message can be suppressed by casting. You may cast one of the operands so that
the operation isdone in full precision asis given by the second example above.
Alternatively, if you decide there is really no problem here (for now or in the future),
you may cast the result of the operation to someform of i nt . For example, you might
write:

(long) (unsigned) (n << 8)
In thisway PC-lint/FlexeLint will know you are aware of and approve of the truncation.

Overflow in conputing constant for operation: ’String --Arithmetic
overflow was detected while computing a constant expression. For example, if i nt is
16 bitsthen 200 * 200 will result in an overflow. St r i ng givesthe operation that
caused the overflow and may be one of: addi t i on, unsi gned addi t i on,

mul tiplication,unsignedmnultiplication,negation,shift|left,

unsi gned shift | eft,subtracti on,orunsi gned sub.
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To suppress this message for particular constant operations you may have to supply
explicit truncation. For example, if you want to obtain the low order 8 bits of the integer
20000 into the high byte of a 16-bit i nt , shifting left would cause this warning.
However, truncating first and then shifting would be OK. The following codeillustrates
thiswherei nt is 16 hits.

20000u << 8; /% 648 */
(OXFF & 20000u) << 8; [* OK */

If you truncate with a cast you may make a signed expression out of an unsigned. For
example, the following receives awarning (for 16 biti nt ).

(unsigned char) OxFFFu << 8 /* 648 */

becausethe unsi gned char ispromotedtoi nt before shifting. The resulting
quantity is actually negative. You would need to revive the unsi gned nature of the
expression with

(unsi gned) (unsigned char) OxFFF << 8 [* OK */

Sign fill during constant shift --Duringtheevaluation of aconstant
expression, anegative integer was shifted right causing sign fill of vacated positions. If
thisiswhat isintended, suppressthis error, but be aware that sign fill is

implementati on-dependent.

Constant out of range for operator 'String’ --Ilnacomparison operator
or equality test (or implied equality test asfor acase statement), a constant operand is
not in the range specified by the other operand. For example, if 300 iscompared against
achar variable, thiswarning will beissued. Moreover, if char issigned (and 8 bits)
you will get this message if you compare against an integer greater than 127. The
problem can be fixed with acast. For example:

if( ch == OxFF )
if( (unsigned char) ch == OxFF )

If char issigned (+f cu has not been set) the first receives a warning and can never
succeed. The second suppresses the warning and corrects the bug.

PC-lint/FlexeLint will take into account the limited precision of some operands such as
bit-fields and enumerated types. Also, PC-lint/FHexeLint will take advantage of some
computations that limit the precision of an operand. For example,

if( (n & OXFF) >> 4 == 16 ) ...

will receive this warning because the left-hand side is limited to 4 bits of precision.
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Potentially confusing initializer --Aninitidizer for acomplex aggregate
is being processed that contains some subaggregates that are bracketed and some that
arenot. ANSI/ISO recommends either "minimally bracketed" initializersinwhich there
areno interior braces or "fully bracketed" initializersin which al interior aggregates are
bracketed.

#define of synbol 'Synbol' declared previously at Location --A
macro is being defined for asymbol that had previoudy been declared. For example:

int n;
#define n N

will draw this complaint. Prior symbols checked are local and global variables,
functionsand t ypedef symbols, and st r uct , uni on and enumtags. Not checked are
st ruct and uni on members.

Possi bl e 1 oss of fraction -- Whentwo integers are divided and assigned to a
floating point variable the fraction portion islost. For example, although

double x =5/ 2;

appearsto assign 2. 5 to x it actually assigns 2. 0. To make sure you don't lose the
fraction, cast at |east one of the operandsto afloating point type. If you really wish to
do the truncation, cast the resulting divideto anintegral (i nt or| ong) before assigning
to the floating point variable.

Option String obsolete; use -width(WI) --Theoption-wisnow used to
set the warning level and should no longer be used to specify the width of error
messages. Instead use - wi dt h with the same arguments as before to set the width. To
set the warning level to 3, for example, use the option - w3, not - w( 3) .

bit-w se operation uses (conpatible) enum s -- A bit-wise operator (one
of'|',"& or' " )isusedtocombine two compatible enumerations. The type of the
result is considered to be the enumeration. Thisis considered avery minor deviation
from the strict model and you may elect to suppress this warning.

Arithmetic operation uses (conpatible) enun s -- Anarithmetic operator
(oneof ' +' ,or' -')isused to combine two compatible enumerations. The type of the
result is considered to be the enumeration. Thisis considered avery minor deviation
from the strict model and you may elect to suppress this warning.

Unusual (nonportabl e) anonynous struct or union --Astruct Orunion
declaration without a declarator was taken to be anonymous. However, the anonymous
uni on supported by C++ and other dialects of C require untagged union's. Tagged
unions and tagged or untagged structs are rarely supported, as anonymous.
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Anonynmous uni on assuned (use flag +fan) -- A uni on without adeclarator
was found. Was this an attempt to define an anonymous union? If so, anonymous

unions should be activated with the +f an flag. Thisflag is activated automatically for
C++.

Not hing follows "}' on line term nating struct/union/class/enum
definition--Astruct/uni on/cl ass/enumdefinition occurred and the closing '} '
was not followed on the same line by another token. It looks suspicious. Missing
semi-colons after such definitions can be a source of strange and mysterious messages.
If you intentionally omitted the semi-colon then simply place the token, which follows,
onthesamelineasthe'}'. At thevery least follow the '} ' with a comment.

Option "String' requests renoving an extent that is not on the
l'i st -- A number of options use the '- ' prefix to remove and the '+' prefix to add
elementsto alist. For example to add (the most unusual) extension . C++ to designate
C++ processing of files bearing that extension, a programmer should employ the option:

+cpp(. Ct+)
However, if aleading - ' is employed (a natural mistake) this warning will be emitted.

possi bl e access of out-of-bounds pointer ('lInteger’ beyond end
of data) by operator 'String" --An out-of-bounds pointer may have been
accessed. See message 415 for adescription of the parameters| nt eger and St ri ng.
For example:

int a[10];
if( n<=10) a[n] = 0;

Here the programmer presumably should have writtenn < 10. Thismessageissimilar
to messages 415 and 796 but differs from them by the degree of probability. See
Section 10.2 Value Tracking

possi bl e creation of out-of-bounds pointer ('Integer’' beyond end
of data) by operator 'String" --Anout-of-bounds pointer may have been
created. See message 415 for adescription of the parameters| nt eger and St ri ng.
For example:

int a[10];
if( n<=20) f( a +n);

Here, it appears as though an illicit pointer is being created, but PC-lint/FlexeLint
cannot be certain. See also messages416 and 797. See Section 10.2 Value Tracking

Suspi cious array to pointer conversion -- Thiswarning occursinthe
following kind of situation:
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struct x { int a; } y[2];
y->a

Here, the programmer forgot to index the array but the error normally goes undetected
because the array reference is automatically and implicitly converted to a pointer to the
first element of the array. If you really mean to accessthefirst element usey[ 0] . a

Left side of logical OR (||) or logical AND (&% does not return
-- An exiting function was found on the left hand side of an operator implying that the
right hand side would never be executed. For example:

if( (exit(0), n==0) || n>2)
Since the exit function does not return, control can never flow to the right hand operator.

Unpar ent hesi zed paraneter Integer in macro 'Synbol' is passed an
expr essi on -- An expression was passed to a macro parameter that was not
parenthesized. For example:

#define mult(a,b) (a*b)
mult( 100, 4 + 10 )

Here the programmer is beguiled into thinking that the 4+10 is taken as a quantity to be
multiplied by 100 but instead resultsin: 100* 4+10, which is quite different. The
recommended remedy ([22 section 19.4]) is to parenthesize such parameters asin:

#define mult(a,b) ((a)*(b))

The message is not arbitrarily given for any unparenthesized parameter but only when
the actual macro argument sufficiently resembles an expression and the expression
involves binary operators. The priority of the operator is not considered except that it
must have lower priority than the unary operators. The message is not issued at the
point of macro definition because it may not be appropriate to parenthesize the
parameter. For example, the following macro expects that an operator will be passed as
argument. It would be an error to enclose op in parentheses.

#define check(x,op,y) if( ((x) op (y)) ==0) print( ... )
Expression with side effects passed to repeated paraneter
I nteger of macro ' Synmbol' -- A repeated parameter within a macro was passed
an argument with side-effects. For example:

#define ABS(x) ((x) <0 ? -(x) : (x))

ABS( n++ )
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Although the ABS macro is correctly defined to specify the absolute value of its
argument, the repeated use of the parameter x implies arepeated eval uation of the actual
argument n++. Thisresultsin two incrementsto thevariablen. [22 section 19.6] Any
expression containing a function call is also considered to have side-effects.

I nconsi stent use of qualifiers for synbol 'Synbol' (type ' Type'
vs. 'Type') conflicts with Location -- A declaration for theidentified
Synbol isinconsistent with aprior declaration for the same symbol. Therewasa
nominal difference in the declaration but owing to the memory model chosen there was
no real difference. For example, inlarge model, one declaration declares external
symbol al pha tobeaf ar pointer and another declaration omits the memory model
specification.

Possi bly passing a null pointer to function 'Synbol', Context

Ref erence -- A NULL pointer is possibly being passed to afunction identified by
Synbol . Theargument in question is given by Cont ext . The function is either a
library function designed not to receiveaNULL pointer or a user function dubbed so via
theoption - f uncti on or -sem See Section 11.1 Function Mimicry (-function),
Section 11.2 Semantic Specifications and Section 10.2 Value Tracking.

Possi bl e data overrun for function 'Synbol', argunent |Integer
exceeds argument |Integer Reference -- Thismessageisfor datatransfer
functions such as nencpy, st r cpy, f get s, etc. when the size indicated by thefirst
cited argument (or arguments) can possibly exceed the size of the buffer area cited by
the second. The message may aso be issued for user functionsviathe-f uncti on or
- semoption. See Section 11.1 Function Mimicry (-function), Section 11.2 Semantic
Specifications and Section 10.2 Value Tracking.

Possi bl e access beyond array for function 'Synbol', argunent

I nteger exceeds |nteger Reference -- Thismessageisissued for severa
library functions (such asf wr i t e, mencnp, etc.) wherein there is a possible attempt to
access more data than exist. For example, if the length of data specifiedinthefwrite
call exceedsthe size of the data specified. The function is specified by Synbol and the
arguments are identified by argument number. See also Section 11.1 Function Mimicry
(-function), Section 11.2 Semantic Specifications and Section 10.2 Value Tracking.

Possi bly passing to function 'Synbol' a negative val ue

(I nteger), Context Reference -- Anintegral valuethat may possibly be
negative is being passed to a function that is expecting only positive values for a
particular argument. The message contains the name of the function (Synbol ), the
guestionablevalue (I nt eger ) and the argument number (Cont ext ). Thefunction may
be astandard library function designed to accept only positive valuessuch asmal | oc or
mencpy (third argument), or may have been identified by the user as such through the
-functionor-semoptions. Seemessage 422 for an example and further
explanation.
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Possi bl e nenory | eak in assignnent to pointer 'Synbol' --An
assignment was made to a pointer variable (designated by Synbol ), which may aready
be holding the address of an allocated object, which had not been freed. The alocation
of memory, which is not freed, is considered a'memory leak’. The memory leak is
considered 'possible’ because only some lines of flow will result in aleak.

Possi bly inappropriate deallocation (Nanmel) for 'Nane2' data --
This message indicates that adeallocation (f r ee() , del et e, or del ete[]) as
specified by Namel may be inappropriate for the data being freed. The kind of datais
oneor more of: nal | oc, new, newf |, st ati c, aut o, menber, nodi fi ed or

const ant . Theword 'Possibly’ is used in the message to indicate that only some of the
lines of flow to the deallocation show datainconsistent with the allocation.

Ret urni ng address of auto through variable ' Synbol' --Thevaueheld
by a pointer variable contains the address of an aut o variable. Itisnormally incorrect
to return the address of an item on the stack because the portion of the stack allocated to
the returning function is subject to being obliterated after return.

No prior semantics associated with 'Nanme' in option 'String' --
The-f unct i on option isused to transfer semantics from its first argument to
subsequent arguments. However it was found that the first argument Nane did not have
semantics.

Possi bly negative subscript (Integer) in operator 'String" --An
integer whose value was possibly negative was added to an array or to a pointer to an
allocated area (allocated by nal | oc, oper at or new, etc.). Thismessage is not given
for pointers whose origin is unknown since a negative subscript isin general legal.

si zeof used wi thin preprocessor statenment --Whereastheuseof si zeof
during preprocessing is supported by a number of compilersit is not a part of the ANSI/
SO C or C++ standard.

Menber ' Synmbol' field length (Integer) too small for enum
precision (Integer) --A bitfieldwasfound to betoo small to support all the
values of an enumeration (that was used as the base of the bit field). For example:

enum color { red, green, yellow, blue };
struct abc { enumcol or c:2; };

Here, the message is not given because the four enumeration values of col or will just
fit within 2 bits. However, if one additional color isinserted, Warning 678 will be
issued informing the programmer of the undesirable and dangerous condition.

Suspi cious Truncation in arithnmetic expression conbining with

poi nt er -- Thismessage isissued when it appears that there may have been an
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unintended loss of information during an operation involving integrals before
combining with a pointer whose precision is greater than the integral expression. For
example:

/[/1int -sp8 pointers are 8 bytes
//lint -si4 integers are 4 bytes
char *f( char *p, int n, int m)
{
return p + (n +mnm; [/ warning 679
}

By therules of C/C++, the addition n+mis performed independently of itscontext andis
done at integer precision. Any overflow isignored even though the larger precision of
the pointer could easily accommodate the overflow. If, on the other hand the expression
were: p+n+m which parses as ( p+n) +m no warning would be issued.

If the expression were p+n* mthen, to suppress the warning, a cast is needed. If | ong
were the same size as pointers you could use the expression:

return p + ((long) n * m;

Suspi cious Truncation in arithmetic expression converted to

poi nter -- Anarithmetic expression was cast to pointer. Moreover, the size of the
pointer is greater than the size of the expression. In computing the expression, any
overflow would be lost even though the pointer type would be able to accommodate the
lost information. To suppress the message, cast one of the operands to an integral type
large enough to hold the pointer. Alternatively, if you are sure there is no problem you
may cast the expression to an integral type before casting to pointer. See messages 647,
776,790 and 679.

Loop i s not entered -- Thecontrolling expression for aloop (either the expression
within awhi | e clause or the second expression within af or clause) evaluates initially
to 0 and so it appears as though the loop is never entered.

si zeof applied to a paraneter 'Synbol' whose type is a sized
array --If aparameter istyped asan array it issilently promoted to pointer. Taking
the size of such an array will actually yield the size of a pointer. Consider, for example:

unsi gned f( char a[100] ) { return sizeof(a); }

Hereit looks asthough function f () will return the value 100 but it will actually return
the size of a pointer, which isusualy 4.

function ' Synmbol ' #define' d -- Thismessageisissued whenever the name of a
function with some semantic association is defined as a macro. For example:
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#define strlen nystrlen

will raise this message. The problem isthat the semantics defined for st r | en will then
belost. Consider this message an alert to transfer semanticsfromstrl en to
mystrlen,using-function(strlen, nystrlen). Themessagewill beissued for
built-in functions (with built-in semantics) or for user-defined semantics. The message
will not be issued if the function is defined to be afunction with asimilar name but with
underscores either appended or prepended or both. For example:

#define strlen __strlen
will not produce this message. It will produce Info 828 instead.

Passi ng address of auto variable 'Synbol' into caller space --The
address of an auto variable was passed via assignment into a location specified by the
caler to the function. For example:

void f( int *a[] )

{
int n;
al[l] = &n;
}

Here the address of an auto variable (n) is being passed into the second element of the
array passed to the function f . Thislooks suspicious because upon return, the array will
contain a pointer to avariable whose lifetime isover. Itispossible that thisis benign
sinceit could bethat the caller to f () ismerely passing in aworking spaceto be
discarded upon return. If thisisthe case, you can suppress the messagefor function f ()
using the option

-efunc(684, f)

See also Warning 604.

Rel ati onal operator 'String,' always evaluates to 'String' --The
firstStringisoneof'>", '>=""<"or'<="andidentifiesthe relational operator. The
second stringisoneof 'True'or 'Fal se' . The message is given when an expression
is compared to a constant and the precision of the expression indicates that the test will
always succeed or awaysfail. For example,

char ch;
{f( ch >= -128)
In this example, the precision of char ch is 8 bits signed (assuming the f cu flag has

been left in the OFF state) and henceit has arange of valuesfrom -128 to 127 inclusive.
Hence the test is always True.
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Note that, technically, ch is promoted toi nt before comparing with the constant. For
the purpose of this comparison we consider only the underlying precision. As another
example, if u isan unsi gned i nt then

if( (u & OxFF) > OxFF )

will also raise message 685 because the expression on the left hand side has an effective
precision of 16 bits.

Option "String' is suspicious because of 'Name' -- Anoptionis
considered suspicious for one of avariety of reasons. The reason is designated by a
reason code that is specified by Nane. At thiswriting, the only reason code is
‘'unbalanced quotes.

Suspi ci ous use of comma operator -- A comma operator appeared unbraced
and unparenthesized in a statement following ani f , el se, whi | e or f or clause. For
example:

if( n>0) n =1,
n = 2;

Thus the comma could be mistaken for a semi-colon and hence be the source of subtle
bugs.

If the statement is enclosed in curly braces or if the expression is enclosed in
parentheses, the message is not issued.

Cast used within preprocessor conditional statenent --A castwas
used within apreprocessor conditional statement such as#i f or #el i f . Asan example
you may have written:

#define VERSION 11.3

#if (int) VERSION == 11

#endi f
Such casts are not allowed by the various C and C++ standards.

Apparent end of comment ignored-- The pair of characters' /' was found not
within acomment. Asan example:

void f( void*/*comment*/ );

Thisistaken to be the equivaent of:
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void f( void* );

That is, an implied blank isinserted between the ' and the/ . To avoid this message
simply place an explicit blank between the two characters.

Possi bl e access of pointer pointing |Integer bytes past nul
character by operator 'String' --Accessing past theterminating nul character
is often an indication of a programmer error. For example:

char buf[20];
char c;
strcpy( buf, "a" );
if( i <20)
c = buf[i]; /'l legal but suspect.
See also messages 448 and 836.

Suspi ci ous use of backsl ash -- The backslash character has been used in away
that may produce unexpected results. Typically thiswould occur within amacro such
as.

#define A b\ // coment
The coder might be thinking that the macro definition will be continued on to the next
line. The standard indicates, however, that the newline will not be dropped in the event
of an intervening comment. This should probably be recoded as:

#define A b /* coment */ \
Deci mal character 'Char' follows octal escape sequence 'String'
-- A st ri ng wasfound that containsan '8' or '9' after an octal escape sequence with no
more than two octal digits, e.g.

"\ 079"
containstwo characters. Octal seven (ASCII BEL ) followed by '9". The casual reader of
the code (and perhaps even the programmer) could be fooled into thinking thisis a
single character. If thisiswhat the programmer intended he can aso render thisas

"\ 07" "9"
so that there can be no misunderstanding.

On the other hand,

"\ 1238"
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will not raise a message because it is assumed that the programmer knows that octal
escape sequences cannot exceed four characters (including the initial backslash).

Hexadeci mal digit 'Char' imediately after "String 1is
suspicious in string literal. --Astring wasfound that |ooks suspiciousy
like (but is not) a hexadecimal escape sequence; rather, it isanull character followed by
letter "x" followed by some hexadecimal digit, e.g.:

"\ 0x62"

was found where the programmer probably meant to type ™\ x62". If you need precisely
this sequence you can use:

ll\ Oll ||X62||

and this warning will not be issued.

The type of constant 'String' (precision Integer) is dialect
dependent -- A decimal integer constant that requires all the bits of an unsi gned

| ong for its representation has a type that depends on the dialect of C or C++
implemented by the compiler you are using. For example, the constant 3000000000
requires 32 bits for its representation. If | ongs are 32 hits, then the constant is judged
tobeunsi gned | ong in C90, | ong | ong in C99 and undefined in C++.

You can remove the ambiguity by applying aclarifying suffix. If you intend thisto be
unsi gned usethe'U suffix. If youintendthistobeal ong | ong usethe'LL" suffix. If
the latter and you are using C++ then turn onthe +f I | flag.

Inline function 'Synbol' defined without a storage-cl ass
specifier ('static' recomended) -- InC99, the result of acall to afunction
declared with 'i nl i ne'but not 'st at i ¢’ or 'ext er n"is unspecified.

Example: Let the following text represent two translation units:

/* In nodule_1.c */
void f() {}

/* In nodule_2.c */
inline void f() {}
void g() { f(); } [* which f() is called? */

The C99 Standard dictates that the above call tof () fromg() innodul e_2. ¢ may
result in the execution of either f ().

The programmer may avoid confusion and improve portability by using the keyword
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'static'inadditionto'i nl i ne'. The keyword 'ext er n' can also be used along with
the'i nl i ne' to resolve this ambiguity; however, we recommend using 'st at i c'
because, as of this writing, more compilers correctly interpret 'st atic i nline'.

Vari able ' Synbol’ has value 'String that is out of range for
operator 'String -- Thevariable cited in the message is being compared (using
one of the 6 comparison operations) with some other expression called the comperand.
The variable has avalue that is out of the range of values of this comperand. For
example consider:

void f( unsigned char ch )

{
int n = 1000;
if( ch <n) /1 Message 696

Here amessage 696 will be issued stating that n has a value of 1000 that is out of range
because 1000 is not in the set of valuesthat ch can hold (assuming default sizes of
scalars).

Quasi - bool ean val ues shoul d be equality-conpared only with 0 -- A
guasi-boolean value is being compared (using either | = or ==) with avaluethat is not
theliteral zero. A quasi-boolean valueis any value whose type is a strong boolean type
and that could conceivably be something other than zero or one. Thisis significant
becausein C, all non-zero values are equally true. Example:

[*lint -strong(AJXb, B) */
typedef int B;

#define YES ((B)1)

#defi ne NO ((B)O0)

Bf( Ba, Bb) {
Bc=(a==N0); [/* OK no Warning here */
Bd=(a=(b!=N0O ); /* Warning 697 for == but not for != */
Be=( a==YES); /* Warning 697 here */
return d == c; /* Warning 697 here */
}

Notethat if a and b had instead been declared with true boolean types, such as’bool ’ in
C++or’_Bool ’ in C99, this diagnostic would not have been issued.

Casual use of realloc can create a nmenory | eak -- A statement of the
form:

v =realloc( v, ... );

has been detected. Note the repeated use of the same variable. The problem is that
real | oc canfail to allocate the necessary storage. In so doing it will return NULL. But
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19.5 C Informational M essages
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Shift left of signed quantity (int) --Shiftsarenormally accomplished on
unsi gned operands.

Shift right of signed quantity (int) --Shiftsare normally accomplished
onunsi gned operands. Shifting ani nt right is machine dependent (sign fill vs. zero
fill).

Shift left of signed quantity (long) --Shiftsare normally accomplished
onunsi gned operands.

Shift right of signed quantity (long) --Shiftsarenormally accomplished
onunsi gned operands. Shifting al ong right is machine dependent (sign fill vs. zero
fill).

argunent no. Integer noninally inconsistent with format -- The
argumenttoprintf (orfprintf orsprintf)wasnominaly inconsistent with the
format. Although the size of the quantity was appropriate, the type was similar, but not
exact. (E.g., passingal ong toa%l or ani nt toa%) You might consider casting the
guantity to the correct type. You could also suppress this message, as more flagrant
violations are picked up with warnings 559 and 626.

(argunment no. Integer) indirect object inconsistent with format -
- The type of an argument to scanf (or f scanf or sscanf) wasinappropriate to the
format. However, the argument was a pointer and it pointed to a quantity of the
expected size and similar, but not expected type.

M xi ng narrow and wi de string literals in concatenation--The
following is an example of amixing of narrow and wide string literals.

const wchar _t *s = "abc" L"def";

The concatenation of narrow and wide string literals results in undefined behavior for
C90 and C++2003. If your compiler supports such combinations or you use a C/C++
dialect that supports such, you may either suppress this message or consider making the
concatenands match.

union initialization -- Therewasan attempt to initialize the value of auni on.

This may not be permitted in some older C compilers. Thisis because of the apparent
ambiguity: which member should be initialized? The standard interpretation isto apply
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theinitialization to the first subtype of the uni on.

Loss of precision (Context) (Type to Type) -- Anassignment (or implied
assignment, see Cont ext ) is being made between two integral quantitiesin which the
first Type islarger than the second Type. A cast will suppress this message.

Loss of precision (Context) (Type to Type) -- Anassignment (or implied
assignment, see Cont ext ) is being made from an unsigned quantity to asigned
quantity, that will result in the possible loss of one bit of integral precision such as
converting from unsi gned i nt toi nt. A cast will suppress the message.

Synbol " Synbol' (Location) not referenced -- Thenamed external variable
or external function was defined but not referenced. Thismessageis suppressed for unit
checkout (-u option).

Synbol ' Symbol' (Location) not referenced -- Thenamed formal
parameter was not referenced.

while(1l) ... --A congtructof theformwhil e(1) ...wasfound. Whereasthis
represents a constant in a context expecting a Boolean, it may reflect a programming
policy whereby infinite loops are prefixed with this construct. Henceitisgivena
separate number and has been placed in the informational category. The more
conventional form of infinite loop prefix isf or (; ;)

do ... while(0) --Whereasthisrepresentsaconstant in acontext expecting a
Boolean, this construct is probably a deliberate attempt on the part of the programmer to
encapsul ate a sequence of statementsinto asingle statement, and so it isgiven aseparate
error message. [22 section 19.7] For example:

#define f(k) do {n=k; nmen+l;} whil e(0)
alowsf (k) tobe usedin conditional statementsasin

if(n>0) f(3);
else f(2);

Thus, if you are doing this deliberately use- e717

Synbol ' Synmbol' undecl ared, assuned to return int --A functionwas
referenced without (or before) it had been declared or defined within the current
module. Thisisnot necessarily an error and you may want to suppress such messages
(See Chapter 14. LIVING WITH LINT). Note that by adding a declaration to another
module, you will not suppress this message. It can only be suppressed by placing a
declaration within the module being processed.

Too many argunments for format (Integer too many) -- Thenumber of
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arguments to afunction inthe pri nt f/ scanf family was more than what is specified
inthe format. This message is similar to Warning 558, which alerts users to situations
in which there were too few arguments for the format. It receives alighter
Informational classification because the additional arguments are simply ignored.

Bool ean test of assignnment -- Anassgnment wasfound in acontext that
requiresaBoolean (suchasinani f () or whi | e() clauseor as an operand to && or
| | ). Thismay belegitimate or it could have resulted from a mistaken use of = for ==.

Suspi ci ous use of ; -- A semi-colonwasfound immediately to theright of aright
parenthesisin a construct of the formi f (e) ; . Assuch it may be overlooked or
confused with the use of semi-colons to terminate statements. The message will be
inhibited if the"; ' is separated by at least one blank from the ) '. Better, placeit on a
Separate line. See also message 548.

Suspi ci ous use of ; -- A semi-colonwasfound immediately to theright of aright
parenthesisin aconstruct of theformwhi | e(e); orfor(e; e; e); Assuchit may be
overlooked or confused with the use of semi-colons to terminate statements. The
message will beinhibited if the'; ' is separated by at |east one blank fromthe’) '. Better,
place it on a separate line.

Suspi ci ous use of
example:

-- A preprocessor definition began with an = sign. For

#define LIMT = 50

Was thisintentional? Or was the programmer thinking of assignment when he wrote
this?

Expect ed positive indentation from Location -- Thecurrent linewas
found to be aligned with, rather than indented with respect to, theindicated line. The
indicated line corresponds to a clause introducing a control structure and statements
within its scope are expected to be indented with respect to it. If tabs within your
program are other than 8 blanks you should use the - t option (See Section 13.3
Indentation Checking).

Ext raneous conma ignored -- A commafollowed by aright-brace within an
enumeration is not avalid ANSI/ISO construct. The commaisignored.

Synbol ' Synbol' (Location) not explicitly initialized --Thenamed
static variable (local to afunction) was not explicitly initialized before use. The
following remarks apply to messages 728 and 729 aswell as 727. By no explicit
initialization we mean that there was no initializer present in the definition of the object,
no direct assignment to the object, and no address operator applied to the object or, if the
address of the object wastaken, it was assigned to a pointer to const . These messages
do not necessarily signal errors since the implicit initialization for static variablesisO.
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However, the messages are helpful in indicating those variables that you had forgotten
toinitialize to avalue. To extract the maximum benefit from the messages we suggest
that you employ an explicit initializer for those variables that you want to initialize to O.
For example:

static int n = 0;
For variables that will be initialized dynamically, do not use an explicit initializer asin:
static int m

This message will be given for any array, st r uct or uni on if no member or element
has been assigned avalue.

Synbol ' Synbol' (Location) not explicitly initialized --Thenamed
intraomodule variable (static variable with file scope) was not explicitly initialized. See
the comments on message 727 for more details.

Synbol ' Synbol' (Location) not explicitly initialized --Thenamed
inter-module variable (external variable) was not explicitly initialized. See the
comments on message 727 for more details. This message is suppressed for unit
checkout (- u).

Bool ean argunent to function -- A Boolean wasused as an argument to a
function. Wasthisintended? Or was the programmer confused by a particularly
complex conditional statement? Experienced C programmers often suppress this
message. Thismessage is given only if the associated parameter is not declared bool.

Bool ean argunent to equal /not equal -- A Booleanwas used asan argument
to==or!=. For example:

if( (a>b) ==(c>d))

teststo seeif the inequalities are of the same value. This could be an error asitisan
unusual use of aBoolean (see Warnings 503 and 514) but it may also be deliberate
sincethisisthe only way to efficiently achieve equivalence or exclusive or. Because of
this possible use, the construct is given arelatively mild 'informational’ classification. If
the Boolean argument is cast to some type, this message is not given.

Loss of sign (Context) (Type to Type) --Anassignment (or implied
assignment, see Cont ext ) is made from a signed quantity to an unsigned quantity.
Also, it could not be determined that the signed quantity had no sign. For example:

u
u

n; /* Info 732 */
4, [* OK * |
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where u isunsigned and n is not, warrants a message only for the first assignment, even
though the constant 4 isnominally asignedi nt .

Make sure that thisis not an error (that the assigned value is never negative) and then
use a cast (to unsigned) to remove the message.

Assi gning address of auto variable 'Synbol' to outer scope
synbol ' Symbol ' -- The address of an aut o variable isonly valid within the block
in which the variable is declared. An address to such avariable has been assigned to a
variable that has alonger life expectancy. Thereisan inherent danger in doing this.

Loss of precision (Context) (Integer bits to Integer bits) --An
assignment is being made into an object smaller than ani nt . The information being
assigned is derived from another object or combination of objectsin such away that
information could potentially be lost. The number of bits given does not count the sign
bit. For exampleif chisachar andnisani nt then:

ch = n;
will trigger this message whereas:

ch = n & 1;
will not. To suppress the message a cast can be made asin:

ch = (char) n;

You may receive notices involving multiplication and shift operators with subinteger
variables. For example:

ch
ch

ch << 2
ch * ch

where, for example, ch isanunsi gned char. These can be suppressed by using the
flag +f pm(precision of an operator is bound by the maximum of its operands). See
Section 5.5 Flag Options

Loss of precision (Context) (lInteger bits to Integer bits) --An
assignment (or implied assignment, see Cont ext ) ismadefromal ong doubl e toa
doubl e. Using acast will suppress the message. The number of bitsincludes the sign
bit.

Loss of precision (Context) (lInteger bits to Integer bits) --An
assignment (or implied assignment, see Cont ext ) is being made to afloat from avalue
or combination of values that appear to have higher precision than afloat. You may
suppress this message by using a cast. The number of bits includes the sign bit.
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Loss of sign in pronotion from Type to Type -- Anunsigned quantity was
joined with a signed quantity in a binary operator (or 2nd and 3rd argumentsto the
conditional operator ? : ) and the signed quantity isimplicitly converted to unsigned.
The message will not be given if the signed quantity is an unsigned constant, a Boolean,
or an expression involving bit manipulation. For example,

u & ~OxFF

where u is unsigned does not draw the message even though the operand on theright is
technically a signed integer constant. It looks enough like an unsigned to warrant not

giving the message.

This mixed mode operation could also draw Warnings 573 or 574 depending upon the
operator involved.

You may suppress the message with a cast but you should first determine whether the
signed value could ever be negative or whether the unsigned value can fit within the
congtraints of a signed quantity.

Synbol ' Synbol' (Location) not explicitly initialized --Thenamed
st at i c local variable was not initialized before being passed to a function whose
corresponding parameter is declared as pointer to const . Isthisan error or isthe
programmer relying on the default initialization of O for all static items? By employing
an explicit initializer you will suppress this message. See also message numbers 727
and 603.

Trigraph Sequence 'String' in literal (Quiet Change) -- Theindicated
Trigraph (three-character) sequence was found within astring. Thistrigraph reduces to
asingle character according to the ANSI/ISO standards. Thisrepresents a”Quiet
Change" from the past where the sequence was not treated as exceptional. If you had no
intention of mapping these charactersinto a single character you may precede theinitial
" 2" with abackdash. If you are aware of the convention and you intend that the
Trigraph be converted you should suppress this informational message.

Unusual pointer cast (inconpatible indirect types) --A castisbeing
made to convert one pointer to another such that neither of the pointersis ageneric
pointer (neither is pointer to char, unsi gned char, or voi d) and the indirect types
aretruly different. The message will not be given if the indirect types differ merely in
signedness (e.g., pointer to unsi gned versuspointer to i nt ) or in qualification (e.g.,
pointer toconst i nt versuspointertoi nt ). The messagewill also not be givenif one
of theindirect typesisauni on.

The main purpose of this message is to report possible problems for machinesin which

pointer to char isrendered differently from pointer to word. Consider casting a pointer
to pointer to char to a pointer to pointer to word. Theindirect bit pattern remains
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unchanged.

A second reason is to identify those pointer castsin which the indirect type doesn't seem
to have the proper bit pattern such as casting from a pointer toi nt to a pointer to
doubl e.

If you are not interested in running on machinesin which char pointers are
fundamentally different from other pointers then you may want to suppress this
message. You can aso suppress this message by first casting to char pointer or to
voi d pointer but thisis only recommended if the underlying semantics are right.

Unusual pointer cast (function qualification) --A castisbeingmade
between two pointers such that their indirect types differ in one of the Microsoft
qualifiers: pascal ,fortran, cdecl andi nterrupt. If thisisnot an error, you may
cast to amore neutral pointer first suchasavoi d *.

Mul tiple character constant --A character constant was found that contained
multiple characters, e.g., ' ab' . Thisislegal C but the numeric value of the constant is
implementation defined. It may be safe to suppress this message because, if more
characters are provided than what can fitin ani nt , message number 25 is given.

Negative character constant --A character constant was specified whose value
IS some negative integer. For example, on machines where abyteis 8 bits, the character
constant ' \ xFF' isflagged because its value (according to the ANSI/ISO standard) is
-1 (itstypeisi nt ). Notethat itsvalueisnot OxFF.

switch statenent has no default --A switch statement has no section
labeled def aul t : . Wasthisan oversight? It is standard practice in many
programming groups to always have adef aul t : case. This can lead to better (and
earlier) error detection. One way to suppress this message is by introducing a vacuous
defaul t: break; statement. If you think this adds too much overhead to your
program, think again. In all cases tested so far, the introduction of this statement added
absolutely nothing to the overall length of code. If you accompany the vacuous
statement with a suitable comment, your code will at least be more readable.

This message is not given if the control expression is an enumerated type. In this case,
all enumerated constants are expected to be represented by case statements, else 787
will be issued.

function 'Nanme' has no explicit type or class, int assuned -- A
function declaration or definition contained no explicit type. Wasthisdeliberate? If the
flag f dr (deduce return mode, see Section 5.5 Flag Options) isturned on, this message
IS suppressed.

call to function 'Nane' not nade in the presence of a prototype
-- A call to afunction is not made in the presence of a prototype. This does not mean
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that PC-lint/FlexeLint is unaware of any prototype; it means that a prototypeisnot in a
position for acompiler to seeit. If you have not adopted a strict prototyping convention
you will want to suppress this message with - e746.

Si gnificant prototype coercion (Context) Type to Type -- Thetype
specified in the prototype differed from the type provided as an argument in some
significant way. Usually the two types are arithmetic of differing sizesor oneisf | oat
and the other integral. Thisisflagged because if the program were to be trandated by a
compiler that does not support prototype conversion, the conversion would not be
performed. See also Elective Notes 917 and 918.

Synbol ' Synmbol' (Location) is a register variable used with
setj np -- The named variableis aregister variable and is used within a function that
callsupon set j np. When a subsequent | ongj np isissued, the values of register
variables may be unpredictable. If thiserror isnot suppressed for this variable, the
variableis marked as uninitialized at this point in the program.

More information on messages 749-769 can be found in Section 13.8 Weak Definials.

749

750

751

752

753

754

| ocal enuneration constant ' Synbol' (Location) not referenced --
A member (name provided as Sy mbol ) of an enumwas defined in a module but was not
otherwise used within that module. A 'local' member is one that is not defined in a
header file. Compare with messages 754 and 769.

| ocal macro ' Synbol' (Location) not referenced -- A 'loca' macroisone
that is not defined in a header file. The macro is not referenced throughout the module
inwhich it is defined.

| ocal typedef 'Synbol' (Location) not referenced --A'loca'typedef
symbol isone that is not defined in any header file. It may have file scope or block
scope but it was not used through its scope.

| ocal declarator 'Synbol' (Location) not referenced -- A'locd’
declarator symbol is one declared in a declaration appearing in the modulefileitself as
opposed to a header file. The symbol may have file scope or may have block scope.
But it wasn't referenced.

| ocal struct, union or enumtag 'Synbol' (Location) not
referenced -- A 'locd’ tag isone not defined in aheader file. Sinceits definition
appeared, why was it not used? Use of atagisimplied by the use of any of its
members.

| ocal structure nenber 'Synbol' (Location) not referenced --A

member (name provided as Synbol ) of ast ruct or uni on was defined in amodule
but was not otherwise used within that module. A ‘local’ member is one that is not
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760
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defined in aheader file. See message 768.

gl obal macro ' Synmbol' (Location) not referenced -- A'global’' macrois
one defined in a header file. This message is given for macros defined in non-library
headers. The macro is not used in any of the modules comprising the program. This
message is suppressed for unit checkout (-u option). See Section 13.8 Weak Definials

gl obal typedef 'Symbol' (Location) not referenced -- Thismessageis
givenfor at ypedef symbol declared in a non-library header file. The symbol is not
used in any of the modules comprising a program. This message is suppressed for unit
checkout (-u option).

gl obal decl arator 'Synbol' (Location) not referenced -- Thismessage
isgiven for objects that have been declared in non-library header files and that have not
been used in any module comprising the program being checked. The messageis
suppressed for unit checkout (- u).

gl obal struct, union or enumtag ' Synbol' (Location) not
referenced -- Thismessageisgivenforstruct, uni on and enumtags that have
been defined in non-library header files and that have not been used in any module
comprising the program. The message is suppressed for unit checkout (- u).

header decl aration for synbol 'Synbol' (Location) could be noved
from header to nodul e -- Thismessageis given for declarations, within
non-library header files, that are not referenced outside the defining module. Hence, it
can be moved inside the module and thereby 'lighten the load' on al modules using the
header. This message is only given when more than one module is being linted.

Redundant macro ' Synbol' defined identically at Location --The
given macro was defined earlier (location given) in the same way and is hence
redundant.

Redundant typedef 'Synbol' previously declared at Location --A
t ypedef symbol hasbeent ypedef earlier a the given location. Although the
declarations are consistent you should probably remove the second.

Redundant |y decl ared synbol ' Synbol' previously declared at
Locati on -- A declaration for the given symbol was found to be consistent with an
earlier declaration in the same scope. This declaration adds nothing new and it can be
removed.

Redundant decl aration for synbol 'Synbol' previously declared at

Location -- Atagforastruct,uni on or enumwas defined twicein the same
module (consistently). The second one can be removed.
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switch statenent does not have a case -- A switch statement has been
found that does not have acase statement associated with it (it may or may not have a
def aul t statement). Thisisnormally a useless construct.

external 'Synbol' (Location) could be nade static -- Anexterna
symbol was referenced in only onemodule. It wasnot declared st at i ¢ (anditstypeis
not qualified with the Microsoft keyword __expor t ). Some programmers like to make
st ati c every symbol they can, because thislightens the load on the linker. It aso
represents good documentation. On the other hand, you may want the symbol to remain
external because debuggers often work only on external names. It's possible, using
macros, to have the best of both worlds; see Section 13.8.3 static-able.

I nclude of header file 'FileNane’ not used in nodule 'FileNane’
-- The named header file was directly included in the named module but the #i ncl ude
can be removed because it was not used in processing the named module or in any
header included by the module. It contained no macro, t ypedef , st ruct, uni on or
enumtag or component, or declaration referenced by the module. One of the reasons a
particular #i ncl ude can be removed is because it had been included by an earlier
header file. Warning 537 can be used to detect such cases. Note: Through conditional
compilation some seeming anomalies could occur so that header files that are reported
as not used might be regarded as used if they are placed earlier in a sequence of
includes. Seealso Elective Notes 964, 966 and Section 13.8.1 Unused Headers.

macro ' Synbol' was defined differently in another nodule
(Location) -- Two macros processed in two different modules had inconsistent
definitions.

gl obal struct menber 'Synbol' (Location) not referenced --A
member (name provided as Synbol ) of ast ruct or uni on appeared in anon-library
header file but was not used in any module comprising the program. This message is
suppressed for unit checkout. Since st r uct 's may be replicated in storage, finding an
unused member can pay handsome storage dividends. However, many structures
merely reflect an agreed upon convention for accessing storage and for any one program
many members are unused. In this case, receiving this message can be anuisance. One
convenient way to avoid unwanted messages (other than the usual - e and - esyn) isto
always place such structuresin library header files. Alternatively, you can place the
struct withina++flb ... --fl b sandwich toforceit to be considered library.

gl obal enuneration constant ' Synbol' (Location) not referenced --
A member (name provided as Sy nbol ) of an enumappeared in anon-library header file
but was not used in any module comprising the program. This message is suppressed
for unit checkout. There are reasonswhy a programmer may occasionally want to retain
an unused enumand for this reason this message is distinguished from 768 (unused
member). See message 768 for ways of selectively suppressing this message.
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tag ' Synbol' defined identically at Location --Thestruct,union,or
enumtag Synbol was defined identically in different locations (usually two different
files). Thisisnot an error but it is not necessarily good programming practice either. It
is better to place common definitions of this kind in a header file where they can be
shared among several modules. If you do this, you will not get this message. Note that
if thetag is defined differently in different scopes, you will receive warning 631 rather
than this message.

Synbol ' Synmbol' (Location) conceivably not initialized --The
named symbol, declared at Locat i on, wasinitialized in the main portion of a control
loop (whi | e, f or, or do) and subsequently used outside the loop. If it is possible for
the main body of the loop to not be fully executed, then the given symbol would remain
uninitialized resulting in an error.

PC-lint/FlexeLint does not do a great job of evaluating expressions and hence may not
recognize that aloop is executed at least once. Thisis particularly true after initializing
an array. Satisfy yourself that the loop is executed and then suppress the message. You
may wish to suppress the message globally with - e771 or just for specific symbols
using - esym Don't forget that a Simple assignment statement may be all that's needed
to suppress the message. See Section 10.1 Initialization Tracking

Synbol ' Symbol' (Location) conceivably not initialized --The
address of the named Synbol was passed to afunction expecting to receive a pointer to
aconst item. ThisrequirestheSynbol tohavebeeninitialized. See Warning 603 for
an explanation of the dangers of such a construct. See Informational message 771 for
an explanation of "conceivably not initialized."

Expression-li ke macro ' Synbol' not parenthesi zed -- A macro that

appeared to be an expression contained unparenthesized binary operators and therefore

may result in unexpected associations when used with other operators. For example,
#define A B + 1

may be used later in the context:

f(A* 2);

with the surprising result that B+2 getspassed to f and not the ( B+1) *2 Corrective
action isto define A as:

#define A (B + 1)
Highest precedence binary operators are not reported upon. Thus:

#define A s.X
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does not elicit this message because this case does not seem to represent a problem.
Also, unparenthesized unary operators (including casts) do not generate this message.
Information about such unparenthesized parameters can be found by enabling Elective
Note 973. [22 section 19.5]

Bool ean within 'String' always evaluates to [ True/Fal se] --The
indicated clause (St ri ng isoneof i f,whi | e or f or (2nd expression)) has an
argument that appearsto always evaluate to either "Tr ue' or 'Fal se' (asindicated in the
message). Information is gleaned from avariety of sourcesincluding prior assignment
statements and initializers. Compare this with message 506, which is based on testing
constants or combinations of constants. Also compare with the Elective Note 944,
which can sometimes provide more detailed information. See Section 10.2 Value
Tracking

non-negative quantity cannot be |ess than zero -- A non-negative
quantity is being compared for being <=0. Thisisalittle suspicious since a
non-negative quantity can be equal to 0 but never lessthan 0. The non-negative
guantity may be of type unsi gned or may have been promoted from an unsi gned
type or may have been judged not to have asign by virtue of it having been AND'ed
with aquantity known not to have asign bit, an enumthat may not be negative, etc. See
also Warning 568.

Possi bl e truncation of addition --Anint expression (signed or unsigned)
involving addition or subtraction is converted to | ong implicitly or explicitly.
Moreover, the precision of al ong is greater than that of i nt . If an overflow occurred,
information would belost. Either cast one of the operandsto someform of | ong or cast
the result to someform of i nt .

See Warning 647 for afurther description and an example of thiskind of error. Seealso
messages 790 and 942.

Testing float's for equality -- Thismessageisissued when the operands of
operators == and ! = are some form of floating type (f | oat , doubl e, or | ong

doubl e). Testing for equality between two floating point quantities is suspect because
of round-off error and the lack of perfect representation of fractions. If your numerical
algorithm calls for such testing turn the message off. The message is suppressed when
one of the operands can be represented exactly, such as 0 or 13.5.

Const ant expression evaluates to O in operation: 'String --A
constant expression involving addition, subtraction, multiplication, shifting, or negation
resultedin a0. This could be a purposeful computation but could aso have been
unintended. If thisisintentional, suppress the message. If one of the operandsis 0,
Elective Note 941 may be issued rather than a 778.

String constant in conparison operator: Operator --A string constant
appeared as an argument to a comparison operator. For example:
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if( s == "abc" ) ..

Thisisusually an error. Did the programmer intend to use st r cnp? It certainly looks
suspicious. At the very least, any such comparison is bound to be machine-dependent.
If you cast the string constant, the message is suppressed.

Vacuous array el enent -- A declaration of an array looks suspicious because the
array element isan array of O dimension. For example:

extern int a[][];
extern int a[10][]:

will both emit this message but
extern int a[][10];

will not. Inthe latter case, proper array accessing will take place even though the
outermost dimension is missing.

If ext er n were omitted, the construct would be given a more serious error message.

Li ne exceeds | nteger characters -- Aninternal limit on the size of the input
buffer has been reached. The message contains the maximum permissible size. This
does not necessarily mean that the input will be processed erroneously. Additional
characters will be read on a subsequent read. However the line sequence numbers
reported on messages will be incorrect.

Li ne does not end with newline -- Thismessageisissued when aninput line
is not terminated by a new-line or when aNUL character appears within an input line.
When input linesareread, an f get s isused. A str | en call ismade to determine the
number of charactersread. If the new-line character isnot seen at the presumed end,
this message isissued. If your editor isin the habit of not appending new-lines onto the
end of the last line of the file then suppress this message. Otherwise, examine the file
for NUL characters and eliminate them.

Nul character truncated fromstring -- Duringinitiaization of an array with
astring constant there was not enough room to hold the trailing NUL character. For
example:

char a[3] = "abc";

would evoke such amessage. This may not be an error since the easiest way to do this
initialization isin the manner indicated. It is more convenient than:

char a[3] ={ 'a, 'b", 'c¢' };
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On the other hand, if it really is an error it may be especially difficult to find.

Too few initializers for aggregate -- Thenumber of initializersin a
brace-enclosed initializer was less than the number of items in the aggregate. Default
initialization is taken. An exception is made with theinitializer { 0} . Thisisgivena
Separate message number in the Elective Note category (943). Itisnormally
considered to be smply a stylized way of initializing all membersto O.

String concatenation within initializer --Althoughitisperfectly 'legal’
to concatenate string constants within an initializer, thisis afrequent source of error.
Consider:

char *s[] = { "abc" "def" };

Did the programmer intend to have an array of two strings but forget the comma
separator? Or was asingle string intended?

enum constant ' Synbol' not used within switch --Aswi tch expression
isan enumerated type and at least one of the enumerated constants was not present as a
case label. Moreover, nodef aul t case was provided.

enum constant ' Synbol' not used within defaulted switch --A

swi t ch expression is an enumerated type and at least one of the enumerated constants
was not present asacase label. However, unlike Info 787, adef aul t case was
provided. Thisisamild form of the case reported by Info 787. The user may thus elect
to inhibit this mild form while retaining Info 787.

Assi gni ng address of auto variable 'Synbol' to static -- Theaddress
of an aut o variable (Synbol ) isbeing assigned to ast at i ¢ variable. Thisis
dangerous because the st at i ¢ variable will persist after return from the function in
which the aut o is declared but the aut o will be, in theory, gone. This can proveto be
among the hardest bugsto find. If you have one of these, make certain thereis no error
and use -esymto suppress the message for a particular variable.

Suspi cious truncation, integral to float --Thismessageisissued when
it appears that there may have been an unintended loss of information during an
operation involving integrals, the result of whichislater converted to afloating point
guantity. The operations that are scrutinized and reported upon by this message are:
shift left and multiplication. Addition and subtraction are covered by Elective Note
942. Seealso messages 647 and 776.

unusual option sequence -- A temporary message suppression option (one
having theform: ! e. . .) followed aregular option. Was thisintended?
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voi d cast of void expression --A void expression has been cast tovoi d.
Was this intended?

ANSI/1SO limt of String 'Name' exceeded -- Some ANSI/ISO limit has
been exceeded. These limits are described under the heading " Translation limits' the
ANSI/ISO C Standards [1] [4] and under the heading "I mplementation Quantities' in
the C++ standards [10] [34]. Programs exceeding these limits are not considered
maximally portable. However, they may work for individual compilers.

Say alarge program exceeds the ANSI/ISO limit of 4095 external identifiers. Thiswill
resultinmessage 793 "ANSI |imt of 4059 'external identifiers'
exceeded". It may not be obvious how to inhibit this message for identifiers while
leaving other limitsin areportable state. The second parameter of the messageis
designated Nane and so the - esymmay be used. Because the symbol contains a blank,
guotes must be used. The option becomes:

-"esym( 793, external identifiers)”

Concei vabl e use of null pointer '"Synbol' in [left/right]
argunent to operator 'String’ Reference -- Frominformation gleaned
from earlier statementsit is conceivable that anull pointer (a pointer whose value is 0)
can be used in acontext where null pointers are inappropriate. In the case of binary
operators, oneof thewords'l ef t "or 'r i ght "isused to designate which operand isnull.
Synbol identifies the pointer variable that may be NULL. Thisissimilar to messages
413 and 613 and differs from them in that the likelihood is not as great. For example:

int *p = 0;

int i;

for( i =0; i <n; i++)
p = &afi]

*p:0

If the body of thef or loop is never taken, then p remains null.

Concei vabl e division by 0 --Inadivison or modulus operation the division is
deduced to be conceivably 0. See Section 10.2 Value Tracking for the meaning of
"conceivable'.

Concei vabl e access of out-of-bounds pointer ('lInteger' beyond
end of data) by operator 'String' --Anout-of-bounds pointer may
conceivably have been accessed. See message 415 for a description of the parameters
I nteger andString. For example:

int a[10];
int j = 100;
for( i =0; i <n; i++)
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a[j] = 0;

Here, theaccessto a j | isflagged because it is conceivable that the f or loop is not
executed leaving the unacceptableindex of 100 invariablej . Thismessageissimilar to
messages 415 and 661 but differing from them by the degree of probability.

Concei vabl e creation of out-of-bounds pointer ('lInteger' beyond
end of data) by operator 'String' --Anout-of-bounds pointeris potentialy
being created. See message 415 for adescription of the parameters| nt eger and
String. Seemessage 796 for an example of how a probability can be considered
‘conceivable'. See also message 416 and/or Section 10.2 Value Tracking for a
description of the difference between pointer 'creation’ and pointer 'access.

Redundant character ' Char' --Theindicated character char isredundant and
can be eliminated from the input source. A typical exampleis abacksash on aline by
itself.

nunerical constant 'Integer' |arger than unsigned |ong -- An
integral constant was found to be larger than the largest value allowed for unsi gned

| ong quantities. By default, anunsi gned | ong is4 bytes but can be respecified via
theoption -s| #. If thel ong | ong typeis permitted (see option +f | | ) this messageis
automatically suppressed. See also message 417.

Use of goto is deprecated -- A goto wasdetected. Use of thegot o isnot
considered good programming practice by most authors and its use is normally
discouraged. There are afew cases where the got o can be effectively employed but
often these can be rewritten just as effectively without the got 0. The use of got o
statements can have a devastating effect on the structure of large functions creating a
mass of spaghetti-like confusion. For this reason its use has been banned in many
venues.

Concei vably passing a null pointer to function 'Synbol', Context
Ref erence -- A NULL pointer is conceivably being passed to afunction identified by
Synbol . Theargument in question is given by Cont ext . The function is either a
library function designed not to receive aNULL pointer or auser function dubbed so via
the option -f unct i on or - sem See Section 11.1 Function Mimicry (-function) See
Section 10.2 Value Tracking for the meaning of 'conceivable'.

Concei vabl e data overrun for function ' Synbol', argunent |nteger
exceeds argunent |Integer Reference -- Thismessageisfor datatransfer
functions such as mencpy, st r cpy, f get s, etc. when the size indicated by the first
cited argument (or arguments) can conceivably exceed the size of the buffer area cited
by the second. The message may aso beissued for user functionsviathe -f unct i on
optionor - sem See Section 11.1 Function Mimicry (-function) See Section 10.2
Value Tracking for the meaning of ‘conceivable’.
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Concei vabl e access beyond array for function 'Synbol', argunent
I nteger exceeds |nteger Reference -- Thismessageisissued for severa
library functions (such asf wri t e, mentnp, etc.) wherein there is conceivably an
attempt to access more data than exist. For example, if the length of data specified in
thef wr it e call can exceed the size of the data specified. The function is specified by
Synbol and the arguments are identified by argument number. See aso Section 11.1
Function Mimicry (-function) and Section 10.2 Value Tracking.

Expected L"..." to initialize wide char string --Aninitiaizer fora
wide character array or pointer did not use a preceding 'L'. For example:

wchar t a[] = "abc";
was found whereas
wchar t a[] = L"abc":

was expected.

Smal |l bit field is signed rather than unsigned -- A smal bitfield (less
thanani nt wide) wasfound and the base typeis signed rather than unsigned. Sincethe
most significant bit isasign bit this practice can produce surprising results. For
example,

struct { int b:1; } s;
s.b = 1;
if( s.b >0 ) /* should succeed but actually fails */

Concei vably passing to function 'Synbol' a negative val ue
(I'nteger), Context Reference -- Anintegra valuethat may conceivably be
negative is being passed to a function that is expecting only positive values for a
particular argument. The message contains the name of the function (Synbol ), the
guestionablevalue (I nt eger ) and the argument number (Cont ext ). The function may
be a standard library function designed to accept only positive valuessuch asnal | oc or
mencpy (third argument), or may have been identified by the user as such through the
-function or-semoptions. Seemessage 422 for an example and further
explanation.

No explicit type given synbol 'Synbol', int assumed --Anexplicit
typewas missing in adeclaration. Unlike Warning 601, the declaration may have been
accompanied by a storage class or modifier (qualifier) or both. For example:

extern f(void);
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will draw message 808. Had the ext er n not been present, a 745 would have been
raised.

The keywordsunsi gned, si gned, short and| ong are taken to be explicit type
specifiers even though i nt isimplicitly assumed as a base.

Possi ble return of address of auto through variable ' Synmbol® --
The value held by a pointer variable may have been the address of an aut o variable. It
isnormally incorrect to return the address of an item on the stack because the portion of
the stack allocated to the returning function is subject to being obliterated after return.

Arithnmetic nodification of custodial variable 'Synbol' --Wedefine
the custodial variable asthat variable directly receiving theresult of amal | oc or newor
equivalent call. Itisinappropriate to modify such a variable because it must ultimately
befree'edordel et e'ed. You should first make a copy of the custodial pointer and
then modify the copy. The copy is known asan alias.

Possi bl e deal | ocati on of pointer alias --Afreeoradel etewas
applied to a pointer that did not appear to be the custodial variable of the storage that
had been allocated. Please refer to message 810 for the definition of ‘custodial
variable'. Deleting an aias pointer is bad because it can result in deleting the same area
twice. This can cause strange behavior at unpredictable times. Alwaystry to identify
the custodial pointer as opposed to copies (or aliases) of it. Then deallocate storage
through the custodial pointer. Modify only the alias pointers.

static variable 'Synbol' has size 'Integer’ --Theamount of storagefor
astatic symbol has reached or exceeded a value that was specified in a- si ze option
(See Section 5.7 Other Options).

auto variable 'Synbol' in function 'Synbol' has size 'Integer' --
The amount of storage for an auto symbol has reached or exceeded a value that was
specified ina-si ze option (See Section 5.7 Other Options).

usel ess decl arati on -- A taglessst r uct was declared without a declarator. For
example:

struct { int n; };
Such adeclaration cannot very well be used.
Arithnmetic nodification of unsaved pointer --Anallocation expresson
(mal | oc, cal | oc, new) isnot immediately assigned to a variable but is used as an
operand in some expression. Thiswould make it difficult to free the allocated storage.

For example:

p = new X[n] + 2;
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will elicit thismessage. A preferred sequenceis:

new X[ nj;
q+2;

q
p

In this way the storage may be freed viathe custodial pointer g.
Another example of a statement that will yield this message is:
p = new (char *) [n];

Thisis agruesome blunder on the part of the programmer. It does NOT allocate an
array of pointers as anovice might think. It is parsed as:

p = (new (char *)) [n];

which represents an allocation of asingle pointer followed by an index into this ‘array’
of one pointer.

Non- ANSI format specification -- A non-standard format specifier was found
in aformat-processing function such aspri nt f or scanf . Such aspecifier could be
unique to a particular compiler or could be a de facto standard but is not standard. The
format was recognized as being a common extension. If the format was not recognized
amore severe warning (557) would have been issued. The formats that are recognized
arethepri nt f codes% (for wide characters) and %s (for string of wide characters). If
you are using these for this purpose just disable the message.

Concei vably negative subscript (Integer) in operator 'String' --
An integer whose value was concelvably negative was added to an array or to a pointer
to an allocated area (allocated by mel | oc, oper at or new, etc.). Thismessage is not
given for pointers whose origin is unknown since a negative subscript isin general legal.
The addition could have occurred as part of a subscript operation or as part of a pointer
arithmetic operation. The operator isdenoted by St ri ng. The value of theinteger is
givenby I nt eger.

Poi nter paraneter 'Synbol' (Location) could be declared ptr to
const -- Asanexample:

int f( int *p ) { return *p; }
can be redeclared as:

int f( const int *p ) { return *p; }
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821

825

Declaring a parameter a pointer to const offers advantages that a mere pointer does
not. In particular, you can passto such aparameter the address of aconst dataitem. In
addition it can offer better documentation.

Other situationsin which aconst can be added to a declaration are covered in
messages 952, 953, 954 and 1764.

Bool ean test of a parenthesized assi gnment -- A Boolean test was made
on the result of an assignment and, moreover, the assignment was parenthesized. For
example:

if ((a=b)) ... [/ Info 820
will draw this informationa whereas
if (a=b) ... /1 Info 720

(i.e. the unparenthesized case) will, instead, draw Info 720. We, of course, do not count
the outer parentheses, required by the language, that always accompany thei f clause.

The reason for partitioning the messages in this fashion is to allow the programmer to
adopt the convention, advanced by some compilers (in particular gcc), of always
placing aredundant set of parentheses around any assignment that isto betested. Inthis
case you can suppress Info 820 (via- €820) while still enabling Info 720.

Ri ght hand si de of assignnment not parenthesized -- Anassignment
operator was found having one of the following forms:

SPRNQL Q]
I
O T T
N o —
Go —

. O 0

d

(@]

Moreover, the assignment appeared in a context where a value was being obtained. For
example:

f(a=b?c: d);

The reader of such code could easily confuse the assignment for atest for equality. To
eliminate any such doubts we suggest parenthesizing the right hand side asiin:

f(a=(b?c: d );
control flows into case/default w thout -fallthrough conment --A

common programming mistake isto forget a break statement between case statements of
aswitch. For example:
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830

case 'a': a = 0;
case 'b': at+;

Isthe fall through deliberate or isthisabug? To signal that thisis intentional use the
-fal | t hr ough option within alint comment asin:

case 'a': a = 0;
[/Tint -fallthrough
case 'b': a++;

This message is similar to Warning 616 ("control flows into case/default") and is
intended to provide a stricter alternative. Warning 616 is suppressed by any comment
appearing at the point of the fallthrough. Thus, an accidental omission of a break can go
undetected by the insertion of a neutral comment. This can be hazardous to
well-commented programs.

Suspi ci ous pointer-to-pointer conversion (area too small) --A
pointer was converted into another either implicitly or explicitly. The area pointed to by
the destination pointer islarger than the area that was designated by the source pointer.
For example:

long *f( char *p ) { return (long *) p; }

Loop not reachabl e -- A loop structure (f or, whi | e, or do) could not be reached.
Was this an oversight? It may be that the body of the loop has alabeled statement and
that the plan of the programmer isto jump into the middle of the loop through that 1abel.
It isfor this reason that we give an Informational message and not the Warning (527)
that we would normally deliver for an unreachable statement. But please note that
jumping into aloop is a questionable practice in any regard.

Semantics of function 'Nane' copied to function ' Nane' --A function
with built-in semantics or user-defined semantics was #def i ne'd to be some other
function with a similar name formed by prepending or appending underscores. For
example:

#define strcnp(a,b) __strcnp__ (a,b)

will cause Info 828 to beissued. Asthe message indicates, the semantics will be
automatically transferred to the new function.

A +headerwarn option was previously issued for header 'Synbol' --
Some coding standards discourage or even prohibit the use of certain header files.
PC-lint/FlexeLint can guard against their use by activating the lint option

+header war n(Synbol ). Later, if thefileisused, we will then issue this message.

Location cited in prior nessage -- Message 830 isavehicleto convey in
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832

‘canonical form' the location information embedded within some other message. For
example, consider the (somewhat simplified) message:

file x.c line 37: Decl aration for '"x' conflicts with line 22

This contains the location ("line 22") embedded in the text of the message. Embedded
location information is not normally understood by editors and IDE's (Interactive
Development Environments) which can only position to the nominal location (line 37 in
thisexample). By adding this additional message with the nominal location of line 22
the user can, by stepping to the next message and, in this case, see what the 'conflict' is
all about. This message and message 831 below do not follow the ordinary rules for
message suppression. |If they did then when the option - w2 was employed to turn the
warning level down to 2, these messages (at level 3) would also vanish. Instead they
continue to function as expected. To inhibit them you need to explicitly turn them off
using one of:

-e830
-e831

They may berestored via+e830 and +e831; the state of suppression can be saved and
restored viathe - save -restore options. Optionssuch as- e8* and - e{ 831} will
have no effect on messages 830 and 831.

Reference cited in prior nmessage -- Message831 issimilar to message 830
inthat itisavehicleto convey in ‘canonical form' location information embedded within
some other message. Inthecase of Info 831 theinformation is'Reference’ information.
Thisisasequence of 1 or more locations that support a particular message. For
example, consider the (somewhat simplified) message:

file y.c line 701: Possible divide by 0
[Reference: file z.c lines 22, 23]

Accompanying this message will be two Info 831 messages, one for each of the
references cited in the message. Without thisit would be arelatively tedious matter to
locate each one of the references to determine just why there is a potential divide by O.
With these additional messages, editors and IDE's can automatically position the focus
of editing to the nominal locations of the message.

Paraneter 'Synmbol' not explicitly declared, int assuned --Inan
old-style function definition a parameter was not explicitly declared. Toillustrate:

void f( n, m)

int n;

{

Thisis an example of an old-style function definition with n and mthe parameters. n is
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833

834

835

explicitly declared and mis alowed to default toi nt . An 832 will beissued for m

Synmbol ' Synmbol' is typed differently (String) in another nodul e,
conpare withLocation -- Two objects, functions or definials are typed differently
in two different modules. Thisis a case where the differenceislegal but may cause
confusion on the part of program maintenance.

Operator ‘Nane’ foll owed by operator ‘Nane’'is confusing. Use
par ent heses. -- Some combinations of operators seem to be confusing. For
example:

1
O T OTUT
O o000
O 0 o o

+
/
*

QYD D
I

~ ~ I

tend to befuddle the reader. To reduce confusion we recommend using parentheses to
make the association of these operators explicit. For example:

—C)

QYYD
I
O T T T

(
(
(
(

\\I
(@)

N

* o~ 4 |

in place of the above.
A zero has been given as [left/right] argunent to operator 'Nang'
-- A 0 has been provided as an operand to an arithmetic operator. The name of the
operator is provided in the message as well as the side of the operator (I eft orri ght)
that had the unusual value. For example:

n=n+0-m
will produce a message that the right hand operand of oper at or ' +' iszero.
In genera the operators examined are the binary operators:

+ - ] %] &N << >>
and the unary operators- and +.
An enumeration constant whose value is O is permitted with operators:

+ - >> <<

Otherwise a message isissued. For example:
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838

839

enum col or { red,

bl ue = red+100, [* ok */
green = red*0x10 /* 835 */
b

The assignment operators that have an arithmetic or bitwise component, such as| =, are
also examined. The message given is equivalent to that given with the same operator
without the assignment component.

Concei vabl e access of pointer pointing Integer bytes past nul
character by operator 'String' --A stuation was detected where it appears
remotely possible that a buffer is being accessed beyond the (nul-terminated) st ri ng
that was placed in the buffer. An example of accessing beyond the nul character is
shown in the example below:

char buf[20];

int k = 4;

strcpy( buf, "a" );

if( buf[k] == "a" ) ... I/ legal but suspect

In this particular case the access would be deemed 'likely' and a different but related
message (448) would have been issued. This message (836) could be issued if there
were some intervening code involving k. See also message 690.

Previ ously assigned value to variable 'Synbol' has not been used
-- An assignment statement was encountered that apparently obliterated a previoudy
assigned value that had never had the opportunity of being used. For example, consider
the following code fragment:

>0) vy =2
: /1 I nformational 838

< —<
- —
S [ R
AS P

Here we can report that the assignment of 4 toy obliterates previously assigned values
that were not used. We, of course, cannot report anything unusual about the assignment
of 2. Thiswill assign over aprior value of 1 that so far had not been used but the
existence of an alternative path means that the value of 1 can still be employed later in
the code and is accepted for the time being asreasonable. It isonly the final assignment
that raises alarm bells. See also Warning message 438.

St orage class of synbol 'Synbol' assuned static (Location) --A
declaration for a symbol that was previously declared st at i ¢ in the same module was
found without the 'st at i ¢' specifier. For example:

static void f();
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843

844

845

extern void f(); /1 Info 839
void f() {} /1 Info 839

By the rules of the language 'st at i ¢’ wins and the symbol is assumed to have internal
linkage. This could be the definition of a previously declared st at i c function (asin
line 3 of the above example) in which case, by adding thest at i c specifier, you will
inhibit this message. This could aso be aredeclaration of either afunction or avariable
(asinline 2 of the above example) in which case the redeclaration is redundant.

Use of nul character in a string literal --A nul character wasfoundina
string literal. Thisislegal but suspiciousand may have been accidental. Thisisbecause
anul character isautomatically placed at the end of astring literal and because
conventional usage and most of the standard library's string functions ignore
information past the first nul character.

Vari abl e ' Synbol' (Location) could be decl ared as const -- A variable
of st at i c storage duration isinitialized but never modified thereafter. Wasthisan
oversight? If the intent of the programmer is to not modify the variable, it could and
should be declared asconst [30, Item 3]. See also message. 844.

Poi nter variable 'Synbol' (Location) could be declared as
pointing to const -- Thedatapointed to by apointer of st ati c storage
duration is never changed (at least not through that pointer). It therefore would be better
if the variable were typed pointer to const [30, Item 3]. See also message 843.

The [left/right] argunment to operator 'Nane' is certain to be O -
- An operand that can be deduced to always be 0 has been presented to an arithmetic
operator in acontext that arouses suspicion. The name of the operator is provided in the
message as well asthe side of the operator (I ef t orri ght ) that had the unusual value.
For example:

n
k

0;
m & n;

will produce a message that the right hand operand of operator '&' is certain to be zero.
The operands examined are the right hand sides of operators

+ -
the left hand sides of operators

I %

and both sides of operators

412



846

847

* & << >> &&

The reason that the left hand side of operator + (and friends) is not examined for zero is
that zero isthe identity operation for those operators and hence is often used as an
initializing value. For example:

sum = O;
for( ... )
sum = sum + what _ever; /1 OK, no nessage

The message is not issued for arithmetic constant zeros. Message 835 isissued in that
instance.

The message is al so suspended when the expression has side-effects. For example:

i = 0;
buf[i++] ="A";

We don't consider it reasonable to force the programmer to write:

buf[0] = "A";
i = 1;

Si gnedness of bit-field is inplenentation defined -- A bit-field was
detected having the form:

int a:b;

Most bit fields are more useful whenthey areunsi gned. If youwant to haveasi gned
bit field you must explicitly indicate this as follows:

signed int a:b5;
The same aso holds for typedef's. For example,

typedef int | NT;

typedef signed int SINT,;

struct {
I NT a: 16; /1 Info 846
SINT b:16; [// XK

}:

It isvery unusual in C or C++ to distinguish between si gned i nt and just plaini nt .
Thisis one of those rare cases.

Thread * Synbol’ has unprotected call to thread unsafe function
" Synmbol * -- A thread named in the message makes an unprotected call (i.e., outside
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850

864

of acritical section) on the function named in the message. The function had previously
been identified as thread unsafe. See Chapter 12 MULTI THREAD SUPPORT for a
definition of the terms: unprotected and thread unsafe.

Thisis not necessarily an error. Most thread unsafe functions may be called outside of
critical sections provided no other thread is making such acall. There are other
messages (at the Warning level) that will be issued when some other thread is also
calling the same function, so it would normally be safe to suppress this message.

Synbol ’* Synbol’ has sanme enunerator value 'String as enunerator
" Synmbol * -- Two enumerators have the same value. For example:

enum colors { red, blue, green =1 };

will elicit thisinformational message. Thisis not necessarily an error and you may want
to suppress this message for selected enumerators.

for loop i ndex variable ' Synbol’ whose type category is ’String’
modi fied in body of the for | oop -- Themessageisparameterized with atype
categroy which is one of:

i ntegral some form of integer

fl oat some form of floating point number
string some for of char * including wide char
poi nt er some form of pointer other than string

enunerati on  anenumeration of some kind
uncl assi fi ed noneof the above

Thiswill allow you to be more selective in delivery of messages because you may
suppress or enable messages according to these classifications. For example:

-e850
+-string(850,integral)
+estring(850, fl oat)

will enable Info 850 for integrals or for floats but not for other forms of loop variables.

Expression i nvol ving vari abl e ' Synbol' possi bly depends on order
of eval uation -- Thevariable cited in the message is either passed to areference
that isnot aconst referenceor its addressis passed to a pointer that isnot a pointer to
const . Hencethe variableis potentially modified by the function. If the same variable
is used elsewhere in the same expression, then the result may depend on the order of
evaluation of the expression. For example:

int g( int );
int h( int &);
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int f( int k)

{
return g(k) + h(k); /1l Info 864

}

Herethe compiler isfreeto evaluatethecall tog() first with the original value of k and
then call h() wherek gets modified. Alternatively, it can, with equal validity, call h()
first in which case the value passed to g( ) would be the new value.

The object being modified could be the implicit argument (thet hi s argument) to a
member function call. For example:

void f( int, int );

class X { public: int bunmp(); int k; };

X x;

f( x.bum(), x.bunmp() ); [/ Info 864
Here the message states that the expression involving object x possibly depends on the
order of evaluation. x isan implicit argument (by reference) to the bunp() member

function. If the member function bunp() weredeclared const, then the message
would not have been emitted. (See aso 13.1 Order of Evaluation and Warning 564)

user-detern ned text -- Message865 isissued asaresult of the - message
option. For example:

#i fndef N
/11int -nmessage(Pl ease supply a definition for N)
#endi f

will issue the message only if Nisundefined. See option - message.

Unusual use of 'String' in argunent to sizeof --Anexpresson usedas
an argument to si zeof () countsas"unusual" if it is not a constant, a symbol, a
function call, amember access, a subscript operation (with indices of zero or one), or a
dereference of the result of asymbol, scoped symbol, array subscript operation, or
function call. Also, since unary '+' could legitimately be used to determine the size of a
promoted expression, it does not fall under the category of "unusua”. Example:

char A[10];

unsi gned end = sizeof (A - 1); /1 866: was 'sizeof (A) - 1' intended?
size_of _pronoted_char = sizeof (+A[0]); // OK + makes a difference

size_t sl = sizeof( end+l ); /1 866: use +end to get pronoted type
size_t s2 = sizeof ( +(end+l) ); /1 OK, we won't conplain

struct B *p; // Bis sone POD.

B bi;

mencpy( p, &bl, sizeof (&b1l) ); /] 866: sizeof(bl)intended?
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size t s3
size t s4

si zeof (A[ 0]
si zeof (A[ 2]

/1 OK, get the size of an el enent.
// 866: Not incorrect, but unusual ...

)
)

19.6 C Elective Notes

Messages in the 900 level are termed "elective" because they are not normally on. They must be
explicitly turned on with an option of the form +e9... or - w4. Messagesin therange 910-919
involve implicit conversions. Messages in the range 920-930 involve explicit conversions
(casts).

900 Successful conpletion, 'Integer' nessages produced -- Thismessage
exists to provide some way of ensuring that an output message is always produced, even
if there are no other messages. Thisisrequired for some windowing systems. For this
purpose use the option +e900

904 Return statement before end of function 'Synbol' -- A return statement
was found before the end of afunction definition. Many programming standards require
that functions contain a single exit point located at the end of the function. This can
enhance readability and may make subsequent modification less error prone.

905 Non-literal format specifier used (with argunents) --Aprintf/
scanf stylefunction received anon-literal format specifier but, unlike the case covered
by Warning 592 the function also received additional arguments. E.g.

char *fnt;
int a, b;

printf( fnm, a b );

Variable formats represent a very powerful feature of C/C++ but they need to be used
judicioudly. Unlike the case covered by Warning 592, this case cannot be easily
rewritten with an explicit visible format. But this Elective Note can be used to examine
code with non-literal formats to make sure that no errors are present and that the formats
themselves are properly constructed and contain no user-provided data. See Warning
592.

909 Inmplicit conversion from Type to bool --A non-bool wastested asa
Boolean. For example, in the following function:

int f(int n)
{
if( n) return n;
el se return O;

}

the programmer tests 'n' directly rather than using an explicit Boolean expression such
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911

912

913

914

915

916

as'n !'= 0'. Some shops prefer the explicit test.

Inplicit conversion (Context) fromO to pointer --A pointer was
assigned (or initialized) with a0. Some programmers prefer other conventions such as
NULL or ni | . Thismessage will help such programmers root out cavalier uses of O.
Thisisrelatively easy in C since you can define NULL asfollows:

#define NULL (void *)O

However, in C++, avoi d* cannot be assigned to other pointers without a cast. Instead,
assuming that NULL is defined to be 0, use the option:

--emacro((910), NULL)

Thiswill inhibit message 910 in expressions using NULL. This method will also work
inC.

Both methods assume that you expressly turn on this message with a+e910 or
equivalent.

Inmplicit expression pronotion from Type to Type -- Noteswhenever a
sub-integer expression such asachar, short, enum or bit-field ispromoted toi nt for
the purpose of participating in some arithmetic operation or function call.

Implicit binary conversion from Type to Type --Noteswhenever a
binary operation (other than assignment) requires atype balancing. A smaller range
typeis promoted to alarger range type. For example: 3 + 5. 5 will trigger such a
message becausei nt isconverted to doubl e.

Implicit adjustnent of expected argunent type from Type to Type
-- Notes whenever an old-style function definition containsa sub-integer or f | oat type.
For example:

int f( ch, x ) char ch; float x; {
contains two 913 adjustments.
Implicit adjustnment of function return value from Type to Type --
Notes whenever the function return value isimplicitly adjusted. Thismessageis given
only for functions returning arrays.
Inmplicit conversion (Context) Type to Type -- Noteswhenever an
assignment, initialization or r et ur n implies an arithmetic conversion (Cont ext

specifies which).

Inmplicit pointer assignnent conversion (Context) -- Noteswhenever an
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918

919

920

921

922

923

924

925

926

927

assignment, initiaization or r et ur n implies an implicit pointer conversion (Cont ext
specifies which).

Prot ot ype coercion (Context) Type to Type -- Noteswhenever animplicit
arithmetic conversion takes place as the result of a prototype. For example:

doubl e sgrt (doubl e);
sqrt(3);

will elicit this message because 3 is quietly converted to doubl e.

Pr ot ot ype coercion (Context) of pointers -- Noteswhenever apointer is
implicitly converted because of a prototype. Because of prototype conversion, near
pointerswill otherwise be silently mapped into f ar pointers. f ar pointers mapped into
near pointers also generate message 619.

Inmplicit conversion (Context) Type to Type -- A lower precision quantity
was assigned to a higher precision variable aswhen ani nt isassigned to adoubl e.

Cast from Type to void -- A castisbeing made from the given typeto voi d.

Cast from Type to Type -- A castisbeing madefrom oneintegral type to
another.

Cast from Type to Type -- A castisbeing made to or from one of the floating
types (f | oat, doubl e,1 ong doubl e).

Cast from Type to Type -- A castisbeing made either from a pointer to a
non-pointer or from a non-pointer to a pointer.

Cast from Type to Type -- A castisbeing madefromast ruct orauni on. If
the cast isnot to acompatible st r uct or uni on error 69 isissued.

Cast from pointer to pointer --A castisbeing madeto convert one pointer to
another such that one of the pointersis a pointer to voi d. Such conversions are
considered harmless and normally do not even need a cast.

Cast frompointer to pointer --A castisbeingmadetoconvertachar pointer
toachar pointer (one or both of the char 'smay be unsi gned). Thisisconsidered a
'safe' cast.

Cast from pointer to pointer --A castisbeingmadeto convertachar (or
unsi gned char) pointer to anon-char pointer. char pointers are sometimes
implemented differently from other pointers and there could be an information lossin
such a conversion.
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929

930

931

932

933

934

935

936

Cast from pointer to pointer --A castisbeingmadefromanon-char pointer
toachar pointer. Thisisgeneraly considered to be a'safe' conversion.

Cast from pointer to pointer --A castisbeing madeto convert one pointer to
another that does not fall into one of the classifications described in 925 through 928
above. Thiscould be nonportable on machinesthat distinguish between pointer to char
and pointer toword. Consider casting apointer to pointer to char to apointer to pointer
toword. Theindirect bit pattern remains unchanged.

Cast from Type to Type -- A castisbeing made to or from an enumeration type.

Bot h si des have side effects --Indicateswhen both sides of an expression
have side-effects. Anexampleisn++ + f (). Thisisnormally benign. Thereally
troublesome cases such asn++ + n are caught viaWarning 564.

Passing near pointer to library function 'Synbol' (Context) --A
source of error in Windows programming isto passanear pointer to alibrary function
(See Chapter 6. LIBRARIES). If thelibrary isaDLL library, then in supplying the
missing segment, the library would assume its own data segment, which would probably
bewrong. See also messages 933 and 934.

Passing near pointer to far function (Context) --A sourceof errorin
Windows programming isto passanear pointer to aDLL function. Most Microsoft
functionsin DLLs are declared with the f ar modifier. Hence this can be tentatively
used as a discriminant to decide that a pointer istoo short. An advantage that this Note
has over 932 isthat it can catch functions designated only by pointer. Also you may be
using libraries that are not DLL s and that share the same DS segment. In thiscase, 932
may produce too many superfluous messages. See also message 934.

taki ng address of near auto variable 'Synbol' (Context) --A source
of error inwriting DLL librariesisthat the stack segment may be different from the data
segment. In taking the address of anear data object only the offset is obtained. In
supplying the missing segment, the compiler would assume the data segment, which
could bewrong. See also messages 932 and 933.

int within struct --ThisNote helpsto locate non-portable dataitemswithin
struct's. If instead of containing i nt 'sand unsi gned i nt's, astruct wereto
contain short 'sand | ong's then the data would be more portable across machines and
memory models. Note that bit fields and uni on's do not get complaints.

ol d-style function definition for function 'Synbol' --An"old-style"
function definition is one in which the types are not included between parentheses.
Only names are provided between parentheses with the type information following the
right parenthesis. Thisisthe only style allowed by K&R.
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938

939

940

941

942

943

944

945

ol d-style function declaration for function 'Synbol' --An
"old-style" function declaration is one without type information for its arguments.

parameter ' Synbol' not explicitly declared --lnan"old-style" function
definition it is possible to let a function parameter default toi nt by smply not
providing a separate declaration for it.

return type defaults to int for function 'Synbol' --A functionwas
declared without an explicit return type. If no explicit storage classis given, then
Informational 745 isalso given provided the Deduce Return mode flag (f dr ) is off.
Thisis meant to catch al cases.

omtted braces within an initializer --Aninitializer for asubaggregate
does not have braces. For example:

int a[2][2] ={ 1, 2, 3, 4 };

Thisislega C but may violate local programming standards. The worst violations are
covered by Warning 651.

Result O due to operand(s) equaling 0 in operation 'String --The
result of a constant evaluation is0 owing to one of the operands of a binary operation
being 0. Thisisless severe than Info 778 wherein neither operand is0. For example,
expression (2&1) yieldsa 778 whereas expression ( 2&0) yieldsa941.

Possi bly truncated addition promoted to float -- Anintegral expression
(signed or unsigned) involving addition or subtraction is converted to a floating point
number. If an overflow occurred, information would be lost. See also messages 647,
776 and 790.

Too few initializers for aggregate -- Theinitializer { 0} wasused to
initialize an aggregate of more than one item. Since thisis avery common thing to do,
it is given a separate message number, which isnormally suppressed. See 785 for more
flagrant abuses.

[left/right] argunment for operator 'String always evaluates to
[ True/ Fal se] -- Theindicated operator (given by St ri ng has an argument that
appears to always evaluate to either 'Tr ue' or 'Fal se' (asindicated in the message).
Thisis given for Boolean operators (| | and && and for Unary operator ! ) and
information is gleaned from avariety of sources including prior assignment statements
and initializers. Compare thiswith message 506, which isbased on testing constants or
combinations of constants.

Undefined struct used with extern -- Somecompilersrefuseto process
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947

948

declarations of the form:
extern struct X s;

where struct X is not yet defined. This note can alert a programmer porting to such
platforms,

Rel ati onal or subtract operator applied to pointers --A relationa
operator (one of >, >=, <, <=) or the subtract operator has been applied to apair of
pointers. Thereason thisis of note is that when large model pointers are compared (in
one of the four ways above) or subtracted, only the offset portion of the pointersis
subject to the arithmetic. It is presumed that the segment portion isthe same. If this
presumption is not accurate then disaster looms. By enabling this message you can
focusin on the potential trouble spots.

Subt ract operator applied to pointers --Anexpressionof theformp - q
was found where both p and g are pointers. Thisisof special importance in cases where
the maximum pointer can overflow the type that holds pointer differences. For example,
suppose that the maximum pointer is 3 Gigabytes -1, and that pointer differences are
represented by a long, where the maximum long is 2 Gigabytes -1. Note that both of
these quantities fit within a 32 bit word. Then subtracting a small pointer from avery
large pointer will produce an apparent negative value in the long representing the
pointer difference. Conversely, subtracting avery large pointer from asmall pointer can
produce a positive quantity.

Thedert reader will note that a potential problem exists whenever the size of the type of
apointer difference equals the size of apointer. But the problem doesn't usually
manifest itself since the highest pointer values are usually less than what a pointer could
theoretically hold. For this reason, the message cannot be given automatically based on
scalar types and hence has been made an Elective Note.

Compare this Note with that of 946, which was designed for adightly different pointer
difference problem.

Operator 'String always evaluates to [True/Fal se]-- The operator
named in the message is one of four relational operators or two equality operatorsin the
list:

> = < <=

The arguments are such that it appears that the operator always evaluates to either Tr ue
or to Fal se (asindicated inthe message). Thisissimilar to message 944. Indeed there
is some overlap with that message. Message 944 isissued in the context where a
Boolean is expected (such as the left hand side of a? operator) but may not involve a
relational operator. Message 948 isissued in the case of arelational (or equality)
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952

operator but not necessarily in a situation that requires a Boolean.

Non-1 SO ANSI reserved word or construct: 'Synbol' --Synbol iseither
areserved word that is non-ISO/ANSI or a construct (such asthe// form of comment
inaC module). This Elective Note is enabled automatically by the - A option. If these
messages are occurring in acompiler or library header file over which you have no
control, you may want to use the option - el i b(950) . If the reserved word is one you
want to completely disable, then use the option - r w( Wor d) .

Pointer to inconplete type 'Synbol' enployed in operation --A
pointer to an incomplete type (for example, struct X where struct X has not yet been
defined in the current module) was employed in an assignment or in a comparison (for
equality) operator. For example, suppose a module consisted only of the following
function:

struct A * f(struct A *p)
{

return p;

}

Sincestruct A had not been defined, this message will be issued. Such employment
is permitted by the standard but is not permitted by all C compilers. If you want to
deploy your application to the maximum number of platforms, you should enable this
Elective Note.

Paranmeter ' Synbol' (Location) coul d be declared const --A parameter
is not modified by afunction. For example:

int f( char *p, int n) { return *p =n; }
can be redeclared as:

int f( char * const p, const int n) { return *p = n; }
There are few advantages to declaring an unchanging parameter aconst . It signalsto
the person reading the code that a parameter is unchanging, but, in the estimate of most,

reduces legibility. For this reason the message has been given an Elective Note status.

However, thereisastyle of programming that encourages declaring parametersconst .
For the above example, this style would declaref as

int f( char *p, int n);
and would use the const qualifier only in the definition. Note that the two forms are

compatible according to the standard. The declaration is considered the interface
specification where const doesnot matter. Theconst does matter in the definition of
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955

the function, which is considered the implementation. Message 952 could be used to
support this style.

Marking a parameter as const does not affect the type of argument that can be passed
to the parameter. In particular, it does not mean that only const arguments may be
passed. Thisisin contrast to declaring a parameter as pointer to const or referenceto
const . For these situations, Informational messages areissued (818 and 1764
respectively) and these do affect the kinds of arguments that may be passed. See also
messages 953 and 954.

Vari able ' Synbol' (Location) could be declared as const --A loca
auto variable was initialized and referenced but never modified. Such avariable could
be declared const . One advantage in making such a declaration isthat it can furnish a
clue to the program reader that the variable is unchanging. Other situationsin which a
const can be added to a declaration are covered in messages 818, 834, 844, 952,
954 and 1764.

Poi nter variable 'Synbol' (Location) could be declared as
pointing to a const -- Thedatapointed to by apointer is never changed (at |east
not through that pointer). It may therefore be better, or at least more descriptive, if the
variable were typed pointer to const . For example:

{

char *p = "abc";

for( ; *p; p++ ) print(*p);
}

can be redeclared as:

{

const char *p = "abc";

for( ; *p; p++ ) print(*p);
}

It isinteresting to contrast this situation with that of pointer parameters. Thelatter is
given Informational status (818) because it has an effect of enhancing the set of
pointers that can be passed into afunction. Other situationsin which aconst can be
added to a declaration are covered in messages 952, 953 and 1764.

Paraneter name m ssing fromprototype for function 'Synbol' --Ina
function declaration a parameter name ismissing. For example:

void f(int);

will raise thismessage. Thisis perfectly legal but misses an opportunity to instruct the
user of alibrary routine on the nature of the parameter. For example:
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void f(int count);
would presumably be more meaningful. [27, Rule 34]
This message is not given for function definitions, only function declarations.

Non const, non volatile static or external variable 'Synbol®' --
This check has been advocated by programmers whose applications are multi-threaded.
Software that contains modifiable data of static duration is often non-reentrant. That is,
two or more threads cannot run the code concurrently. By 'static duration' we mean
variables declared static or variables declared externa to any function. For example:

int count = O;
void bump() { count ++; }
void get _count() { return count; }

If the purposeisto obtain a count of all the bunp() 's by a given thread then this
program clearly will not do since the global variable count sumsup thebunp() 'sfrom
al thethreads. Moreover, if the purpose of the code isto obtain acount of all bunp() 's
by all threads, it still may contain a subtle error (depending on the compiler and the
machine). If itispossibleto interrupt athread between the access of count and the
subsequent store, then two threadsthat are bunp () 'ing at the same time, may register an
increase inthe count by just one.

Please note that not all code isintended to be re-entrant. In fact most programs are not
designed that way and so this Elective Note need not be enabled for the majority of
programs. |If the program isintended to be re-entrant, all uses of non-const static
variables should be examined carefully for non-reentrant properties.

Function ' Synbol' defined wi thout a prototype in scope -- A function
was defined without a prototypein scope. It isusually good practice to declare
prototypes for al functionsin header files and have those header files checked against
the definitions of the function to assure that they match.

If you are linting al thefiles of your project together such cross checking will be done
in the natural course of things. For this reason this message has been given arelatively
low urgency of Elective Note.

Paddi ng of Integer byte(s) is required to align string on |Integer
byt e boundary -- Thismessageis given whenever padding is necessary within a
st ruct toachieve arequired member alignment. St ri ng designatesthat whichis
being aligned. Consider:

struct A { char c; int n; };
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Assuming that i nt must be aligned on a 4-byte boundary and assuming the size of a
char to be 1, then this message will be issued indicating that there will be a padding of
3 bytesto align the number.

The aignment requirements vary with the compiler, the machine and, sometimes,
compiler options. When separately compiled programs need to share data at the binary
level it helps to remove any artificially created padding from any of the structures that
may be shared.

struct size (Integer bytes) is not an even nultiple of the

maxi mum menber al i gnment (Integer bytes) --Thealignment of astructure
(or union) is equal to the maximum alignment of any of its members. When an array of
structuresis allocated, the compiler ensures that each structureis allocated at an address
with the proper aignment. Thiswill require padding if the size of the structure is not an
even multiple of its maximum alignment. For example:

struct A{ int n; char ch; } a[10];

Assuming the size and alignment of i nt is4 then the size of each struct is 5 but its
alignment is4. Asaresult each struct in the array will be padded with 3 bytes.

Alignment can vary with the compiler and the machine. If binary dataisto be shared by
separately compiled modules, it is safer to make surethat all shared structures and
unions are explicitly padded.
Viol ates M SRA Year Required Rule Nane, String -- MISRA isthe
"Guidelines for the use of the C Language in Vehicle Based Software". [9, 33] Thefirst
version of the MISRA Standard was released in 1998 and the second in 2004. Lint
refers to the rules below in the form:

Rulel /D
where | isan integer rule number from the 1998 Standard and D isadecimal rule
number from the 2004 Standard. When issuing messages, Lint will refer to the rules
using the form:

Rulel
for the 1998 Standard and the form:

RuleD
for the 2004 Standard.

Thelist of required checks made for both MISRA 1998 and 2004 are:
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(Rule 19/7.1) Octal constant used.

(Rule 32/9.3) Should initialize either al enum members or only thefirst.
(Rule 33/12.4) Side effects on right hand side of logical operator.

(Rule 42/12.10) Comma operator used outside of 'f or ' expression.

(Rule 54/14.3) Null statement not in line by itself.

(Rule 57/14.5) cont i nue statement should not be used.

(Rules59/14.8 & 14.9) Left brace expected fori f , el se, f or, do, and whi | e.
(Rule 65/13.4) Floating point variable used as loop counter.

(Rule 68/8.6) Function not declared at file scope.

(Rule 69/16.1) Function has variable number of arguments.

(Rule 73/16.3) Either all parameters or no parameters should have identifiers.
(Rule91/19.5" #def i ne/ #undef ' used within a block.

(Rule 98/19.12) Multiple use of '#' and/or '##' operators in macro definition.
(Rule 100/19.14) Non-standard use of 'def i ned' preprocessor operator.

Required checks made exclusively for MISRA 1998 are:

(Rule58) br eak used outside of a switch.
(Rule 88) Header file name contains non-standard character.
(Rule 110) Bitfields inside union.

Required checks made exclusively for MISRA 2004 are:

(Rule 8.5) No definitions of objects or function in header files.
(Rules 10.1 & 10.2) Prohibited implicit conversion.

(Rules 10.3 & 10.4) Prohibited cast of complex expressions.
(Rule 10.5) Recasting required for operators '~' and '<<'".

(Rule 12.3) 'si zeof ' used on expressions with side effect.
(Rule 12.7) Bitwise operator applied to signed underlying type.
(Rule 12.9) Prohibited operator applied to unsigned underlying type.
(Rule 14.6) More than one 'br eak' terminates |oop.
(Rule14.10) No'el se'atendof if ... else if'chan.
(Rule 15.4) Boolean value in switch expression.

(Rule 18.4) Unions shall not be used.

(Rule 19.6) Use of '#undef ' prohibited.

MISRA 1998 checking is achieved using the- mi sra( 1) option. For MISRA 2004
checks, use-ni sra(2).

For messages 960, 961, 1960 and 1963, you may disable individual rulesto your
taste by using the message number and Rule number in an esymoption. For example:

-esym( 960, 75, 87?7 )

will suppress MISRA rules 75 and any of those between 80 and 89 inclusive that are
issued as the result of a960. See [33, 34] for information on the MISRA guidelines.
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See Section 13.12 M1 SRA Standar ds Checking for information on activating Lint’'s
MISRA checking in general.

Vi ol ates M SRA Year Advisory Rule Nanme, String -- Thismessageis
issued for some violations of the MISRA advisory guidelines. Certain rules were
advisories in the 1998 Standard and became required for the 2004 Standard and vice
versa. Therefore, you might see some rules here that are aready listed above for
message 960.

The list of advisory checks made for both MISRA 1998 and 2004 are:

(Rule 47/12.1) Dependence placed on C's operator precedence.

(Rule 87.19.1) Only preprocessor statements and comments before '#i ncl ude'.
(Rule 93/19.7) Use of function-like macros is discouraged.

(Rulel02/17.5) More than two pointer indirection levels used.

Advisory checks made exclusively for MISRA 1998 are:

(Rule 18) Constant requires numerical suffix.

(Rule28) 'r egi st er' class discouraged.

(Rule40) 'si zeof ' used on expressions with side effect.
(Rule 44 ) Redundant explicit casting.

(Rule 55) Non-case label.

(Rule60) No'el se'atendof'if ... else if'chan.
(Rule 63) Boolean value in switch expression.

(Rule92) Use of '#undef ' is discouraged.

Advisory checks made exclusively for MISRA 2004 are:

(Rule 19.2) Header file name contains non-standard character.
(Rule 19.13) No use of '#' or "##'.

This message can be suppressed based on rule number. See also Message 960.

See [ 33, 34] for information on the MISRA guidelines. See Section 13.12 M SRA
Standar ds Checking for information on activating Lint's MISRA checking in general.

Macro ' Synbol’ defined identically at another | ocation

(Locat i on) -- The same macro was defined in the same way in two different placesin
the source code. Thisis not agood practice since a subsequent change to one of the
macros could lead to confusion.

Qualifier const or volatile foll ows/precedes a type; use -fqb/

+fgb to reverse the test -- Thedeclarationsin thefollowing example are
equivalent:
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966

967

/[/1lint +e963 report on qualifier-type inversion
extern const char *p;
extern char const *p; /1 Note 963

The qualifier 'const’ and’vol ati | e’ may appear either before or after or even
between other declaration specifiers. Many programmers prefer a consistent scheme
such as aways placing the qualifier before the type. If you enable 963 (using +e963)
thisiswhat you will get by default. The message will contain the word 'f ol | ows’
rather than the word 'pr ecedes’.

Thereisadiametrically opposite convention, viz. that of placing the qualifier after the
type. Asthe message itself reminds the user you will obtain the reversetest if you turn
off thef gb (place qualifiers before types) flag. Thus

/11int -fgb turn off the Qualifiers Before types flag
/[1/1int +e963 report on type-qualifier inversion

extern const char *p; /] Note 963

extern char const *p;

Note that the use of thisflag will cause’f ol | ows’ in the message to be replaced by
"precedes’ and the alternative option mentioned withinthe’use’ clauseis changed to
its opposite orientation.

Dan Saks[36] and Vandevoorde and Josuttis, [32, section 1.4], (Chapter 21.
Bibliography) provide convincing evidence that this alternative convention is indeed
the better one.

Header file 'FileNane’ not directly used in nodule ' String --The
given header file was not used in the given module, however it, itself, included a header
file (possibly indirectly) that was used. An exampleof thisisos?2. h that isan umbrella
header serving only to include other headers. Compare this message with 766. See
also the discussion in Section 13.8.1 Unused Headers.

Indirectly included header file '"FileNanme' not used in nodul e
"String' --Theheader filegivenby Fi | eNanme was unused directly or indirectly ina
given module outside of itsgroup. It was not, however, directly included by the module
and so may not easily be excluded without disturbing the header including it. Sincethis
header may be included in other places, caution is advised. This messageis aweaker
version of 766. Seethe discussion in Section 13.8.1 Unused Headers. See also
message 964.

Header file ' FileNanme' does not have a standard include guard --
You may protect against the repeated inclusion of headers by means of a standard
include guard having the following form:

#i f ndef Nane
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#defi ne Nane

#endi f
The header file cited in the message does not have such aguard. It is standard practice
in many organizations to always place include guards within every header.

See message 451 for more information about header include guards.

Use of nodifier or type 'Nane' outside of a typedef --Somestandards
require the use of type names (defined int ypedef 's) in preference to raw names used
within the text of the program. For example they may want you to use | NT32 rather
thani nt where| NT32 isdefined as

typedef int |INT32;

Thismessage is normally issued for the standard intrinsic types: bool , char ,wchar _t,
int,float,doubl e, and for modifiersunsi gned, si gned, short and| ong. You
may enable this message and then suppress the message for individual typesto obtain
special effects. For example the following will enable the message for al but bool .

+e970 -esym( 970, bool)

Use of 'char' without 'signed or 'unsigned --The'char'typewas
specified without an explicit modifier to indicate whether the char wassi gned or
unsi gned. Theplain char type can be regarded by the compiler asidentifying a

si gned or an unsi gned quantity, whichever is more efficient to implement. Because
of this ambiguity, some standards do not like the use of char without an explicit
modifier to indicate its signedness.

Unary operator in macro 'Synbol' not parenthesized -- A unary
operator appearing in an expression-like macro was found to be not parenthesized. For
example:

#define N -1
The user may prefer to parenthesize such things as:

#define N (-1)
This has been placed in the elective note category because we cannot find an instance
when thisreally produces a problem. The important case of unparenthesized binary

operators is covered with message 773.

Worst case function for stack usage: String -- Thismessage, issued at
global wrap-up, will report on the function that requires the most stack. The stack
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required consists of the amount of auto storage the function requires plus the amounts
required in any chain of functions called. The worst case chain is aways reported.

To obtain areport of al the functions, use the +st ack option.

Reasonabl e alowances are made for function call overhead and the stack requirements
of external functions. These assumptions can be controlled viathe +st ack option.

If recursion is detected it will be reported here, as thisis considered worse than any
finite case. The next worse case is that the stack can’'t be determined because afunction
makes a call through afunction pointer. The functionis said to be non-deterministic. If
neither of these conditions prevail, the function that heads the worst case chain of calls
will be reported upon.

The message will normally provide you with the name of a called function. If the
function is recursive thiswill provide you with the first call of arecursive loop. To
determine the full loop, you will need a full stack report as obtained with the +st ack
option. You need a suboption of theform &f i | e=fi | e to specify afile which will
contain arecord for each function for which a definition was found. You will be able to
follow the chain of calls to determine the recursive path.

If you can assure yourself through code analysis that there is an upper bound to the
amount of stack utilized by some recursive function, then you can employ the +st ack
option to specify the bound for this function. The function will no longer be considered
recursive but rather finite. In this way, possibly through a sequence of options, you can
progressively eliminate apparent recursion and in that way arrive at a safe upper bound
for stack usage. Similar considerations apply for non-deterministic functions.

Unrecogni zed pragnma ' Nane' will be ignored --Thefirst identifier after
#pr agma is considered the name of the pragma. If the name is unrecognized then the
remainder of thelineisignored. Since the purpose of #pr agna isto alow for compiler-
dependent communication, it is not really expected that all pragmas will be understood
by all third-party processors of the code. Thus, this message does not necessarily
indicate that there is anything wrong and could easily be suppressed entirely.

Moreover, if the pragmaoccursin alibrary header, this message would not normally be
issued because the option - wi i b(1) would bein effect (this option is present in all of
our compiler optionsfiles).

But, if the pragma occursin user code, then it should be examined to see if thereis
something there that might interest alint processor. There are a variety of facilitiesto
deal with pragmas; in particular, they can be mapped into linguistic constructs or lint
options or both. See Section 5.8.7.2 User Pragmas.
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19.7 C++ Syntax Errors

1001

1002

1003

1004

1005

1006

1007

1008

1009

1010

1011

Scope 'Nanme' nust be a struct or class nanme --Inanexpression of the
form X: : Y, X must be aclass name. [11 section 10.4]

"this' nust be used in class nmenber function -- Thekeywordt his
refersto the class being passed implicitly to a member function. Itisinvalid outside a
class member function. [11 section 5.1]

"this' may not be used in a static nmenber function --Astatic
member function receivesnot hi s pointer. [11 section 9.5]

Expected a pointer to nenber after .* or ->* --The.* and->*
operators require pointer to members on the right hand side. [11 section 5.5]

Destructor declaration requires class --Whileexpecting adeclaration a
'~' character was encountered. Thiswas presumed to be the start of a destructor.
However no class was specified. [11 section 12.4]

Language feature 'String not supported -- Theindicated feature, while
not supported in the current version, will hopefully be supported in future versions of
the product.

Pure specifier for function 'Synbol' requires a virtual function
-- An'="was found after a declaration. Was this the start of a pure specifier? The
declaration was not that of a member function, which it must be. Also, the member
function should bevirtual. [11 section 10.3]

Expected '0' to follow'=", text ignored -- Somenonstandard extensions
to C++ alow integersto follow '=' for declarations of member functions. If you are
using such extensions simply suppress this message. If only library headers are using
thisextenson use-el i b( 1008) . [11 section 10.3]
operator 'String not redefinable -- Thecited operator, one of '

2
may not be overloaded. [11 section 13.4]
Expected a type or an operator -- Following the keyword oper at or the
parser expected either an operator (including new, del ete, (),[], comma) or atype.

[11 sections 13.4 and 12.3.2]

Conversion Type Name too | ong -- Anupper limit of 50 characters has been
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1015

1016

1017

1018

1019

1020

reached on a conversion type name.

Type not needed before 'operator type' --Thereturntype of afunction
introduced with 'oper at or Type'isType and may not be preceded with the same or
any other type. [11 section 12.3.2]

Synmbol ' Name' not a menber of class 'Nane' -- Thesecond operand of a
scope operator or a'. ' or - >' operator is not amember of thecl ass (st ruct or
uni on) expressed or implied by the left hand operand. [11 section 3.2]

Explicit storage class not needed for nenber function 'Synbol' --
Anexplicit Synbol storage classsuch asext ern or st ati c wasgiven in aseparate
definition of aclass member. The storage classis effectively defined by its appearance
within the class and may not be restated at definition time.

Synmbol ' Name' not found in class --Inanexpressionof theform X: : Y, Y
must be a member of X or of apublic or protected base class of X. [11 section 10.4]

Synbol ' Synbol' is supposed to denote a class --lnabase-specifier
an identifier is supposed to specify abase class. However, the identifier was not
previously declared in thismodule. [11 section 10]

conflicting access-specifier "String' --Two different access specifiers
weregiveninasmplebase- speci fi er. [11 section 10]

Expected a type after 'new --lnanexpressioninvolvingnew, atypeis
expected after possibly processing apl acenent . Nonewas found. [11 section 5.3.3]

Coul d not find match for function ' Synbol (String)' --Inattemptingto
find amatch between a set of overloaded functions or operators (name given as
Synbol ) and an actual argument list (provided as St r i ng) no match could be found.
[11 section 13.2]

tenpl ate specialization for 'Synbol' declared wthout a
"tenpl ate<>' prefix -- A classtemplate specialization is generally preceded by a
't enpl at e’ clause asin:

tenplate< class T > class A { }; /1 a tenplate
tenplate<> class A<int> { }; /1 a specialization

If the't enpl at e’ isomitted you will get this message but it will still be interpreted as a
specialization. Before the standardization of template syntax was completed, atemplate
specialization did not require this clause and its absence is still permitted by some
compilers.
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1023

1024

1025

1026

1027

1028

1029

1030

1031

Function: "String' nust be a class nenber --Therearefour operators not
to be defined except as class members. These are:

= 0 [ -»

The parameter St ri ng indicateswhichitis. [11 sections 13.4.3 and 13.4.6]

Call “Nane’ is anbiguous; candidates: ‘String’ --A caltoanoverloaded
function or operator is ambiguous. The candidates of choice are provided in the
message. [11 section 13.2]

No function has sanme argunent count as 'Invocation --Acaltoan
overloaded function could not be resolved successfully because no function is declared
with the same number of arguments asin the call. [11 section 13.2]

No function matches invocation 'Nanme' on arg no. Integer --Acadlto
an overloaded function could not be resolved because each declared function has atype
incompatibility with the indicated argument. [11 section 13.2]

Undom nated function 'String' does not domi nate 'String on call
to 'String --A caltoanoverloaded function could not be resolved because no one
function dominates all others. Thisis a subtle issue in the overload resolution process.
The selected function must be strictly better than any non-selected function in at least
one argument. [11 section 13.2]

Non- consecutive default argunments in function 'String', assuned
0 -- Default arguments need to be consecutive. For example

void f(int i=0, int j, int k=0);
isillegal. [11 section 8.2.6]

Last argunment not default in first instance of function
"String', assunmed 0 --If any argument of afunction isgiven adefault value then
all subsequent arguments need to be given adefault value. [11 section 8.2.6]

Def aul t argument repeated in function 'String' --A defaultvauefora
given argument for a given function should be given only once. [11 section 8.2.6]

Not all argunents after arg no. Integer are default in function
"String' -- Anargument that has adefault value must either be followed by another
argument that has a default value, or must be the last argument. [11 section 8.2.6]

Local variable 'Synbol' used in default argunment expression --
Default values for arguments may not use local variables. [11 section 8.2.6]
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1033

1034

1035

1036

1037

1038

1039

1040

1041

Menber ' String' cannot be called wthout object --Therewasan
attempt to call a non-static member function without specifying or implying an object
that could serve asthe basisfor thet hi s pointer. If the member name is known at
compiletime it will be printed with the message. [11 section 5.24]

Static nmenber functions cannot be virtual --Youmay notdeclarea
st at i ¢ member function vi r t ual . [11 section 10.2]

Static nenber ' Synbol' is global and cannot be redefined -- Thiscan
come as a surprise to the novice C++ programmer. Theword 'st at i ¢’ within aclass
definition is used to describe a member that is alone and apart from any one object of a
class. But such amember has program scope not file scope. Theword 'st at i ¢' outside
aclass definition implies file scope not program scope. [11 section 9.5]

Non-static nenber 'Synbol' cannot initialize a default argunent
-- A default argument cannot be initialized from a class member unless an instantiation
of theclassis provided. [11 section 8.2.6]

anmbi guous reference to constructor; candidates: 'String' --Thereis
more than one constructor that can be used to make a desired conversion. [11 section
12.3.2]

anbi guous reference to conversion function; candi dates: 'String'
-- There is more than one conversion function (of the form oper at or t ype () ) that
will perform adesired conversion. [11 section 12.3.2]

type Name not found, nested type 'Nanme::String assuned -- Wehave
found what appears to be areference to atype but no such typeisin scope. We have,
however, been able to locate atype buried within another class. |sthiswhat the user
intended? If thisiswhat isintended, use full scoping. If your compiler doesn't support
the scoping, suppress with -esym [11 section 3.2]

Synbol ' Symbol' is not a menber of class 'String --Inadeclaration
for the symbol X: : Y, Y was not previously established as a member of X. [11 section
10.4]

Synbol ' Synbol' is not a legal declaration within class 'String'
-- A declaration of the symbol X: : Y appears within a class definition (other than for
class X). Itisnotafri end declaration. Thereforeitisin error.

Can't declare 'String', assuned 'operator String' --Thismessagecan
begiven with St ri ng equal tonewor del et e. Each‘St ri ng’ inthis message hasthe
samevalue. A common mistake with beginning C++ programmersisto declare (and/or
define) newwhen they mean to defineoper at or new. We presume this was what was
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1042

1043

1046

1047

1048

1049

1050

1051

1052

1053

intended. [11 section 12.5]

At |east one class-like operand is required with Name --Indefining
(or declaring) an operator you must have at least one class as an operand. [11 section
13.4]

Attenpting to 'delete' a non-pointer --Anexpressionbeingdel ete'disa
non-pointer, non-array. You may only del et e what was created with an invocation of
new [11 section 5.3.4]

menber ' Synmbol', referenced in a static function, requires an
obj ect -- The Synbol isanon-static member of a class and hence requires aclass
instantiation. Noneisinsight. [10 section class.static]

a tenplate declaration nust be made at file scope --Atenplate
declaration may not appear within a function or within aclass. [10 section
temp.param]

expected a constant expression -- Within atemplate argument list a constant
expression was expected. An expression of the form T<ar g1, ar g2, ...> was
encountered and ar gi for somei correspondsto anon-cl ass parameter in the original
template declaration. Such arguments need to be constants. [10 section temp.decls]

Too nmany tenpl ate argunents -- There are more argumentsin the template
class-name than there were parameters in the original template declaration. [10 section
temp.decls]

expected a tenplate argunent list '<...> for tenplate 'Synbol’
-- The name of aclass template identified by Synbol was used without specifying a
template argument list. [10 section temp.decl]

Synbol 'Nanme' is both a function and a variable -- Whereasitis
possible to overload afunction name by giving it two different parameter lists, it is not
possible to overload a name in any other way. In particular, afunction name may not
also be used as avariable name. [11 section 9.2]

a type was expected, 'class' assunmed -- A template parameter list may
consist of two kinds of parameters. type-parameters and parameter declarations. Type-
parameters begin with one of the keywordscl ass, t ypenane, or t enpl at e.
Parameter declarations begin with atype. None of these conditions was detected. [10
section temp.decl]

"String' cannot be distinguished from'String' --Anoverloaded

function name had two parameter lists that were so close that discrimination between
them would be difficult and error prone. Eg.void f(const int); andvoid

435



1054

1055

1056

1057

1058

1059

1060

1061

f(int); [11section 13]

tenpl ate vari abl e declaration expects a type, int assuned -- An
expression of the form T<ar g, ar g, ...> was encountered. One of the arguments
corresponding to a type parameter in the original template declaration isnot atype. [10
section temp.class)

Synbol ' Synmbol' undecl ared, assunmed to return int --WhereasinCyou
may call afunction without a prior declaration, in C++ you must supply such a
declaration. For C programs you would have received an Informational message (718)
inthisevent. [11 section 5.2.2]

assignment fromvoid * is not allowed in C++ -- Whereasin C you may
assign fromvoi d* to any other (data) pointer without adiagnostic, in C++ you may not
dothis. It will requireacast. [11 section 4.6]

menber ' Symbol' cannot be used without an object -- Theindicated
member referenced via scope operator cannot be used in the absence of at hi s pointer.
[11 section 5.2.4]

Initializing a non-const reference 'Synbol' with a non-Ivalue --
A referenceisnormally initialized with an Ivalue. If you attempt to initialize areference
with anon-lvalue, atemporary is created to serve as a surrogate Ivalue. However,
modifications made to the temporary will belost. Thiswaslegal at onetime and is now
illegal. Makethereferenceaconst if you can. You may beinitiaizing areference
without realizing it. A member function has an implicit parameter, which is taken to be
areferenceto itsobject. If thisisthe situation make the member const . That is, use
void f(..) const; ratherthanvoid f(..);

Can't convert from Type to Type -- Anattempt was madeto initialize a
reference with an object having atype other than the target type but no function could be
found to effect the required conversion. [11 section 12.3]

String nmenber Synmbol is not accessible to non-nenber non-friend
functi ons -- Thereisan attempt to accessapri vat e or pr ot ect ed member of a
class and the access is considered aviolation of the access rules (although everything
else proceeds as though no violation occurred). Specifically, the function attempting to
make access must be afriend or member of the nominal class through which the access
ismade. Seealso message 1061. [11 section 11]

String nmenber Synmbol is not accessible through non-public

i nheri tance -- Thereisan attempt to accessapri vat e, protected or public
member (the text of the message indicates which kind as well as which member) of a
class through a class derived from the original. Thereis an access violation (see
message 1060 for the more common access violation) critically dependent on the fact
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1063

1064

1065

1066

1067

1068

1069

that the inheritance relationship is non-public. [11 section 11.2]

tenpl ate nust be either a class or a function -- Followingtenpl ate
<arglist >theparser expectsto find either thetoken cl ass or afunction declaration
or definition. [10 section temp.decl]

Argunment to copy constructor for class 'Synbol' should be a
reference -- A constructor for aclass closely resembles a copy constructor. A copy
constructor for class X istypically declared as:

X( const X &)

If you leave off the '& then a copy constructor would be needed just to copy the
argument into the copy constructor. Thisisarunaway recursion. [11 section 12.1]

Tenpl ate paraneter list for tenplate ' Synmbol' inconsistent with
Locati on -- Thet enpl at e parameter list for at enpl at e function declaration or
definition isinconsistent with that of a prior declaration or definition. [10 section
14.temp.decl

Synbol ' Synbol' not declared as "C' conflicts with Location --A
symbol previously declared asext ern " C' in some other module is not declared as
extern "C' inthismodule. Thiscould be the source of very mysterious linker
diagnostics since a name declared asext ern " C" isnot subject to the name mangling
procedures that strictly C++ functions are subject to. [11 section 7.4]

Synbol ' Synbol' declared as "C' conflicts with Location -- A symbol
isbeing declared asext ern " C' and was not so declared in some other module. This
could be the source of very mysterious linker diagnostics since a name declared as
extern " C" isnot subject to the name mangling procedures that strictly C++ functions
are subject to. [11 section 7.4]

invalid prototype for function 'Synbol' --Wheneveroperator del ete
or operat or del et e[] isdefined, itsfirst parameter must be declared asvoi d *.
For member functions, an optional second parameter may be si ze_t . [10 section
class.freg]

Synmbol ' Symbol' can not be overl oaded --operator del eteor

oper at or del ete[] can be redefined but not overloaded. There can be only one
oper at or del et e and oneoper at or del et e[] but neither of these can be
overloaded. [10 section class.free]

Synbol 'Nane' is not a base class of class 'Nane' --Withina

constructor initialization list, aname was found that did not correspond to either a direct
base class of the class being defined or a member of the class.

437



1070

1071

1072

1073

1074

1075

1076

1077

1078

No scope in which to find synbol 'Nane' -- Thiscould ariseinan expression
of theform X: : Y where X does not represent a valid scope.

Constructors and destructors can not have return type --
Constructors and destructors may not be declared with areturn type, not even voi d.
See [ARM 11 section 12.1 and 12.4]

Ref erence variable ' Synbol' nust be initialized -- A referencevariable
must have an initializer at the point of declaration.

Insufficient nunber of tenplate paraneters; 'String' assuned --A
(cl ass) template instantiation did not have a sufficient number of parameters. St ri ng
indicates what the missing argument is presumed to be.
Expect ed a nanespace identifier -- Inadeclaration of the form:

nanespace name = scoped-identifier
thescoped-identifier mustidentify a namespace.
Anmbi guous reference to synbol 'Synbol' and synbol ' Synbol' --Two
namespaces contain the same name. A reference to such a name could not be
disambiguated. You must fully qualify this namein order to indicate the name intended.
Anonynous union assunmed to be 'static' -- Anonymous unionsneed to be
declared st at i c. Thisis because the names contained within are considered local to

the module in which they are declared.

Coul d not evaluate default tenplate paraneter 'String' --The
evaluation of template parametersis deferred until needed. Thus:

tenplate< class T = abc > class A{ /* ... *| };
will be greeted with an Error 1077 only if an instantiation of A requires evaluation of
the default argument and if that evaluation cannot be made. Inthat eventi nt is

assumed for type parameters and O is assumed for object parameters.

cl ass ' Synbol' should not have itself as a base class --The
following situation will trigger this message.

class A: public A{ };

You can't define A in terms of itself as thereis no escape from the recursive plummet.
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1079

1080

1081

1082

1083

1085

Could not find "> or '," to termnate tenplate paraneter at
Locati on -- The default value for atemplate parameter appears to be malformed. For
example, suppose the user mistakenly substituted a'] * for a'>' producing the following:

tenplate <class T = A< int | >
class X

{
b

Thiswill cause PC-lint/FlexeLint to process to the end of the file looking (in vain) for
the terminating pointy bracket. Not finding it will cause this message to be printed.
Fortunately, the message will bear the Locat i on of the malformed template.

Definition for class "Nane’ is not in scope-- Thismessagewould be
issued whenever a class definition is required but not available. For example:

Cl ass X /] declare class X
X *p; /1 OK, no definition required
X a; /! Error 1080

bj ect paraneter does not contain the address of a variable -- A
template argument that i s passed to a pointer parameter is supposed to identify asymbol.
The expression passed does not do so. For example

template< int *P > class A{ ... };
int a[10];
A< a+2 > x; /] a+2 does not represent a synbol

Cbj ect paraneter for a reference type should be an external
synbol -- A template argument that is passed to areference parameter is supposed to
identify an external symbol. The expression passed does not do so. For example

template< int & > class A{ ... };

int a[10];

A< a[ 2] > x; /1 a[2] does not represent a synbol
See also message 1081.

Ambi guous conversi on between 2nd and 3rd operands of conditional
oper at or -- If the 2nd operand can be converted to match the type of the 3rd, and the
3rd operand can be converted to match the type of the 2nd, then the conditional
expression is considered ill-formed.

Invalid definition of "String -- Anattempt was made to define a member
of atemplate before the template was defined. Example:

templ ate<class T, class U> struct A
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1086

1087

1088

1089

{
voi d
b
tenmpl ate<class U, class T> void A<T,U>:.:f(){} [/ Error 1085

In this case, the template argument list is out of order; T and U have been interchanged.

Conpound literals may be used only in C99 prograns -- Compound
literals are defined in C99 (1SO/IEC 9899:1999). However, some compilers allow the
use of compound literalsin C++. If you plan to port your code to another C++ compiler,
then it may be worthwhile to heed this message; otherwise it may be safely suppressed
with - e1086.

Previ ous declaration of 'Name’ (Location) is inconpatible with
"Name’ (Location) which was introduced by the current using-
decl ar ati on -- A using-declaration such as:

usi ng NS:: nane;

seemsto bein error. It introduces a name that clashes with the name introduced earlier
by another using-declaration. E.g.:

nanespace N { int i;}

nanmespace Q{ void i();}

using N :i;

using Q:i; // Error 1087 issued here.

A using-declaration nust nane a qualified-id --Thiserrorisissued
when a using-declaration references a name without the : : scope resolution operator;
eg.:

class A

{

pr ot ect ed:
int n;
3
class B : public A

{
publ i c:
using n; // Error 1088: should be "using A :n;’

3
See[34], 7.3.3 nanespace. udecl .
A using-decl aration nust not name a nanespace -- Thiserror isissued

when the rightmost part of the qualified-id in a using-declaration is the name of a
namespace. E.g.:

440



nanespace N

{

nanmespace Q

{
void g();
}

}

void f()

{
using ::N.:Q // Error 1089

Q:a();
}

Instead, use a namespace-alias-definition:

nanespace N

{
nanespace Q
{
void g();
}
}
void f()
{
nanespace Q= ::N:Q // XK
Q:g(); /Il K, calls ::N:Q:g().
}

See[35], Issue 460.

1090 A using-declaration nust not name a tenplate-id -- Thiserrorisissued
when the rightmost part of the qualified-id in a using-declaration is atemplate-id. E.g.:

tenpl ate<cl ass T> class A

prgt ected:
tenpl at e<cl ass U> class B{};
3

struct D : public A<int>

{

publ i c:
using A<i nt>::B<char*>; // Error 1090
3

D: : B<char*> bc;
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Instead, refer to the template name without template arguments:

tenpl at e<cl ass T> class A

prgt ected:
tenpl at e<cl ass U> cl ass B{};
1

struct D: public A<int>

{

publ i c:
using A<int>::B; // K
1

D: : B<char*> bc; // K
See[34], 7.3.3 nanespace. udecl .

1091 'Name’ is not a base class of ' Nane’ -- Thiserror isissued when the nested-

name-specifier of the qualified-id in a using-declaration does not name a base class of
the class containing the using-declaration; e.g.:

struct N

{
void f();

}

class A

{

pr ot ect ed:
void f();
1
class B: A

{
publ i c:

using N:.:f; // Error 1091
H

See [35], Issue 400.

1092 A using-declaration that nanes a class nenber nust be a nenber-
decl aration -- Thiserror isissued when the nested-name-specifier of the qualified-
id in ausing-declaration names a class but the using-declaration does not appear where
class members are declared. E.g.:

struct A

{
void f();
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1093

1094

1095

b

struct B: A

{

void g()
{
using A::f; // Error 1092
}

1

See[34], 7.3.3 nanespace. udecl .

A pure specifier was given for function ’Synbol’ which was not
decl ared virtual -- A purespecifier ("= 0") should not be placed on afunction
unless the function had been declared "vi r t ual ".

Could not find ')’ or ', totermnate default function argunent
at Locat i on -- A default function argument was found which did not seem to include
any terminating tokens (the’, ’ separating argumentsor *) * ending the function’s
argument list). Consequently, Lint continued scanning to the end of thefile. Locat i on
indicates where the default argument began.

Ef fective type ' Type of non-type tenplate paraneter #lnteger
(corresponding to argunment expression 'String’) depends on an
unspeci al i zed paranmeter of this partial specialization --ThelSO
C++ Standard says that "the type of atemplate parameter corresponding to a specialized
non-type argument shall not be dependent on a parameter of the specialization." [34],
14.5.4 temp.class.spec. Example:

/1 primary tenplate:
templ ate<class T, T N, class U> struct B

[l PS #1:
tenmpl at e<cl ass U> struct B<int, 257, U> [/ K

/'l PS #2:
tenpl at e<cl ass U> struct B<bool, 257,U>; // Ok, sane as:
tenpl at e<cl ass U> struct B<bool,true, U>; // Ok (redeclaration of #2)

/1 PS #3:
templ at e<cl ass U> struct B<T, 257,U>; // Error 1095 here

In PS #3, the value 257 is the ' specialized non-type argument’ and its corresponding

parameter is’N' whosetypeis T which was not made concrete. But in PS#1 and PS#2,
T was given the concrete types’i nt * and 'bool ’, respectively.
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19.8 Additional Internal Errors

1200- 1299 Someinconsistency or contradiction was discovered in the PC-lint/FexeLint

system. This may or may not be the result of auser error. Thisinconsistency should be
brought to the attention of Gimpel Software.

19.9 C++ Warning Messages

1401

1402

1403

1404

1405

1411

menber synbol ' Synbol' (Location) not initialized by constructor
-- The indicated member symbol was not initialized by a constructor. Was this an
oversight?

menber ' Symbol' (Location) not initialized -- Theindicated member
symbol was not initialized before use. Either thisisin aconstructor whereitis
presumed that no members are pre-initialized or thisis after a statement removing its
initialization such asadel et e or afr ee.

menber ' Symbol' (Location) not initialized -- Theindicated member
symbol was not initialized before a point where its addressis being passed to a constant
pointer. Thislooks suspicious. Either thisisin aconstructor whereit is presumed that
no members are pre-initialized or thisis after astatement removing itsinitialization such
asadel ete orafree.

del eting an object of type 'Synbol' before type is defined -- The
following situation was detected:

class X; .. X *p; .. delete p;

That is, a placeholder declaration for aclassis given and an object of that typeisdeleted
before any definition isseen. This may or may not be followed by the actual class
definition:

class X { ... };

A del et e before the classis defined is dangerous because, among other things, any
oper at or del et e that may be defined within the class could be ignored.

Header <typei nfo> nust be included before typeid is used--
According to Section 5.2.8 (para 6) of the C++ standard [10], "If the header

<t ypei nf 0> (18.5.1) isnot included prior to ause of t ypei d, the program isill-
formed." A typei d wasfound in the program but the required include was not.

Menber with different signature hides virtual nenber 'Synbol'
(Location) -- A member function has the same name as a virtual member of a



1412

1413

1414

1415

derived class but it has a different signature (different parameter list). Thisislegal but
suspicious, because it looks as though the function would override the virtual function
but doesn't. You should either adjust the parameters of the member so that the
signatures conform or choose a different name. See also message 1511.

Ref erence nmenber ' Synbol' is not initialized --Aclass membertyped
referencetocl ass (or st ruct oruni on) ismentioned in aconstructor initializer list.
But thecl ass (or st ruct or uni on) referenced has no constructor and so is never
initialized.

function 'Synmbol' is returning a tenporary via a reference -- It
appears that afunction (identified as Synbol in the message) declared to return a
reference is returning atemporary. The C++ standard (Section 12.2), in addressing the
issue of binding temporary values to references, says"A temporary bound to the
returned value in afunction return statement ... persists until the function exits'. Thus
the information being returned is not guaranteed to last longer than the function being
called.

It would probably be better to return by value rather than reference. Alternatively, you
may return a static variable by reference. Thiswill have validity at least until the next
call upon the same function.

Assi gni ng address of auto variable 'Synbol' to nenmber of this --
The address of an auto variable was taken and assigned to at hi s member in amember
function. For example:

struct A

{
char *x;
void f()

{
char y[10];
X =Yy, /[l warning 1414
}
b

Here the address of y is being passed to member x but thisis dangerous (if not
ridiculous) since when the function returns the storage allocated for y is deallocated and
the pointer could very easily harm something.

Poi nter to non-POD class ' Nane' passed to function 'Synbol"
(Cont ext) -- A non-POD class is one which goes beyond containing just Plain Old
Data (POD). In particular it may have private or protected data or it may have
constructors or a destructor or acopy assignment. All of these things disqualify it from
beingaPOD. A POD isfully defined in the C++ standard (Clause 9).
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1416

1417

1501

1502

Some functions such asnencpy, nencnp, menmmove, etc. are expected to be given only
pointers to POD objects. Thereason isthat only POD objects have the property that
they can be copied to an array of bytes and back again with a guarantee that they will
retain their original value. (See Section 3.9 of the C++ standard [34]). Seeaso
Semantic pod(i ).

An uninitialized reference "Synbol’ is being used to initialize
reference ' Synbol ' -- Thismessageisusualy issued when areferenceto a
member of a classis used to initialize a reference to another member of the same class
before the first member wasinitialized. For example:

class C
{
int &, &m
C(int & ) : n(m, mk) { /* ... *| }
H

Heremisinitialized properly to beidentical to k. However, theinitialization of n, taking
place, asit does, before mis so initialized, is erroneous. It is undefined what location n
will reference.

reference nmenber ' Synmbol’ not initialized by constructor
initializer |ist --Thismessageisissued when areference data member of a
class does not appear in amem-initializer. For example, the following code will result
inaWarning 1417 for symbol msince amem-initializer isthe only way that mcan be
reference initialized.

class C
{
int &, &m
Clint & ) : n(k) {/* ... *| }
b

data nmenber ' Synbol' has zero size -- A datamember had zero size. It could
be an array of zero length or a class with no datamembers. Thisis considered an error
in C (Error 43) but in C++ we give thiswarning. Check your code to make sure thisis
not an error. Some libraries employ clever templating, which will elicit thismessage. In
such acaseit is necessary for you to inhibit the message outright (using - e1501) or
through ajudicioususe of - esyn( 1501, .. .).

defined object 'Synbol' of type Nanme has no non-static data
menber s -- A variable (Synbol ) is being instantiated that belongs to aclass (Nane)
that contains no data members (either directly or indirectly through inheritance). Note
that this message can be suppressed using - esy mof ether the object name or the class
name. [11 section 9]
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1503

1504

1505

1506

1507

1509

1510

1511

a tagged union is not anonynmous -- A tagged union without a declarator
appeared withinast r uct /uni on declaration. An anonymous uni on reguires no tag.
[11 section 9.6]

usel ess struct decl aration -- Anuntagged struct declaration appeared within a
st ruct / uni on and has no declarator. It isnot treated like an anonymous union. Was
thisintended?

no access specifier provided, 'String assumed -- A baseclassspecifier
provides no access specifier (publ i c, privat e or prot ect ed). Anexplicit access
specifier is always recommended since the default behavior is often not what is
expected. For example:

class A: B{ int a; };
would make B a private base class by default.

class A : private B{ int a; };
ispreferred if that's what you want. [11 section 11.1]

Call to virtual function 'Synbol' within a constructor or
destruct or -- A cal toavirtual function was found in a constructor or adestructor of
aclass. If thisclassisabase class of some other class (why else make avirtua call?),
then the function called is not the overriding function of the derived class but rather the
function associated with the base class. If you use an explicit scope operator this
message will not be produced. [20 section 9]

attenpting to 'delete' an array -- Thetypeof an object to bedel et e'dis
usually apointer. Thisis because operator new always returns a pointer and del et e
may only delete that allocated vianew. Perhaps thisisaprogrammer error attempting to
delete alocal or global array? [19]

base class destructor for class 'Name' is not virtual --The
indicated classis a base class for some derived class. It hasanon-virtual destructor.
Was thisamistake? It is conventional to virtualize destructors of base classes so that it
issafeto del et e abase class pointer. [19]

base class 'Nane' has no destructor --Theindicated classisabaseclassfor
some derived class that has a destructor. The base class does not have a destructor. Is
thisamistake? The difficulty that you may encounter isthis; if you represent (and
manipulate) a heterogeneous collection of possibly derived objects via a pointer to the
base class then you will need a virtual base class destructor to invoke the derived class
destructor. [13 section 4]

Menber hi des non-virtual nenber 'Synbol' (Location) --Thenamed
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1513

1514

1515

1516

1520

1521

1522

member of a derived class hides a similarly named member of a base class. Moreover,
the base class member isnot virtual. Isthisamistake? Was the base member supposed
to have been declared vi r t ual ? By unnecessarily using the same name, confusion
could be created.

destructor for base class 'Synbol' (Location) is not virtual --In
afinal passthrough all the classes, we have found a class (named in the message) that is
the base class of a derivation and has a destructor but the destructor isnot virtual. Itis

conventional for inherited classesto have virtual destructorsso that itissafeto'del et e’
apointer to a base class. [19]

storage class ignored -- A storageclass (oneof aut o, extern,orregi ster)
was found within a class definition. The only storage classes that are significant when
declaring membersarest ati c and t ypedef . [11 section 9.2]

Creating tenporary to copy 'Type' to 'Type' (context: Context) --
A temporary was created in order to initialize (or pass avalue to or return avalue to) a
reference. Thisis suspect because any modification to the value will be amodification
of thistemporary. This messageis not issued when initializing aconst reference. [11
section 12.2]

Defaul t constructor not available for nmenber 'Synbol' --A member
of aclasswasfound that had atype for which a constructor was defined but for which a
default constructor (one with no arguments) was not defined.

Menber decl aration hides inherited nmenber 'Synbol' (Location) --
A data member of a class happens to have the same name as a member of a base class.
Was this deliberate? Identical names can cause confusion. To inhibit this message for a
particular symbol or for an identifiable set of symbolsuse- esyny() .

Mul tiple assignnent operators for class 'Synbol' --Morethanone
assignment operator has been declared for agiven class. For example, for class X there
may have been declared:

voi d operator=(X);
voi d operator=(X) const;

Which is to be used for assignment?

Mul tiple copy constructors for class ' Synbol' --Foragiven class, more
than one function was declared that could serve as a copy constructor. Typically this
means that you declared both X( X& ) and X( const X& ) for thesameclass. This
is probably a mistake.

Synbol ' Symbol' is an array of enpty objects -- Anarray (Synbol)is
being allocated. Each member of the array appears to be empty. Although thisislegal,
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1524

1526

1527

1528

1529

it could be the result of human error. If thisis adeliberate policy, inhibit the message,
either globally, or for this Syrbol .

new in constructor for class 'Name' which has no explicit
destruct or -- A call tonew has been found in a constructor for a class for which no
explicit destructor has been declared. A destructor was expected because how else can
the storage be freed? [10 section class.freg]

Menber function ' Synbol' (Location) not defined -- A memberfunction
(named in the message) of anon-library class was not defined. This messageis
suppressed for unit checkout (- u option).

static menber ' Synbol' (Location) not defined -- A static data member
(named in the message) of anon-library class was not defined. In addition toits
declaration within the class, it must be defined in some module.

call to String does not match function tenplate 'String’ --Thefirst
St ri ng of the message designates an actual function call that appeared to be the
invocation of the template function identified by the second St ri ng. No match could
be made between the arguments of the call and the template parameters.

Synbol ' Synmbol' not first checking for assignnent to this --The
assignment operator does not appear to be checking for assignment of the value of a
variableto itself (assignment to t hi s). Specifically PC-lint/FlexeLint islooking for
one of:

if( &rg == this )

if( &rg !'=this )

if( this == &arg )

if( this = &arg )
asthefirst statement of the function.
It isimportant to check for a self assignment so asto know whether the old value should
be subject to a delete operation. Thisis often overlooked by aclass designer sinceit is
counter-intuitive to assign to oneself. But through the magic of aliasing (pointers,
references, function arguments) it is possible for an unsuspecting programmer to
stumble into a disguised self-assignment. [12, Item 17]
If you are currently using the following test

if( arg == *this)
we recommend you replace this with the more efficient:

if( &rg == this || arg == *this)
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Symbol ' Synbol' (Location) should have conpared argunment agai nst
si zeof (cl ass) -- Thiswarning isgiven for either oper at or newor oper at or
del et e when defined as member functions of a class that is the base class of a
derivation. In this case you can't be certain of the size of allocation and therefore your
allocation functions should test the size parameter for equality to the si zeof theclass.
See Elective Note 1921 for more details.

Synbol ' Synbol' not checki ng argunment for NULL -- Thismessageisgiven
for afunction oper at or del et e whichisamember function of a class that does not
have adestructor. It should check for NULL becausedel et e p wherep hasthe NULL
value will bepassedintoit. Seeaso 1922.

Repeat ed friend declaration for synbol 'Synbol' --Afriend
declaration for a particular symbol (class or function) was repeated in the same class.
Usually thisis a harmless redundancy.

static variable 'Synbol' found within inline function in header
-- A static variable (Synbol ) was found within an inline function within a header file.
This can be a source of error since the static variable will not retain the same value
across multiple modules. Rather each module will retainits own version of thevariable.
If multiple modules need to use the function then have the function refer to an externa
variable rather than a static variable. Conversely if only one module needsto use the
function then place the definition of the function within the module that requiresit. [23,
Item 26]

Exposi ng | ow access data through nmenmber ' Synmbol* -- A member function
is returning an address being held by the indicated member symbol (presumably a
pointer). The member's access (suchaspri vat e or prot ect ed) islower than the
access of the function returning the address.

Exposi ng | ow access nenber ' Synbol' -- A member function isreturning the
non-const address of a member either directly or viaareference. Moreover, the
member's access (such aspri vat e or pr ot ect ed) islower than the access of the
function returning the address. For example:

class X

{

privat e:

int a;

publ i c:

int *f() { return &a; }
b

This looks like a breach of the access system [12, [tem 30]. You may lower the access
rights of the function, raise the accessibility of the member or make the return value a
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const pointer or reference. In the above example you could change the function to:
const int *f() { return &a; }

const function returns pointer data nenber 'Synbol' -- A const
function is behaving suspiciously. It isreturning a pointer data member (or equivalently
apointer to datathat is pointed to by a data member). For example,

class X

{
int *p;
int *f() const { return p; }

s

Sincef issupposedly const and since p is presumptively pointing to data that is
logically part of cl ass X we certainly have the potential for a security breach. Either
return apointer to const or removethe const modifier to the function. [12, [tem 29]

Note, if aconst function returns the address of a data member then a605 (capability
increase) isissued.

base class 'Nane' absent frominitializer list for copy
constructor -- Theindicated base classdid not appear in theinitializer list for acopy
constructor. Wasthis an oversight? If the initializer list does not contain an initializer
for abase class, the default constructor is used for the base class. Thisis not normally
appropriate for acopy constructor. The following is more typical:

class B{ ... };

class D : public
{
D( const D &arg ) : B( arg ) { ... }
b

menber ' Synbol' (Location) not assigned by assignnent operator --
The indicated Synbol was not assigned by an assignment operator. Wasthisan
oversight? Itisnot strictly necessary toinitialize all membersin an assignment operator
becausethe't hi s' classis presumably already initialized. But itiseasy to overlook the
assignment of individual members. It isalso easy to overlook your responsibility to
assign base class members. Thisis not done for you automatically. [12, [tem 16]

The message is not given for const members or reference members. If you have a
member that is deliberately not initialized you may suppress the message for that
member only using - esym

poi nter nenber 'Synbol' (Location) neither freed nor zero'ed by
dest ruct or -- Theindicated member is a nhon-static pointer member of a class that
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was apparently not freed by the class destructor. Was this an oversight? By freeing, we
mean either acall tothef ree() function or use of the del et e operator. If the pointer
isintended only to point to static information during its lifetime then, of course, it never
should befreed. In that case you should signal closure by assigning it the NULL pointer

(0).

menber ' Synbol' (Location) possibly not initialized by
constructor -- Theindicated member symbol may not have beeninitialized by a
constructor. Was this an oversight? Some of the paths that the constructor takes do
initialize the member. See Section 10.1 Initialization Tracking

menber ' Symbol' (Location) possibly not initialized -- Theindicated
member symbol may not have been initialized before use. Either thisisin aconstructor
whereit ispresumed that no members are pre-initialized or thisis after a statement
removing itsinitialization such asadel et e or af r ee. See Section 10.1 Initialization
Tracking

menber ' Symbol' (Location) possibly not initialized -- Theindicated
member symbol may not have been initialized before a point where its addressis being
passed to aconstant pointer. Thislooks suspicious. Either thisisin aconstructor where
itis presumed that no members are pre-initialized or thisis after a statement removing
itsinitialization such asadel et e or afr ee.

val ue of variable 'Synbol' (Location) indeterm nate (order of
initialization) --A variable (identified by Synbol ) was used in the run-time
initialization of astatic variable. However thisvariableitself wasinitialized at run-time.
Since the order of initialization cannot be predicted thisis the source of possible error.

Whereas addresses are completely known at initialization time, values may not be.
Whether the value or merely the address of avariableis used in theinitialization of a
second variable is not an easy thing to determine when an argument is passed by
reference or via pointer. For example,

class X

{
X( const X & );

s

extern X x1;
X x2 x1;
X x1 X2;

It istheoretically possible, but unlikely, that the constructor X( ) isinterested only inthe
address of its argument and not its current value. If so, it only meansyou will be getting
aspurious report, which you can suppress based on variable name. However, if the

const ismissing when passing areference parameter (or apointer parameter) then we
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cannot easily assume that values are being used. In this case no report will be issued.
The moral isthat if you want to get the checking implied by this message you should
make your constructor reference arguments const .

val ue of variable 'Synmbol' used previously to initialize
variable ' Synbol' (Location) --A variableidentified by Synbol was used
previously to initialize some other variable. Thisvariableisnow itself being initialized
with run-time code. The order of these initializations cannot be predicted. See also
message 1544.

throw() called within destructor 'Synbol" --Thebody of adestructor
(signature provided within the message) containsat hr ownot withinat ry block. This
is dangerous because destructors are themselves triggered by exceptions in sometimes
unpredictable ways. The result can be a perpetual loop. [23, [tem 11]

Assi gnment of array to pointer to base class (Context) --An
assignment from an array of aderived class to a pointer to a base class was detected.
For example:

class B { };
class D: public B {};

D a[ 10];
B *p = a; /1 VWarni ng 1547
B *qg = &[0]; [/ K

In this example p is being assigned the address of the first element of an array. Thisis
fraught with danger since access to any element other than the zeroeth must be
considered an error (we presume that B and D actually have or have the potential to have
different sizes). [23, Item 3]

We do not warn about the assignment to q because it appears that the programmer
realizes the situation and wishes to confine g to the base object of the zeroeth element of
a only. Asafurther precaution against inappropriate array access, out of bounds
warnings are issued for subsequent referencesto p[ 1] and q[ 1] .

Exception specification for 'Synmbol' conflicts with Location --
The exception specification of afunction beginswith the keyword 't hr ow and follows
the prototype. Two declarations were found for the same function with inconsi stent
exception specifications.

Exception thrown for function 'Synbol' not declared to throw --
An exception wasthrown (i.e., at hr owwas detected) within afunction and not within a
t ry block; moreover the function containsat hr ow specification but the exception
thrown was not on the list. If you provide an exception specification, include all the
exception types you potentially will throw. [23, Item 14]
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exception 'Nane' thrown by function 'Synbol' is not on throw
list of function 'Synbol' -- A functionwascalled (first Synbol ) which was
declared as potentially throwing an exception. The call was not made from withinat ry
block and the function making the call had an exception specification. Either add the
exception to the list, or place thecall insideat ry block and cat ch thet hr ow. [23,
Item 14].

function ' Synbol' may throw an exception in destructor 'Synbol’
-- A call to afunction (name given by thefirst Synbol ) was made from within a
destructor. The function was declared as potentially throwing an exception. Such
exceptions need to be caught within at r y block because destructors should never throw
exceptions. [23, Item 11].

Converting pointer to array-of-derived to pointer to base --This
warning is smilar to Warning 1547 and is sometimes given in conjunction with it. It
uses value tracking to determine that an array (that could be dynamically allocated) is
being assigned to a base class pointer.

For example,

Derived *d = new Derived[ 10];

Base *b;
b = d; /1 Varning 1552
b =&d[0]; // XK

[23, Item 3] Also, seethe article by Mark Nelson (Bug++ of the Month, Windows
Developer's Journal, May 1997, pp. 43-44).

struct ' Synmbol' declared as extern "C' contai ns C++ substructure
" Synbol ' (Location) --A C++ substructure was found in astructure or class
declared asext ern " C'. Wasthisintended?

Di rect pointer copy of nenber 'Synbol' w thin copy constructor:

' Synmbol ' -- Inacopy constructor a pointer was merely copied rather than recreated
with new storage. This can create a Situation where two objects have the same data and
this, in turn, causes problems when these objects are deleted or modified. For example,
the following class will draw this warning:

class X
{
char *p;
X( const X & x )
{ p=x.p; }
H
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Here, member p is expected to be recreated using new or some variant.

Di rect pointer copy of nmenber 'Symbol' w thin copy assignnment
operator: 'Synbol' --1nacopy assgnment operator apointer was merely copied
rather than recreated with new storage. This can create a Situation where two objects
have the same data and this, in turn, causes problems when these objects are deleted or
modified. For example, the following class will draw this warning:

class X
{
char *p;
X& operator=( const X & x )
{ p=xp;}

3
Here, member p is expected to be recreated using new or some variant.

"new Type(integer)' is suspicious --A newexpresson had theform new
T(1 nteger) wheretype T has no constructor. For example:

new i nt(10);

will draw thiswarning. The expression allocates an area of storage large enough to hold
oneinteger. It theninitializesthat integer to the value 10. Could this have been a
botched attempt to alocate an array of 10 integers? Evenif it was adeliberate attempt
to allocate and initialize a single integer, a casual inspection of the code could easily
lead areader astray.

The warning is only given when the type T has no constructor. If T has a constructor
then either asyntactic error will result because no constructor matches the argument or a
match will be found. In the latter case no warning will or should be issued.

const menber ' Synbol' is not initialized --A classmembertypedconst
class (or struct or union) is mentioned in a constructor initializer list. But the class (or
struct or union) referenced has no constructor and hence the member is not initialized.
See also message 1769.

"virtual' coupled with 'inline' is an unusual conbination--The
function declared both vi r t ual andi nl i ne has been detected. An example of such a
stuation is asfollows:

class C

{
virtual inline void f(); /1 W\arning 1558

s
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Virtual functions by their nature require an address and so inlining such afunction
seems contradictory. We recommend that thei nl i ne function specifier be removed.

Uncaught exception 'Name' may be thrown in destructor 'Synbol' --
The named exception occurred within at r y block and was either not caught by any
handler or was caught but then thrown from the handler. Destructors should normally
not throw exceptions. [23, Item 11]

Uncaught exception 'Nanme' not on throwlist of function 'Synbol"
-- A direct or indirect t hr ow of the named exception occurred withinat r y block and
was either not caught by any handler or was rethrown by the handler. Moreover, the
function has an exception specification and the uncaught exception is not on the list.
Note that afunction that failsto declare alist of thrown exceptionsis assumed to
potentially throw any exception.

Reference initialization causes | oss of const/volatile integrity
(Context) -- A referenceinitializationisresulting in acapability gain that can cause a
loss of const or volatile integrity.

Typically the messageis given on initializing a non-const reference withaconst . For
example:

void f( int & );
const int n = O;

1l‘ ( ﬁ) ;
Here, function f () could assign a value to its argument and thereby modify n, whichis
declared to beconst .

The message can also be issued when a pointer isinitialized. Consider the following
example.

void h( const int *&q );

int *p;

h(p);
It might seem that passing aregular (i.e., non-const) pointer to aconst int * could
cause no harm. That would be correct if it were not for the reference. If function h()

wereto assign a pointer to const toits parameter g then upon return from the call, p
could be used to modify const data.

There are many subtle cases that can boggle the mind. See the commentary to Message
605.
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Exception specification for 'Symbol' is not a subset of 'Synbol’
(Location) -- Thefirstsynbol isthat of an overriding virtual function for the
second synbol . Theexception specification for the first was found not to be a subset of
the second. For example, it may be reasonable to have:

struct B { virtual void f() throm(B); };
struct D:B { virtual void f() throm(D); };

Here, athough the exception specification is not identical, the exception D is considered
asubset of the base class B.

It would not be reasonable for D: : f () to throw an exception outside the range of those
thrown by B: : f () because in genera the compiler will only seecallstoB: : f () and it
should be possible for the compiler to deduce what exceptions could be thrown by
examining the static call.

Suspicious third argunent to ?: operator -- Thethird argument to ?:
contained an unparenthesized assignment operator such as

p?a: b=1
If thisiswhat was intended you should parenthesize the third argument asin:
p?a: (b=1)

Not only isthe original form difficult to read but C, as opposed to C++, would parse this
as.

(p?a: b =1

Assi gning a non-zero-one constant to a bool -- Thefollowinglooks
suspicious.

bool a = 34;

Although thereis an implicit conversion from integral to bool and assigning an integer
variableto abool to obtain its Boolean meaning islegitimate, assigning an integer such
asthislooks suspicious. Asthe message suggests, the warning is not given if the value
assigned iseither 0 or 1. An Elective Note would be raised in that instance.

menber ' Synmbol' (Location) not assigned by initializer function-
- Afunctiondubbed'i nitial i zer'bya-semoptionisnotinitializing (i.e., assigning
to) every data member of aclass. Reference membersand const members
theoretically can be initialized only viathe constructor so that these members are not
candidates for this message.
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menmber ’ Synbol’ (Location) m ght have been initialized by a
separate function but no '-sem(Nanme,initializer)’ was seen --A
class data member (whose name and location are indicated in the message) was not
directly initialized by a constructor. 1t may have beeninitialized by a separately called
member function. If thisisthe case you may follow the advice given in the message and
use a semantic option to inform PC-lint/FlexeL int that the separately called functionis
infactan’initializer’. For example:

class A {
int a:
publi c:
void f();
'}A() { £O); 1}

Heref () ispresumably serving as an initiaizer for the constructor A: : A(). Toinform
PC-lint/FlexeLint of this situation, use the option:

-sem( A:f, initializer )
Thiswill suppress Warning 1566 for any constructor of cl ass Athat callsA: : f.

Initialization of variable 'Synbol’ (Location) is indeterm nate
as it uses variable ' Synbol’ through calls: *String --A variablewas
dynamically initialized using an expression that contained a call to afunction and that
function referenced a variable that was also dynamically initialized and was in some
other module. For example:

a.cpp: b. cpp:

int g(void); int f(void);
inty =g(); int x =f();
int f() { returny; }

Theinitialization of both x and y are dynamic. Although the order of dynamic
initialization within amoduleis pre-ordained the order in which modules are initialized
isnot. Thereforeit is perfectly possiblefor b. cpp to beinitialized before a. cpp. Thus
when the call is made upon function f () toinitialize x, variable y may not yet have
been initialized.

Vari abl e ' Synbol’ (Location) accesses variable ' Synbol’ before
the latter is initialized through calls: *String --A variablewas
dynamically initialized using an expression that contained acall to a function and that
function referenced a variable that was also dynamically initialized but later in the
module. For example:

int g(void);
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int f(void);
int x =1();
int y =49();
int f() { returny; }

Theinitialization of both x and y are dynamic. The order of dynamic initialization
within amodule isin the order in which theinitialization is specified. Thuswhen the
call ismade upon function f () toinitialize x, variable y will not yet have been
initialized.

Initializing a reference with a tenporary -- A reference wasinitiaized
with atemporary. For example:

int f( int );
const int & = f(3);

The expressionf ( 3) returnsani nt whichisplaced in atemporary location. Thelife
of the temporary is not guaranteed to extend beyond the declaration itself. Subsequent
use of reference x is problematic. The same principle applieswhen initializing a
reference member of aclass. Consider:

struct A{ int &; A() : n(3) {} };

The congtructor A() contains an initializer list within which it initializesn. But n will
be bound to atemporary created by the compiler to hold the value 3. Thelifetime of this
temporary islimited and will not extend through the life of the object created by the
constructor.

Initializing a reference class nenber with an auto variabl e
" Synmbol * -- Inaconstructor initializer, areference class member is being initialized to
bind to an aut o variable. Consider:

class X { int &n; X(int k) :n(k) {} };

In this example member n is being bound to variable k which, although a parameter, is
nonetheless placed into aut o storage. But the lifetime of k is only the duration of the
call to the constructor, whereas the lifetime of n isthe lifetime of the class object
constructed.

Returning an auto variable 'Synbol’ via a reference type --A
function that is declared to return areference is returning an aut o variable (that is not
itself areference). Theaut o variable is not guaranteed to exist beyond the lifetime of
the function. This can result in unreliable and unpredictable behavior.

Initializing a static reference variable with an auto vari able
' Synmbol * -- A st ati c variable has alifetime that will exceed that of the aut o
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variable that it has been bound to. Consider
void f( int n) { static int&r =n; ... }

The referencer will be permanently bound to an aut o variablen. Thelifetime of n
will not extend beyond the life of the function. On the second and subsequent calls to
function f the static variabler will be bound to a non-existent entity.

Ceneric function tenplate ' Synbol’ declared in nanespace
associated with type 'Synmbol’ (Location) -- When aclass (or union or
enum) is declared within a namespace that namespace is said to be associated with the
type. A Generic function template is any that has as parameters only intrinsic types or
plain template arguments possibly adorned with reference or const or volatile
qualification. Consider

nanespace X

{
tenplate< class T >

void f ( int, const T&); /] Generic
class A(); /1 Warning 1573
}

A call tofunctionf that contained an argument of type X: : A would, by ADL
(Argument Dependent Lookup), need to also consider function X: : f even though this
function was not in the scope of the call.

Some designers adopt the strategy of embedding the class within a sub namespace and
employingausi ng declaration to make it available to users of the original namespace.
For example:

nanespace X

{

tenplate< class T >
void f( int, const T& ); /] Generic
namespace X1

{
class A{}; /1 No VMrning
}

usi ng XL1:: A

}

Now an argument of type X: : A will not automatically trigger a consideration of X: : f .

Explicit specialization does not occur in the sane file as
correspondi ng function tenplate ' Synmbol’ (Location) -- Anexplicit
specialization of afunction template was found to be declared in afile other than the one
in which the corresponding function template is declared. Two identical callsin two
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different modules on the same function template could then have two differing
interpretations based on theinclusion of header files. The result is undefined behavior.

Asif thiswasn't enough, if the explicit specialization could match two separate function
templ ates then the result you obtain could depend on which function templates arein
scope.

See also the next message.

1577 Partial or explicit specialization does not occur in the sanme
file as primary tenplate ' Synbol’ (Location) --Thereisadangerin
declaring an explicit specialization or a partial specialization in afile other than that
which holds the primary class template. The reason isthat a given implicit
specialization will differ depending on what headersit sees. It can easily differ from
module to module and undefined behavior can be the resullt.

See also Warning 1576 which diagnoses a similar problem with function templates.

1578 Pointer nmenber ’Synbol’ (Location) neither freed nor zeroed by
cl eanup function -- Theindicated member is a non-static data member of a class
that was apparently not cleared by a function that had previously been given the
cl eanup semantic. By clearing we mean that the pointer was either zeroed or the
storage associated with the pointer released viathe f r ee function or its semantic
equivalent or some form of del et e. Seeaso Warning 1540.

1579 Pointer nenber ’Synbol’ (Location) m ght have been freed by a
separate function but no ’'-sen(Nane, cl eanup)’ was seen --A class
data member (whose name and location are indicated in the message) was not directly
freed by the class destructor. There was a chance that it was cleared by a separately
called member function. If thisis the case you may follow the advice given in the
message and use a semantic option to inform PC-lint/FlexeLint that the separately called
functionisinfact a’cl eanup’ function. For example:

class A {
int *p;
publ i c:
void release_ptrs();
~A() { release ptrs(); }

}

Hererel ease_ptrs() ispresumably serving asacl eanup function for the
destructor ~A: : A() . To inform PC-lint/FlexeLint of this situation, use the option:

-sem( A :release ptrs, cleanup )

A separate message (Warning 1578) will beissued if thecl eanup function failsto

461



19.10

1701

1702

1703

1704

1705

1706

clear all pointers. See also Warning 1566.

C++ Informational M essages

redundant access-specifier 'String' --Thegiven access specifier (one of
public,private orprotect ed) hasbeen repeated. [11 section 11.1]

operator 'Nanme' is both an ordinary function 'String' and a
menber function 'String' --Inattempting to resolve the definition of an
operator it was found that the same operator was declared as both a member function
and a non-member function. Was thisintended? Symmetric binary operators (such as
'+ - '=="">" etc.) are usually defined external to a class definition so that they can
support non-objects on the left hand side. [11 section 13.4.2]

Function 'Nanme' arbitrarily selected. Refer to Error 'lInteger'
-- Thisinformational message is given with error numbers 1023, 1024, 1025 and
1026. These areissued when an error is encountered during the overload resolution
process, and is issued merely to indicate which function was arbitrarily selected. [11
section 13.2]

Constructor 'Synbol' has private access specification --Aprivate
constructor islegal and hasits uses but can also result in messages that are difficult to
interpret. If you use pri vat e constructors as a programming technique then you may
suppress this message with a- e1704. But it's probably better to suppress thison a
constructor by constructor basisusing - esym

static class nenber may be accessed by the scoping operator --A
static class member was accessed using a class object and - > or . notation. For
example:

S. menber
or

p- >menber

But an instance of the object is not necessary. It could just as easily have been
referenced as:

X: . menber
where X isthe classname. [10 section class.static]

Decl aration with scope operator is unusual within a class --Class
memberswithin aclass are not normally declared with the scope operator. For example:
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class X { int X :n;

will elicit thismessage. |If the (redundant) class specification (X: : ) were replaced by
some different class specification and the declaration wasnot f r i end an error (1040)
would beissued. [11 section 9.2]

static assuned for String --operator new() andoperator delete(),
when declared as member functions, should be declared asst at i c. They do not
operate on an object instantiation (implied t hi s pointer). [11 section 12.5]

typedef 'Synbol not declared as "C' conflicts with Location --A
t ypedef symbol previoudy declared asext ern " C" was not so declared at the
current location. Thisisnot considered as serious a situation asis indicated by message
1065, which isgiven for external function and variable names. If thisisyour
programming style, you may suppress this message.

typedef 'Synbol' declared as "C' conflicts with Location --A

t ypedef symbol was previously not declared asext ern " C" but is so declared at the
current location. Thisisnot considered as serious a Situation asis indicated by message
1066, which isgiven for external function and variable names. If thisisyour
programming style, you may suppress this message.

An inplicit 'typenane' was assuned -- Thismessageisissued when the
standard requires the use of 't ypenane' to disambiguate the syntax within atemplate
whereit may not be clear that a name isthe name of atype or some non-type. (See C++
Standard [10], Section temp.res, Para 2). Consider:

tenplate< class T > class A

{
T:: N X; /!l Info 1710
b

Many compilers will accept this construct since the only interpretation consistent with
valid syntax isthat T: : Nrepresentsatype. (Butif the'x' weren't thereit would be taken
as an access declaration and more frequently would be a non-type)

class 'Synbol' (Location) has a virtual function but is not

i nherited -- Thegiven class has avirtual function but is not the base class of any
derivation. Wasthisamistake? Thereis no advantage to making member functions
virtual unlesstheir classisthe base of aderivation tree. Infact, thereis a disadvantage
because there is atime and space penalty for virtual functions. This message is not
given for library classes and is suppressed for unit checkout. [13 section 4]

default constructor not defined for class 'Nane' --Aclass was

defined with one or more constructors but none of these could be used as a (0 argument)
default constructor. Isthisan omission? The default constructor is used in declarations
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and for newwhen no explicit initialization is given. It isalso used when theclassisa
base class and no mem-initializer isgiven. Itisused for arraysaswell. A default
constructor should therefore be omitted only for good reason. If you have such a good
reason for cl ass Xyou can employ option -esym( 1712, X) . [19]

Par ent heses have inconsistent interpretation -- Anexpression of the
form:

new T()

is supposed to produce adefault initialized allocation of type T. If T isa POD type
(Plain Old Data type) it is supposed to beinitialized to 0. Since this change was made
relatively late in the draft |eading to the standard, many compilers do not yet support this
construct. If your compiler does support the construct and you have no intention of
porting your application to any other compiler, suppress this message. Alternatively,
codethisas:

new T
and initialize the result explicitly.

Menber function ' Synbol' (Location) not referenced -- A member
function was not referenced. This message is automatically suppressed for unit
checkout (- u) and for members of alibrary class.

static menber ' Synbol' (Location) not referenced -- A static data
member of a class was not referenced. This message is automatically suppressed for
unit checkout (- u) and for members of alibrary class.

Virtual nmenber function 'Synbol' (Location) not referenced -- A
virtual member function was apparently not referenced. Not only was the function itself
not referenced but the function or functions that it overrides were not referenced either.
The message is not given if the member function itself or any member function that it
overridesisalibrary member function. Thisisbecausetheorigina virtual function may
be called implicitly by thelibrary.

This message is suppressed for unit checkout (-u).

enpty prototype for function declaration, assuned '(void)' --An
empty prototype, asin:

void f();
has a different meaning in C than in C++. In C it says nothing about the arguments of

the function; in C++, it saysthere are no arguments. This messageis not given for
member function declarations or for function definitions. Rather, weaker Elective Notes
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(1917 and 1918) are given. Thisis because the chance of ambiguity does not exist in
those cases. [11 section 8.2.5]

expression within brackets ignored --1ntheexpression:

delete [ expression] p
theexpressi onisignored. Theexpressi on isavestige of an earlier time when this
information provided a count of the number of itemsin the array being released. Note
that empty square brackets are considered necessary for deleting an array. Thisisa
complaint directed toward the expression within the brackets not the brackets
themselves. [11 section 5.3.4]

assi gnnent operator for class 'Synbol' has non-reference
par amet er -- Thetypica assignment operator for aclassis of the form:

X& operator =(const X &)

If the argument is not a reference then your program is subject to implicit function calls
and less efficient operation. [11 section 13.4.3]

assi gnnent operator for class 'Synbol' has non-const paraneter --
The typical assignment operator for aclassis of the form:

X& operator =(const X &)

If the argument isnot const then your program will not be diagnosed as completely as
it might otherwise be. [11 section 13.4.3]

operator =() for class 'Synbol' is not assignment operator --The
assignment operator for a class has the form:

X& operator =(const X &)
A member function whose nameisoper at or =, but does not have that form, is not an
assignment operator. This could be a source of subtle confusion for aprogram reader. If
thisis not an error you may selectively suppress this message for the given class. [11
section 13.4.3]

assi gnnent operator for class 'Synbol' does not return a
reference to class -- Thetypical assignment operator for aclass X is of the form:

X& operator =(const X &);

The reason for returning a reference to class is to support multiple assignment asin:
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[11 section 13.4.3]

Argunent to copy constructor for class ' Synbol' shoul d be a const
reference -- A copy constructor for class X istypically declared as:

X( const X & );
If you leave off the 'const ' then some diagnostics will not be possible. [19]

cl ass menber ' Synbol' is a reference -- Thereareanumber of subtle
difficulties with reference data members. If aclass containing areference isassigned,
the default assignment operator will presumably copy the raw underlying pointer. This
violates the principle that a reference's underlying pointer, once established, is never
modified. Some compilers protect against thiseventuality by refusing to create adefault
assignment operator for classes containing references. Similar remarks can be made
about copy constructors. If you are careful about how you design your copy
constructors and assignment operators, then references within classes can be a useful
programming technique. They should not, however, be employed casually. [21 section
2.1.3]

t aki ng address of overloaded function name 'Synbol' --A referenceis
being made to an overloaded function without an immediately following '(". Thusthere
is no argument list to distinguish the function intended. Resolution of the overloaded
name can only be made by analyzing the destination. Isthiswhat the programmer
intended? [11 section 13.3]

inline 'Synbol' not previously defined inline at (Location) --A
function declared or defined inline was not previously declared inline. Wasthis
intended? If thisisyour standard practice then suppress this message. [11 section
9.3.2]

Synbol ' Synbol' was previously defined inline at (Location) --A
function was previously declared or defined inline. Thei nl i ne modifier is absent
from the current declaration or definition. Wasthisintended? If thisisyour standard
practice then suppress this message. [11 section 9.3.2]

Initializer inversion detected for nenber 'Synbol' --Inaconstructor
initializer the order of evaluation is determined by the member order not the order in
which theinitializersare given. At least one of theinitializers was given out of order.
Was there areason for this? Did the programmer think that by changing the order that
he/she would affect the order of evaluation? Place the initializersin the order of their
occurrence within the class so that there can be no mistaken assumptions. [12, [tem 13]

cl ass/struct inconsistency for synmbol 'Synmbol' (conflicts with
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Locati on) -- Anobjectisdeclared both with the keyword cl ass and with the
keyword st r uct . Though thisislegal it is suspect. [11 section 7.1.6]

new in constructor for class 'Nane' which has no assi gnnment

oper at or -- Within a constructor for the cited class, there appeared anew. However,
no assignment operator was declared for this class. Presumably some class member (or
members) points to dynamically alocated memory. Such memory is not treated
properly by the default assignment operator. Normally a custom assignment operator
would be needed. Thus, if x andy are both of type Nane

X =Y,
will result in pointer duplication. A later del et e would create chaos. [12, [tem 11]

new in constructor for class 'Nanme' which has no copy constructor
-- Within a constructor for the cited class, there appeared anew. However, no copy
constructor was declared for this class. Presumably, because of the new, some class
member (or members) points to dynamically allocated memory. Such memory is not
treated properly by the default copy constructor. Normally a custom copy constructor
would be needed. [12, Item 11]

Had difficulty conpiling tenplate function: 'Synbol' --Attemplate
wrap-up time where there is an attempt to ‘'compil€e’ each template function according to
arguments provided, the cited function could not be processed fully. The difficulty may
be the result of syntax errors cited earlier and if these errors are repaired then this
message should go away.

Virtual function 'Synbol' has default paraneter --A virtual function
was detected with a default parameter. For example:

class B

{

virtual void f( int n =5);
3

The difficulty isthat every virtual function f overriding this virtual function must
contain a default parameter and its default parameter must be identical to that shown
above. If thisisnot done, no warnings are issued but behavior may have surprising
effects. Thisisbecausewhenf () is called through abase class pointer (or reference)
the function is determined from the actual type (the dynamic type) and the default
argument is determined from the nominal type (the static type). [12, [tem 38].

Redundant access specifier (String) --Anaccessspecifier (oneof publi c,

private,orprotectedasshowninsString)isredundant. That is, the explicitly
given access specifier did not have to be given because an earlier access specifier of the
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same type is currently active. ThismessageisNOT given for an access specifier that is
thefirst item to appear in a class definition. Thus

cl ass abc { private:

does not draw thismessage. The reason this message isissued is because it isvery easy
to make the following mistake.

class A
{
public: /] declare private nenbers:
public: /1 declare public nmenbers:

In general there are no compiler warnings that would result from such an unintentional
botch.

Synbol ' Synmbol' hides gl obal operator new -- Theindicated Synbol isa
class member oper at or new It isnot compatible with the global oper at or new
and, moreover, no other oper at or new within the classis argument list compatible
with the global oper at or new. For this reason the user of these classes will get a
surpriseif he/she callsfor new X where X isthe class name. It will be greeted with an
error. The solution isto define asingle argument oper at or new as a class member.
[12, Item 9].

non- copy constructor 'Synbol' used to initialize copy
constructor --Inaninitiaizer list for acopy constructor, a base class constructor
wasinvoked. However, thisbase class constructor was not itself acopy constructor. We
expect that copy constructors will invoke copy constructors. Was this an oversight or
was there some good reason for choosing a different kind of constructor? If thiswas
deliberate, suppress thismessage. See also message 1538.

Bi nary operator 'Synbol' should be non-nmenber function --The
indicated function was declared as amember function. There were a number of
indicators to suggest that it should have been a non-member function. The class, X of
which it was a member has a constructor that could be used to convert numeric valuesto
X. The parameter to the operator was X or its equivalent. For thisreason the operator
would behave unsymmetrically. A numeric value on the right hand side would be
promoted but not avalue on the left hand side. For example, X op 27 would work but
27 op Xwouldnot. [12, Item 19].

poi nter nmember ' Synbol' (Location) not directly freed or zero'ed
by destructor --A destructor did not free or zero a pointer member. However, it
did call out to another (non-const) member function which may have done the required
work. ThisInformational message is a companion to Warning 1540, which coversthe
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situation where no member function is called from within the destructor.

menmber ' Synbol' (Location) conceivably not initialized by
constructor -- Theindicated member symbol may not have beeninitialized by a
constructor. Wasthisan oversight? There appears to be a path through aloop that does
initialize the member and the warning isissued because it is not clear that the loop is
always executed at least once. See Section 10.1 Initialization Tracking

menber ' Symbol' (Location) conceivably not initialized --The
indicated member symbol conceivably may not have been initialized by a constructor.
Was this an oversight? Some of the execution paths that the constructor takes, do
initialize the member. See Section 10.1 Initialization Tracking

menber ' Symbol' (Location) conceivably not initialized --The
indicated member symbol conceivably may not have been initialized before use. Either
thisisin aconstructor whereit is presumed that no members are pre-initialized or thisis
after astatement removing itsinitialization such asadel et e or af r ee. See Section
10.1 Initialization Tracking

menber ' Synmbol' (Location) possibly not initialized by private
constructor -- The designated member was possibly not initialized by a private
constructor. This messageis similar to messages 1401, 1541 and 1741, which are
given for ordinary (non private) constructors. It isgiven aspecial error number because
aprivate constructor may be one that, by design, is never called and variables may be
deliberately left uninitialized. In that case this message should be suppressed.

menber ' Symbol' (Location) not assigned by private assignnment
oper at or -- Theindicated Symbol was not assigned by apri vat e assignment
operator. Thisisvery much like Warning 1539 except that the assignment operator in
questionispri vate. A pri vat e assignment operator may simply be adevice to
thwart unintended use of the assignment operator. In this case you may not care about
unassigned members. |If thisis so, suppress this message.

The message is not given for const members or reference members. [12, [tem 16]

paraneter ' Synbol' of function 'Synbol' could be nade const
ref erence -- Theindicated parameter isacandidate to be declared asaconst
reference. For example:

void f( X x )
{
/1 x not nodified.

}

Then the function definition can be replaced with:
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void f( const X &x )
{

/1 x not nodified.

}

The result is more efficient since less information needs to be placed onto the stack and
aconstructor need not be called.

The message is only given with class-like arguments (including struct's and union’s) and
only if the parameter is not subsequently modified or potentially modified by the
function. The parameter is potentially modified if it is passed to afunction whose
corresponding parameter is areference (not const ) or if its addressis passed to a
non-const pointer. [12, Item 22].

bi nary operator 'Synbol' returning a reference -- Anoperator-like
function was found to be returning areference. For example:

X &operator+ ( X & X & );

Thisisamost alwaysabad idea. [12, [tem 23]. You normally can't return areference
unless you allocate the object, but then who is going to delete it. The usual way thisis
declared is:

X operator+ ( X & X &);

non-virtual base class 'Nanme' included twice in class 'Nane' --
Through indirect means, a given class was included at least twice as a base class for
another class. At least one of theseis not virtual. Although legal, this may be an
oversight. Such base classes are usually marked virtual resulting in one rather than two
separate instances of the base class. Thisisdone for two reasons. First, it saves
memory; second, references to members of such abase class will not be ambiguous.

base class ' Synbol' of class 'Synbol' need not be virtual --The
designated base classis adirect base class of the second class and the derivation was
specified as'virtual'. But the base class was not doubly included (using thislink) within
any classintheentire project. Sinceavirtua link isless efficient than anormal link this
may well be an unenlightened use of 'virtua'. [23, Item 24]. The messageisinhibited if
unit checkout (-u) is selected.

| ocal tenplate 'Synbol' (Location) not referenced -- A 'locd'template
isonethat is not defined in aheader file. The template was not used in the module in
which it was defined.

catch paraneter Integer is not a reference -- Thismessageisissued for
every cat ch parameter that is not areference and is not numeric. The problem with
pointersis a problem of ownership and delete responsibilities; the problem with a
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non-ref object is the problem of slicing away derivedness [23, Item 13].

Overl oadi ng special operator 'Synbol' --Thismessageisissued whenever
an attempt is made to declare one of these operators as having some user-defined
meaning:

operator ||
operat or &&
oper at or

The difficulty isthat the working semantics of the overloaded operator is bound to be
sufficiently different from the built-in operators, asto result in possible confusion on the
part of the programmer. With the built-in versions of these operators, evaluation is
strictly left-to-right. With the overloaded versions, thisis not guaranteed. More
critically, with the built-in versions of && and | | , evaluation of the 2nd argument is
conditional upon the result of thefirst. Thiswill never be true of the overloaded
version. [23, Item 7].

Expect ed synbol 'Synbol' to be declared for class 'Synbol' --The
first Synbol isof theform: oper at or op=whereop isabinary operator. A binary
operator op was declared for type X where X isidentified by the second Synbol . For
example, the appearance of:

X operator+( const X & const X & );

somewhere in the program would suggest that a += version appear asamember function
of class X. Thisisnot only to fulfill reasonable expectations on the part of the
programmer but also because oper at or += islikely to be more efficient than

oper at or + and because oper at or + can be written in terms of oper at or +=. [23,
Item 22]

The message is aso given for member binary operators. In all cases the message is not
given unless the return value matches the first argument (thisisthe implicit argument in
the case of a member function).

gl obal tenplate 'Synbol' (Location) not referenced -- A 'globa’
template is one defined in aheader file. This messageis given for templates defined in
non-library header files. The templateisnot used in any of the modules comprising the
program. The message is suppressed for unit checkout (- u).

Di scarded instance of post decrenent/increnent --A postfix increment
or postfix decrement operator was used in a context in which the result of the operation
was discarded. For example:

X a;
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a++:

In such contextsit isjust as correct to use prefix decrement/increment. For examplethis
could be replaced with:

X a;
++a;

The prefix form is (or should be) more efficient than the postfix form because, in the
case of user-defined types, it should return areference rather than avalue (see 1758
and 1759). This presumes that the side effects of the postfix form are equivalent to
those of the prefix form. If thisis not the case then either make them equivalent (the
preferred choice) or turn this message off. [23, Item 6].

Prefix increment/decrenent operator 'Synbol' returns a

non-ref erence -- To conform with most programming expectations, a prefix
increment/decrement operator should return areference. Returning areferenceis both
more flexible and more efficient [23, [tem 6].

The expected form is as shown below:

class X

{

X & operator++(); /1l prefix operator
X operator++( int ); [/ postfix operator

b

Postfi x increnment/decrenent operator 'Synbol' returns a
reference. --Toconform with most programming expectations, a postfix increment/
decrement operator should return a value as opposed to areference. [23, Item 6]. See
examplein message 1758.

Redundant tenplate 'Synbol' defined identically at Location --A
template was defined identically in the same module. Was this a mistake?

Decl aration of function 'Synbol' hides overloaded function

" Synbol ' (Location) --A function declaration hides an overloaded function. This
does not contribute to the overloaded-ness of the function but completely hides al the
overloaded functionsin some prior scope. If thisisyour intent suppress this message.

Menber function 'Synbol' could be nade const --Theindicated
(non-static) member function did not modify member data and did not call non-const
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functions. Moreover, it does not make any deep modification to the class member. A
modification is considered deep if it modifies information indirectly through aclass
member pointer. Therefore it could and probably should be declared asaconst
member function. See aso Info 1763 and Elective Note 1962.

Menmber function ' Synmbol' marked as const indirectly nodifies

cl ass -- The designated symbol is amember function declared asconst . Though
technicaly valid, the const may be mideading because the member function modifies
(or exposes) information indirectly referenced by the object. For example:

class X

{
char *pc;
char & get(int i) const { return pc[i]; }

s

resultsin Info 1763 for function X: : get . Thisis because the function exposes
information indirectly held by thecl ass X.

Experts [24] recommend that a pair of functions be made availablein this situation:

class X

{

char *pc;

const char & get(int i) const { return pc[i]; }

char & get(int i) { return pc[i]; }

b
In thisway, if the object isconst then only theconst function will be called, which
will return the protected reference. Related messagesarealso 1762 and 1962. See
also [12, Item 29] for afurther description.

Ref erence paraneter could be declared const reference -- Asan
example:

int f( int &k ) { return k; }
can be redeclared as:

int f( const int & k) { return k; }
Declaring a parameter areferenceto const offers advantages that a mere reference
doesnot. In particular, you can pass constants, temporariesand const typesinto such a

parameter where otherwise you may not. In addition it can offer better documentation.

Other situationsin which aconst can be added to a declaration are covered in
messages 818, 952, 953 and 954.
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Virtual function 'Synbol' has an access (String) different from
the access (String) in the base class (String) -- Anoverriding virtual
function has an access (public, protected or private) in the derived class different from
the access of the overridden virtual function in the base class. Was this an oversight?
Since calls to the overriding virtual function are usually made through the base class,
making the access different is unusual (though legal).

Menber or base class ' Synbol' has no constructor --Aninitidizer of the
form Synbol () isignored. Synbol iseither aclass member with a class, struct, or
union type or isabase class. In either case the class (or struct or union) has no
constructor and hence what appears to be aninitialization is not. See also message
1557.

function ' Synbol' defined without function 'String --Atypica Info
1770 messageis.

function 'operator newunsigned)' defined w thout function
'operator delete'

There are three others:
oper at or del et e without anoper at or new,
oper at or new{ ] withoutanoperator delete[],and
oper at or del et e[] without anoper at or new ] .

In general it is not a good idea to create one of these functions without the other in the
pairing. [23, Item 27]

You can suppress any of these without suppressing them all. Simply do a
-esym( 1770, nane) where nane isthe first function named in the message.

function ' Synbol' replaces global function -- Thismessageisgiven for
oper at or newandoperator del ete (andfortheir[] cousins) when adefinition
for one of these functionsis found. Redefining the built-in version of these functionsis
not considered sound programming practice. [23, Item 27]

Assi gnnent operator 'Synbol' is not returning *this --The
assignment operator should return *t hi s. Thisisto allow for multiple assignments as

It isalso better to return the object that has just been modified rather than the argument.
[12, Item 15]

Attenpt to cast away const (or volatile) --Anattempt wasmadeto cast
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away const . Thiscan break the integrity of the const system. This message will be
suppressed if you use const _cast . Thus:

char *f( const char * p )

{
if( test() )
return (char *) p; /1 Info 1773
el se
return const_cast<char *>(p); [l OK
}
See[12, Item 21].

Coul d use dynam c_cast to downcast ptr to pol ynorphic type

" Synmbol * -- A downcast was detected of a pointer to a polymorphic type (i.e., one
withvirtual functions). A dynani c¢c_cast could be used to cast this pointer safely. For
example:

class B { virtual ~B(); };
class D: public B {};

D*f( B *p)
{

return dynam c_cast <D*>(p);

}

In the above example, if p isnot a pointer to a D then the dynamic cast will result in a
NULL pointer value. Inthisway, the validity of the conversion can be directly tested.

B needs to be a polymorphic typein order to usedynami c_cast . If Bisnot
polymorphic, message 1939 isissued.

catch bl ock does not catch any decl ared exception -- A catch handler
does not seem to catch any exceptions. For example:

try { £0); }

catch( B& ) {}

catch( D& ) {} /[l Info 1775
catch( ... ) {}

catch( char * ) {} [// Info 1775

If f () isdeclared tothrow type D, and if Bisa public base class of D, then thefirst catch
handler will process that exception and the second handler will never be used. The
fourth handler will also not be used since the third handler will catch all exceptions not
caught by the first two.

If f () isdeclared to not throw an exception then Info 1775 will be issued for al four
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catch handlers.

Converting a string literal to char * is not const safe (Context)
-- A string literal, according to Standard C++ istyped an array of const char. This
message is issued when such aliteral is assigned to a non-const pointer. For example:

char *p = "string";

will trigger thismessage. This pointer could then be used to modify the string literal
and that could produce some very strange behavior.

Such an assignment is legal but "deprecated” by the C++ Standard. The reason for not
ruling it illegal is that numerous existing functions have their argumentstyped as char
* and this would break working code.

Note that this messageisonly given for string literals. If an expressionistyped as
pointer to const char in some way other than via string literal, then an assignment of
that pointer to a non-const pointer will receive a more severe warning.

Tenpl ate recursion Iimt (Integer) reached, use -tr_limt(n) -- It
is possible to write arecursive template that will contain a recursive invocation without
an escape clause. For example:

tenmplate <class T> class A { A< A > x; };
A<i nt> a;

Thiswill result in attempts to instantiate:

A<i nt >
A<A<i nt >>
A<A<A<i nt >>>

Using the - vt option (turning on template verbosity) you will see the sequence in
action. Accordingly we have devised a scheme to break the recursion when an arbitrary
depth of recursion has been reached (at thiswriting 75). This depth isreported in the
message. As the message suggests, this limit can be adjusted so that it equals some
other value.

When recursion is broken, a complete typeis not used in the definition of the last
specialization in the list but processing goeson. You can suppress this message and it
will be asif nothing had happened.

Assignnment of string literal to variable 'Synbol' (Location) is
not const safe -- Thismessageisissued when astring litera isassigned to a
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variable whose type is a non-const pointer. The name of the variable appearsin the
message as well as the location at which the variable was defined (or otherwise
declared). For example:

char *p; p = "abc";

The messageisissued automatically (i.e. by default) for C++. For C, to obtain the
message, you need to enable the Strings-are-Const flag (+f sc). This messageissimilar
to message 1776 except that it isissued whenever a string constant is being assigned to
anamed destination.

Returni ng address of reference paraneter 'Synbol' -- Theaddressof a
parameter that has been declared as being areferenceto aconst isbeing returned from
afunction. The danger of thisisthat the reference may designate atemporary variable
that will not persist long after the call. For example:

const int *f( const int &n )
{ return &n; }

int g();
const int *p = f( g() );

Here, p pointsto atemporary value whose duration is not guaranteed. If thereferenceis
not const then you will get Elective Note 1940.

Thisis an example of the Linton Convention as described by Murray [21].

Passi ng address of reference paraneter 'Synbol' into caller
address space -- Theaddress of a parameter that has been declared as being a
referenceto aconst isbeing assigned to a place outside the function. The danger of
thisisthat the reference may designate a temporary variable that will not persist long
after thecall. For example:

void f( const int & n, const int **pp )
{ *pp = &n; }

int g();

const int *p;

fC90), &b );

Here, p will be made to point to atemporary value whose duration is not guaranteed. |If
the referenceisnot const then you will get Elective Note 1940.

Thisis an example of the Linton Convention as described by Murray [21].
Assi gni ng address of reference paraneter 'Synbol' to a static

vari abl e -- The address of a parameter that has been declared as being areferenceto a
const isbeing assigned to astatic variable. The danger of thisisthat the reference may
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designate a temporary variable that will not persist long after the call. For example:

const int *p;

void f( const int & n)
{ p=a&ny }

int g();
fC ag() );

Here, p will be made to point to atemporary value whose duration is not guaranteed. If
thereferenceisnot const then you will get Elective Note 1940.

Thisis an example of the Linton Convention as described by Murray [21].

Synbol ' Synmbol ' previously declared as "C', conpare with
Location -- A synbol isbeng redeclaredinthe same module. Whereas earlier it
had been declared withanext ern " C* linkage, in cited declaration no such linkage

appears. E.g.

extern "C" void f(int);
void f(int); /1 Info 1784

Inthiscasetheext ern " C' prevailsand hence thisinconsistency probably represents
abenign redeclaration. Check to determine sure which linkage is most appropriate and
amend or remove the declaration in error.

Inmplicit conversion from Bool ean (Context) (Type to Type) -- A
Boolean expression was assigned (via assignment, return, argument passing or
initialization) to an object of some other type. Was this the programmer'sintent? The
use of a cast will prevent this message from being issued.

Inplicit conversion to Boolean (Context) (Type to Type) -- A non-
Boolean expression was assigned (via assignment, return, argument passing or
initialization) to an object of type Boolean. Was this the programmer'sintent? The use
of acast will prevent this message from being issued.

Access decl arations are deprecated in favor of using
decl ar at i ons -- The C++ Standard ([ 10] section 7.3.3) specifically deprecatesthe use
of access declarations. The preferred syntax is the using declaration. For example:

class D: public B

{

B:: a; /1l nmessage 1787

usi ng B:: a; /1 preferred formand no nessage
b

Vari abl e ' Synbol' (Location) (type 'Nane') is referenced only by
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its constructor or destructor -- A variable has not been referenced other than
by the constructor which formed itsinitial value or by its destructor or both. The
location of the symbol and aso itstypeis given in the message. For example:

class A { A(); };
void f()

{
A a;
}

will produce a 1788 for variable'a’ and for type 'A'.

It very well may be that thisis exactly what the programmer wants to do in which case
you may suppress this message for this variable using the option - esyn( 1788, a) . It
may also be that the normal use of cl ass Aistoemploy itinthisfashion. That is, to
obtain the effects of construction and, possibly, destruction but have no other reference
to the variable. In this case the option of choice would be - esyn{ 1788, A) .

Tenpl ate constructor 'Synbol' cannot be a copy constructor -- This
message is issued for classes for which a copy constructor was not defined but a
template constructor was defined. The C++ standard specifically states that a template
constructor will not be used as a copy constructor. Hence adefault copy constructor is
created for such a class while the programmer may be deluded into thinking that the
template will be employed for this purpose. [28, [tem 5].

Base class ' Synbol' has no non-destructor virtual functions--A
public base class contained no virtual functions except possibly virtual destructors.
There is aschool of thought that public inheritance should only be used to interject
custom behavior at the event of virtual function calls. To quote from Marshall Cline,
"Never inherit publicly to reuse code (in the base class); inherit publicly in order to be
reused (by code that uses base objects polymorphically)” [28, Item 22].

No token on this line follows the '"return' keyword -- A lineisfound
that ends with areturn keyword and with no other tokens following. Did the
programmer forget to append a semi-colon? The problem with thisis that the next
expression isthen consumed as part of the return statement. Your return might be doing
more that you thought. For example:

void f( int n, int m)

{

if( n<0) return // do not print when n is negative
print( n);

print( m);

}

Assuming pri nt () returnsvoi d, thisisentirely legal but is probably not what you
intended. Instead of printingn and m for n not negative you print just m For n
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negative you print n.

To avoid this problem always follow the return keyword with something on the same
line. It could be asemi-colon, an expression or, for very large expressions, some portion
of an expression.

VWhile calling "Synbol': Initializing the inplicit object
paraneter 'Type' (a non-const reference) with a non-Ilvalue --A
non-static and non-const member function was called and an r val ue (atemporary
object) of class Ty pe was used to initialize the implicit object parameter. Thisis legal
(and possibly intentional) but suspicious. Consider the following.

struct A{ void f(); };

A.(j.f(); /1 Info 1793

In the above the’ non-static, non-const member function’ isA: : f (). The implicit object
parameter’ for thecall toA: : f () iSA(), atemporary. Sincethe A: : f () isnon-const it
presumably modifies A() . But since A() isatemporary, any such changeislost. It
would at first blush appear to be a mistake.

The Standard normally disallows binding anon-const referenceto anr val ue (see Error
1058), but as a special case allowsit for the binding of the implicit object parameter in
member function calls. Some popular libraries take advantage of thisruleina
legitimate way. For example, the GNU implementation of

std::vector<bool >:: operator[] returnsatemporary object of type

std:: _Bit_reference -- aclasstype with anon-const member oper at or =() .
_Bit_reference servesadual purpose. If avalueisassigned toit, it modifiesthe
original classthroughitsoper at or =() . If avalueis extracted from it, it obtains that
value from the original class through its operator bool () .

Probably the best policy to take with this message is to examine instances of it and if
thisisalibrary invocation or a specially designed class, then suppress the message with
a-esym) option.

Usi ng-decl aration i ntroduces 'Nanme’ (Location), which has the
sanme paraneter list as 'Name’' (Location), which was al so

i ntroduced here by previous using-declarati on ’®Nane' (Location)--
Thiskind of scenario is perhaps best explained by way of example:

struct A{};

/1 Library 1:

nanespace N { int f(const A& ; int f(char*); }
/1 Library 2:

nanespace Q{ int f(const A& ; int f(int); }
/1 Non-library code:
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using N :f;
using Q:f; // Info 1794 here

According to the ISO Standard, [34], thenamesof N: : f (A) andQ : f (A) will coexist
in the global namespace (along with the names of the other overloads of f ). Thisalone
does not make the program ill-formed. (For that you would have to make some use of
thename’f ’ that resulted in overload resolution where f ( A) isselected.) However, a
user of N and Q may be surprised to find that both library namespaces supply afunction
f that operateson: : A objects, and that both have been introduced into the same scope.
So to avoid confusion, the user may opt to do away with the using-declarations and just
refer to the variousf () 'swith qualified-ids.

Defined tenplate ' Synbol’ was not instantiated -- The named template
was defined but not instantiated. As such, the template either represents superfluous
code or indicates alogic error.

The'template’ in the message could aso be atemploid. A temploid isdefined as either
atemplate or amember of atemploid.

Explicit specialization of overloaded function tenplate ' Synbol’ -
-A pair of overloaded function templates was followed by an explicit specialization. For
example:

template< class T > void f( T);
template< class T > void f( T* );
tenpl ate<> void f( char * p)

{ printf( "%\n", p); }

Confusion can arise in determining which of the two function templates the
specialization is actually specializing. Thiswill lead to unexpected results when
processing overload resolution since the specialization does not directly compete with
thetemplates. Both function templates compete with each other and it can be difficult to
ascertain whether the specialization isinvoked in any particular call.

19.11 C++ Elective Notes

1901

1902

Creating a tenporary of type 'Synbol"' --PC-lint/FlexeLint judgesthat a
temporary needsto be created. This occurs, typically, when a conversion isrequired to
auser object (i.e. class object). Where temporaries are created, can be an issue of some
concern to programmers seeking a better understanding of how their programsare likely
to behave. But compilersdiffer in this regard.

useless ';' follows '}' in function definition --Itispossibletofollow

afunction body with a useless semi-colon. Thisis not necessarily 'lint' to be removed
but may be a preferred style of programming (as semi-colons are placed at the end of
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1905

1907

1908

1909

1911

1912

1914

other declarations).

d d-style C comrent -- For thereal bridge-burner one can hunt down and remove
all instances of the/ * ... */ form of comment. [12, Item 4]

inplicit default constructor generated for class 'Nane' --A default
constructor was not defined for a class but a base class or a member has a non-trivial
default constructor and so anon-trivial default constructor is generated for this class.

inplicit destructor generated for class 'Nanme' -- Thenamed classdoes
not itself have an explicit destructor but either had a base class that has a destructor or
has a member class that has a destructor (or both). In this case a destructor will be
generated by the compiler. [11 section 12.4]

"virtual' assunmed for destructor' ~Nane()' (inherited from base
cl ass 'Nane’) -- Thedestructor cited wasinherited from a base class with avirtual
destructor. Thisword 'vi rt ual " was omitted from the declaration. It iscommon
practice to omit this keyword when implied. A warning isissued (1512) when abase
class's destructor isnot virtual. See also 1909.

"virtual' assuned, see: function 'Synbol' (Location) --Thenamed
function overrides a base class virtual function and so isvirtual. It iscommon practice
toomitthevi rt ual keyword in these cases although somefeel that thisleadsto doppy
programming. This message allows programmers to detect and make explicit which
functions are actually virtual.

Implicit call of constructor 'Synbol' (see text) --TheSynbol inthe
message is the name of a constructor called to make an implicit conversion. This
message can be helpful in tracking down hidden sources of inefficiencies. [11 section
12.1]

Implicit call of conversion function fromclass 'Nane' to type

" Type' -- A conversion function (one of theform Synbol : : oper at or Type () ) was
implicitly called. This message can be helpful in tracking down hidden sources of
inefficiencies.

Defaul t constructor 'Synbol' (Location) not referenced -- A default
constructor was not referenced. When a member function of a classis not referenced,
you will normally receive an Informational message (1714) to that effect. When the
member function is the default constructor, however, we give this Elective Note instead.

The rationale for this different treatment lay in the fact that many authors recommend
defining a default constructor as a general principle. Indeed we give an Informational
message (1712) when adefault constructor is not defined for aclass. Therefore, if you
are following a modus operandi of not always defining a default constructor you may
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1917

1918

1919

1920

1921

want to turn off message 1712 and turn on message 1914 instead.

El lipsis encountered -- Anellipsiswas encountered while processing the
prototype of some function declaration. An ellipsisisaway of breaking the typing
system of C or C++.

Enpty prototype for String, assuned ' (void)' -- Thismessageisgiven
when an empty prototype is detected either for afunction definition or for a namespace
declaration (the St r i ng specifieswhich). Whereas we give an Informational Message
(1717) when a(non-member) decl ar at i on contains no prototype, we give amuch
milder Elective Note when adef i ni ti on doesthe same. For example:

int f(); /1 Info 1717
int f() { return 1; } /1l Elective Note 1917

Thereason for thisisthat the declaration form has adifferent meaning in Cand C++. In
C it isan incompl ete declaration saying nothing about arguments. In C++ the
declaration says there are no arguments. The definition, however, means the same in
both languages. See also message 1918. [11 section 8.2.5]

enpty prototype for nmenber declaration, assunmed (void) --A function
declaration within a class contains an empty prototype. Thiscaseissimilar to Info
1717, which complains about an empty prototype out si de aclass. It receivesa
lighter classification (Elective Note) because an empty prototype within a class cannot
be ambiguous because C does not allow functions within classes. [11 section 8.2.5]

Mul tiple assignnment operators for class 'Synbol' --Foragivenclass
more than one function was declared whose name was 'oper at or ='. Thisisnot
necessarily abad thing. For example, aSt ri ng class may very well have an
assignment from char * and such an assignment may be advisable from an efficiency
standpoint. However, it represents aloss of el egance because there will amost certainly
beachar * constructor and an assignment operator, which will represent another way
of achieving the same effect.

Casting to a reference -- The ARM[11] (Section 5.4) states that reference casts
are often 'misguided’. However, too many programs are openly using reference casts to
place such castsin the Informational category. [11 section 5.4]

Synbol ' Synmbol' not checki ng argunment agai nst sizeof(class) --
Thisnoteisgiven for either oper at or newor oper at or del et e when defined as
member functions. As member functions they are called when new (or del et e) is
applied to aclass type or any derived classtype. Thedifficulty iswith the derived class
type. Any specialized allocator islikely to be uselessfor aderived class type and hence
experts suggest that a test be made of thesi ze_t argument against si zeof (cl ass) .
Specificaly PC-lint/FlexeLint islooking for one of:
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1923

1924

1925

1926

if( arg == sizeof (class) )

if( arg != sizeof(class) )
if( sizeof(class) == arg )
if( sizeof(class) != arg)

or the equivalent. If any such function is found that is a member of a class that isthe
base of aderivation, thenin additionto Note 1921, weissue Warning 1531. (see Steve
Simpson, "More on Memory Management", Dr. Dobb's Journal, August 1994, p. 10)
Seealso [30, Item 51].

Synmbol ' Synbol' not checki ng argunent for NULL -- Thismessageisgiven
for afunction oper at or del et e which isnot checking its parameter for being the
NULL pointer. We would normally expect to see some such check as:

if( arg )
if( arg == 0 )
if( arg !'= NULL )

etc. Class destructors will normally filter out passing the NULL pointer into the
oper at or del et e so that this message isonly in the Elective Note category. If there
is no destructor you obtain awarning. See Warning 1532.

macro ' Synbol' coul d become const vari abl e -- The designated macro
could probably bereplaced by aconst variable. A const variableispreferred in some
quarters where, for example, aloca debugger may not understand macros but would
understand variables. [12, Item 1].

The message isissued for macros containing at least one constant or constant equivalent
(an earlier const - ablemacro or const variable) and no other variables or tokens such
as';' of anon-expression nature.

C style cast -- A C-style cast was detected. This can be replaced by one of the
newer C++ casts having the form: Name<Type>( Expr essi on) where Nane is one of
static_cast,dynani c_cast,const _cast orreinterpret_cast.[23, Item 2].

Synbol ' Synmbol' is a public data nmenber -- Theindicated Synbol isa
public data member of aclass. If the classisintroduced with the keyword st r uct the
message is not issued. In some quarters the use of public data members is deprecated.
Therationaleisthat if function calls replace datareferencesin the public interface, the
implementation can change without affecting the interface. [12, |tem 20]

Synbol ' Symbol' s default constructor inplicitly called -- A member
of aclass (identified by Synbol ) did not appear in the constructor initialization list.
Sinceit had a default constructor this constructor wasimplicitly called. Isthiswhat the
user intended? Some authorities suggest that al members should appear in the
constructor initialization list. [12, Item 12].
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1928

1929

1930

1931

Symbol ' Symbol' was not initialized in the constructor
initializer Iist --A memberofaclass(identified by Synbol ) did not appear in
aconstructor initialization list. If the item remains uninitialized through the whol e of
the constructor, aWarning 1401 isissued. Some authorities suggest that all members
should appear in the constructor initialization list. [12, Item 12].

Synbol ' Nane' did not appear in the constructor initializer |ist
-- A base class (identified by Synbol ) did not appear in a constructor initialization list.
If a constructor does not appear, then the default constructor iscalled. Thismay or may
not be valid behavior. If abase classis missing from theinitializer list of a copy
constructor (as opposed to some ordinary constructor), then a more severe Warning
(1538) isissued. [12, Item 12].

function ' Symbol' returning a reference -- A non-member function was
found to be returning areference. Thisis not normally considered good practice
because responsibility for deleting the object is not easily assigned. No warning is
issued if the base class has no constructor. [12, [tem 23].

Conversion operator 'Synbol' found -- A conversion operator isamember
function of the form:

operat or Type ();

Thiswill be called implicitly by the compiler whenever an object (of the classtype) isto
be converted to type Ty pe. Some programmers consider such implicit calsto be
potentially harmful leading to programming situationsthat are difficult to diagnose. See
for example [23, Item 5].

Constructor 'Synbol' can be used for inplicit conversions --A
constructor was found that could be used for implicit conversions. For example:

class X
{
publ i c:
X(int);
3

Here, any i nt (or type convertibletoi nt ) could be automatically converted to X. This
can sometimes cause confusing behavior [23, [tem 5]. If thisisnot what was intended,
use the keyword 'expl i cit 'asin:

explicit X(int);

Thiswill also serve to suppress this message.
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1933

1934

1935

Base class 'Synbol' is not abstract. --Anabstract classisaclasswith at
least one pure virtual specifier. At least one author has argued [23, | tem 33] that all
base classes should be abstract athough this suggestion fliesin the face of existing
practice.

Call to unqualified virtual function 'Synbol' fromnon-static
menber function -- A classical C++ gotchaisthe calling of avirtual function from
within a constructor or a destructor. When we discover adirect call from a constructor
or destructor to avirtual function weissue Warning 1506. But what about indirect
calls. Suppose aconstructor calls a function that in turn, perhaps through several levels
of call, callsavirtua function. This could be difficult to detect. Dan Saks [24] has
suggested a compromise Guideline that "imposes few, if any, practical restrictions’.
The Guideline, implemented by this Elective Note, issues a message whenever an
unqualified virtual function is called by any other (non-static) member function (for the
same't hi s’ object). For example:

class X { virtual void f(); void g(); };

void X::g()
{
f(); /1 Note 1933
X f(); /1l ok -- non virtual call.
}

Even if total abstinence is unwarranted, turning on message 1933 occasionally can be
helpful in detecting situations when constructors or destructors call virtual functions.

Shift operator 'Synbol' should be non-nenber function --Ithasbeen
suggested [12, Item 19] that you should never make a shift operator amember function
unlessyou're defining ost r eamor i st r eam(the message is suppressed in these two
cases). Thereason isthat thereisatemptation on the part of the noviceto, for example,
define output to ost r eamas a class member function left shift that takesost r eamasan
argument. Thisisexactly backwards. The shift operator normally employs the
destination (or source) on the left.

On the other hand, if the class you are defining is the source or destination then defining
the shift operatorsis entirely appropriate.

Dynamic initialization for class object 'Synbol 1l (references

" Synbol 2') -- A static class-like object whose nameis Synbol 1 isdynamically
initialized by referencing Synbol 2 (the latter is normally aconstructor for the former).
The reason for noting thisinitialization is that the order of inter-module dynamic
initializations is not defined. (Within a module, however, the intializations are done in
the order of appearance.) Hence, if the constructor isitself dependent on dynamic
initialization occurring in another module the behavior is undefined. For example:
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1939

class X

{ XO: ... h
X X:

Thiswill elicit Elective Note 1935 that x is being initialized dynamically by acall to
X: X() . Now, if thisconstructor were to be accessing information that depended on the
order of evaluation (such as accessing the value of x itself) the result would be
undefined. We have no evidence of this at this point. and for this reason the message is
in the Elective Note category. However, programmers with a suspected
order-of-initialization problem will probably want to turn thison. Seealso 1936,
1937, 1544 and 1545.

Dynamic initialization for variable 'Synbol 1' (references
" Synmbol 2') -- A static scalar whose nameis Synbol 1 isdynamically initialized and
references Synbol 2 during theinitialization. For example, et amodule consist only of:

int f();
int n =1();

Here we report that n isdynamically initialized by f () . There may be other symbols
referenced, Synbol 2 isjust the first. The reason for noting thisinitialization is that the
order of inter-module dynamic initializations is not defined. (Within a module,
however, the initializations are done in the order of appearance.) If Synbol 2 werea
variable, then PC-lint/FlexeLint could determine that the variable is dynamically
initialized in another module and issuea 1544 or 1545 as appropriate. However, the
symbol referenced could be afunction (asin the example) and PC-lint/FlexeLint does
not analyze the complete function call graph to determine whether there is a dependency
on another dynamic initialization. Seeaso 1935 and 1937.

Static variable ' Synbol' has a destructor. --A staticscalar whose name
isSynbol hasadestructor. Destructors of static objects are invoked in a predictable
order only for objects within the same modul e (the reverse order of construction). For
objects in different modules this order is indeterminate. Hence, if the correct operation
of adestructor depends on the existence of an object in some other module an
indeterminacy could result. Seeaso 1935, 1936, 1544 and 1545.

constructor ' Synbol' accesses gl obal data. --A constructor isaccessing
global data. It isgenerally not agood ideafor constructorsto access global databecause
order of initialization dependencies can be created. If the global dataisitself initialized
in another module and if the constructor is accessed during initialization, a 'race
condition is established. [12, Item 47]

Down cast detected -- A down castisacast from apointer (or reference) to abase
classto apointer (or reference) to aderived class. A cast down the class hierarchy is
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fraught with danger. Are you surethat the alleged base class pointer really pointsto an
object in the derived class? Some amount of down casting is necessary, but awise
programmer will reduce thisto a minimum. [12, Item 39]

Addr ess of reference paraneter 'Synbol' transferred outside of
functi on -- The address of areference parameter is being transferred (either viaa
return statement, assigned to a static, or assigned through a pointer parameter) to a point
where it can persist beyond the lifetime of the function. These are all violations of the
Linton Convention (see Murray [21]).

The particular instance at hand is with a reference to anon-const and, as such, it is not
considered as dangerous as with areferenceto aconst . (See1780, 1781 and 1782
for those cases). For example:

int *f( int & ) { return &n; }
int g();
int *p =1( g() );

would create a problem were it not for the fact that thisis diagnosed asanon-I val ue
being assigned to a reference to non-const.

Assi gnnment operator for class ' Synbol’ does not return a const
reference to cl ass -- Thetypical use of an assignment operator for class C isto
assign new information to variables of class C. If thiswerethe entire story there would
be no need for the assignment operator to return anything. However, it is conventional
to support chains of assignment asin:

Cx, vy, z

X =y = z;
/1l parsed as x = (y = z);

For this reason assignment normally returns areference to the object assigned the value.
For example, assignment (y = z) would return areferencetoy.

Sinceit isamost never the case that this variable is to be reassigned, i.e. we amost
never wish to write:

(x =vy) = z; /1 unusual

asagenera ruleit is better to make the assignment operator returnaconst reference.
Thiswill generate a warning when the unusual case is attempted.

But experts differ. Some maintain that in order to support non-const member functions
operating directly on the result of an assignment asin:
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(x =y).mngle();

where, as its name suggests, mnangl e isnon-const it would be necessary for the return
value of assignment to be non-const. Another reason to not insist ontheconst qualifier
isthat the default assignment operator returns smply areference to object and not a
reference to const object. In an age of generic programming, compatibility may be
more important than the additional protection that the const would offer.

Unqual i fied nanme ' Synbol’ subject to msinterpretation owing to
dependent base cl ass -- Anunqualified name used within a class template was not
found within the calls and, moreover, the class has at |east one dependent base class.
Thereisapotential ambiguity here. According to the standard, the dependent base class
should not be searched either at template definition time or at template instantiation
time. Nonetheless, some implementations do make that search at instantiation time.
Even if the compiler is conforming, the implementator or even areader of the code may
think the base classis searched leading to confusion.

To eliminate the ambiguity, the name should be full qualified (or referenced using
t hi s). For example:

class X
tenmplate< class T >
class A: T
{
X *p;
bool f() { returnvy; }
}

Both the reference to X (on line 5) and toy (on line 6) will be flagged. One possible
modification is:

class X
tenmplate< class T >
class A: T

{

X *p

bool f() { return this->y; }
b

This solidifies and disambiguates the code. The reference to X is guaranteed to be the X
on line 1 and can no longer be high-jacked by the base class. Also, sincey isnot a
member of A, the class will not instantiate unlessy isfound to be amember of the base
class.

Vi ol ates M SRA C++ Requi red Rul e Name, String--InadditiontoaC coding

standard, MISRA has also compiled a C++ standard. Thelist of checks made are as
follows:
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(Rule 0-1-8) Void return type for function without external side-effects.

(Rule 2-13-2) Octal constant or escape sequence used.

(Rule 2-13-4) Lower case literal suffix.

(Rule 3-1-1) Object/function definitions in headers.

(Rule 3-1-2) Function not declared at file scope.

(Rule 5-0-3) Implicit conversion of cval ue.

(Rule 5-0-4) Implicit conversion changes signedness.

(Rule 5-0-5) Implicit conversion between integer and floating point types.

(Rule 5-0-6) Implicit conversion to smaller type.

(Rule 5-0-7) Cast cval ue between integer and floating point types.

(Rule 5-0-8) Cast of cval ue to larger type.

(Rule 5-0-9) Cast of cval ue changes signedness.

(Rule 5-0-10) Recasting required for operator '~ and '<<’.

(Rule 5-0-19) More than two pointer indirection levels used.

(Rule 5-0-21) Bitwise operator applied to signed underlying type.

(Rule 5-2-12) Array-pointer decay when passing the array to afunction

(Rule 5-3-2) Prohibited operator applied to unsigned underlying type.

(Rule 5-3-3) Overloading unary &.

(Rule 5-3-4) 'si zeof " used on expressions with side effects.

(Rule 5-14-1) Side effects on right hand side of logical operator.

(Rule 5-18-1) Comma operator used.

(Rule 6-2-3) Null statement not in line by itself.

(Rules 6-3-1 L eft brace expected for f or, do, swi t ch and whi | e.

(Rule 6-4-1) Left brace expected fori f , el se.

(Rule 6-4-2) Noel seatendof 'if ... else if’chan.

(Rule 6-4-7) Boolean value in switch expression.

(Rule 6-6-2) Gotos jumping to an earlier point in the code.

(Rule 6-6-3) cont i nue statement should not be used.

(Rule 6-6-4) More than onebr eak terminates |oop.

(Rule 7-3-1) Global declarations other than nmai n() , namespace declarations,
ext ern " C' declarations and arithmetic typedefs.

(Rule 7-3-2) Using the identifier main for fuctions other than global one.

(Rule 7-3-3) Unnamed namespaces in headers.

(Rule 7-3-4) No using-directives allowed.

(Rule 7-3-6) using-directives or using declarations (except class and/or block scope
using declaration) in header files.

(Rule 8-0-1) Multiple declarators in a declaration.

(Rule 8-4-1) Function has variable number of arguments.

(Rule 8-5-3) Should initialize either all enum members or only the first.

(Rule 9-5-1) Unions shall not be used.

(Rule 14-8-1) Explicit specialization of overload function templates.

(Rule 15-1-3) Empty throw outside of a catch block.

(Rule 15-3-7) Catch handler after cat ch(...) inatry-catch sequence.

(Rule 16-0-1) Only preprocessor statements and comments before’#i ncl ude’.

(Rule 16-0-2) '#def i ne/ #undef ’ used within a block.
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1962

(Rule 16-0-3) Use of "undef ’ is discouraged.

(Rule 16-0-4) Use of function-like macrosis discouraged.

(Rule 16-1-1) Non-standard use of "def i ned’ preprocessor operator.
(Rule 16-2-4) Header file name with non-standard character.

(Rule 16-3-1) Multiple use of *#’ and/or '##’ operators in macro definition.

You may disable individual rulesto your taste by using the Rule number in an esym
option, just as with message 960.

See [37] for information on the MISRA guidelines. See Section 13.12 MISRA
Sandar ds Checking for information on activating Lint’s MISRA checking in general.

virtual menber function 'Synbol' could be made const -- Thismessage
issimilar to message 1762 (member function could be made const) except that it is
issued for avirtual function. You may not want to make virtual functions const because
then any overriding function would have to be const aswell. Consider, for example:

class A { virtual void f() {} /* ... *I };
class B : public A
{ int a; void f() { a =20; } };

Here, class B overrides A'sfunction f () and, in doing so, modifies member a. If
A : f () had been declared const, this would not have been possible.

Nonetheless, a particularly rigorous user may want to hunt down such virtual functions
and make them all const and so this Note is provided.

Thismessageisalso similar to Note 1962, which isissued for functions that make deep
modifications. Note 1962 takes priority over 1961. That is, avirtual function that
makes a deep modification (but no shallow modifications) will have Note 1962 issued
but not Note 1961.

Non- const nenber function 'Synbol' contains a deep nodification.
-- The designated member function could be declared const but shouldn't be because it
contains a deep modification. For example:

class X
{
char *p;
publi c:

void f() { *p = 0; }
X();
H

will elicit this message indicating that X: : f () contains adeep modification. A

modification is considered shallow if it modifies (or exposes for modification) a class
member directly. A modificationisconsidered deep if it modifiesinformation indirectly
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1963

through aclass member pointer. ThisElective Noteis available for completeness so that
aprogrammer can find all functions that could result in a class being modified. 1t does
not indicate that the programming is deficient. In particular, if the function is marked
const anInfo1763 will beissued. Seealso 1762, 1763.

Vi ol ates M SRA C++ Required Rule Name, String -- Thismessageisissued
for some violations of the MISRA C++ advisory guidelines. Thelist of checks made
areasfollows:

(Rule 2-5-1) Possible digraph used.

(Rule 5-0-2) Dependence placed on C's operator precedence.

(Rule 14-8-2) Mixing template and non-template functionsin a viable set.
(Rule 15-0-2) Throwing a pointer expression.

(Rule 16-2-5) Header file name with non-standard character.

(Rule 16-3-2) No use of "#’ or "##'.

This message can be suppressed based on rule number. See also Message 960.

See [37] for information on the MISRA guidelines. See Section 13.12 MISRA
Sandar ds Checking for information on activating Lint’s MISRA checking in general.
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20. WHAT'SNEW

This chapter details the new and improved features of PC-lint/FlexeLint 9.00 over PC-lint/
FlexeLint 8.00. In some rare cases an option was supported in 8.00 but documented only in the
readne. t xt file.

20.1 Major New Features

* Pre-compiled Headers

Pre-compiled headers, as users of C and C++ systems are well aware, can dramatically reduce
the time spent in processing multiple modules. See Section 7.1 " Pre-compiled Headers" .

» Static Variable Tracking

We now incorporate variables of static storage duration in our value tracking. These include not only
variables that are nominally static, aslocal to afunction and local to a module, but also external
variables.

See-static_depth(n) andflag-fsv.
» Thread Analysis

We examine multi-threaded programs for correct mutex locking and report on variables
shared by multiple threads that are used outside of critical sections. See Chapter 12. Multi-
thread Support

» Stack Usage

We can report (Note 974) on the overall stack requirements of any program whose function
calls are non-recursive and deterministic (i.e. calls not made through function pointers). This
isvery useful for embedded systems development where the amount of stack required can be
mission critical. A complete detailed report of stack usage for each function is available as
well (See +st ack() inSection 5.7 Other Options).

 Dimensional Analysis

We now support through the strong type mechanism the classical dimensional analysis that
engineers and physicists have traditionally employed in verifying equations. A 'type’ can
now be aratio or product of other types and the compound types are checked for consistency
across assignment boundaries. See Section 9.4 Multiplication and Division of Strong
Types.
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* -deprecate option

The user may deprecate particular symbolsin any of the following categories: f unct i on,
keywor d, macr o andvar i abl e. See- deprecat e.

* Message Enhancement and Control

You may now enhance any message parameterized by Synbol so that the symbol’stypeis
also given (See +t ypenane).

You may suppress any message parameterized by Synbol on the basis of the type of the
symbol (See - et ype).

You can suppress messages parameterized by St r i ng on thebasis of that string (See
-estring).

You may activate amessage for a particular Synmbol (or set of symbols) that is otherwise
inhibited (see +esyn).

You may suppress a message while calling a particular function (see - ecal | ), while calling
library functions (see - el i bcal | ) and while invoking library macros (see - el i bnacr o).

» Enhanced MISRA Checking
Continued improvements have been made to our suite of MISRA checks. Theseinclude
detection of recursion, support for the MISRA 2’ underlying type’ concept and determination
of side effects for functions and MISRA C++. Seethe enabling filesau- ni sral. | nt for
MISRA-C:1998, au- m sra2. | nt for MISRA-C:2004 and au- ni sr a- cpp. | nt for
MSRA-C++: 2008.

» Source-echo mode

Lint messages can optionally appear embedded within the context of the original source. See
+sour ce(sub- opt i on).

* html support

Output can appear in the html format, suitable for a browser and handsomely color coded.
See +ht m (sub- opti on).

* Program Info
A comprehensive collection of information about your program is optionally provided
yielding information on files, types, symbols and macros for smple viewing or in a manner

absorbable by a database or spreadsheet. This information can be used for many purposes,
including naming-style conventions. See +pr ogr am i nf o.
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Macro Scavenging

This feature turns PC-lint/FlexeLint into a seeker of built-in macros supported by a compiler
and lying about within compiler header files. Thisis perfect for the unknown compiler with

long and forgotten macros ready to trip up athird party processor such as PC-lint/FlexeLint.
See- scavenge.

New semantics

A number of new semantics have been added to the - semoption:

initializer indicatesthe member function can berelied upontoinitialize all the

members

cl eanup indicates that the function is expected to free or zero all pointer members.

i nout (i) indicates that the i th parameter will read as well aswrite to its (indirect)
argument.

pod(i) indicates that the i th argument requires a pointer to aPOD (Plain Old
Datatype).

pure can be used to indicate that the function is a pure function.

A number of new semantic flags support multi-threading analysis: See t hr ead,
t hread_| ock, t hread_unl ock,andt hread_pr ot ect ed and many others.

New Messages

Version 9 has some 146 new messages. Some of the more prominent of these are as follows:

Read-Write Analysis

Ever wonder whether each assigned value to a (local) variable actually has a chance of being
used before another value is assigned to the variable or before exiting the program? \We now
detect this condition (See messages 438 and 838) .

Appropriate options allow the programmer to customize this check to suit his or her
programming style (See-fi wand-fi z).

f or clause Scrutiny

f or clausesare now subject to intense scrutiny. We complain if the variable tested in the 2nd
expression is not the same asthe variable modified in the third or the variableinitialized in the
first. (Warnings440, 441 and 443). We warn if the testing direction (2nd expression)
seems inconsistent with the increment direction (3rd expression), (Warning 442), or if the
expression tested is inconsistent with the expression incremented (Warning 444) or if the
loop index variable is modified in the body of the loop (Warning 850).
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Pre-determined Predicates

We can detect in avariety of circumstances that the value of a predicate is pre-determined to
betrue or false. For example:

unsi gned u;
( u & O0x10 ) == 0x11

isalwaysfalse (587) or

unsi gned u; .
(u=2)1I1=1

has a predictable outcome barring overflow (588), or

int n; ...
(n%2) ==

will always be false making the usual assumptions about integer division (589), or
int n; ...
(5<<n) <0
will not be true unless there is a standards violation (590).

Constants

Constants come under careful examination. Within string or character constants we look for
the psuedo-hex character \ 0x FF (message 693), decimal charactersfollowing an octal escape
sequence (692), or the embedded nul (840). We also look for numeric constants that have
different types depending on language dialect (694).

Expressions

We report on compile-time zero’'s being added, multiplied, ORed, etc. to expressions (835)
and on deducable zero's added, multiplied, etc. (845). Our order-of-evaluation checking has
been extended to include the case of functions modifying objects (864) and the suspicious
looking: p ? a: b = 1 (message1563). We also look for non 0/1 assignments to
boolean typed objects (1564). We issue warnings about unusual si zeof arguments (866).
const qualification

We now report on global or static variables that could be made const (843) and global or
static pointers that could be declared as pointing to const (844).
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* Unusual Declarations
We report on the following declaration
int a:b;

asitsmeaning is not defined by the standard (846). We also look for assignment operators
that do not return areferencetoaconst ref (1941).

e [|nitializer Functions

A new feature of Version 9 isthe notion of aninitializer. Seetheinitiali zer semantic.
Message 1565 warns when an initializer fails to carry out its mission and message 1566
points out when an initializer may be needed. There are similar considerations for the

cl eanup semantic.

e Include Guards

Headers are examined to determine whether they contain standard i ncl ude guards (451 and
967).

e Pointer and Reference Anomalies

New messages that involve the ever dangerous pointer and the innocent appearing reference
areasfollows. We look for

pointersto aut o being assigned to amember of the current cl ass (1414)

pointersto non-POD cl ass being passed to POD-seeking functions such as nentpy (1415)
string constants assigned to initialize non-const char pointers (1778)

an uninitialized reference used to initialize another reference (1416)

areference member not appearing in amem-initializer (1417)

returning the address of areference parameter (1780)

passing the address of a reference parameter into the caller’s address space (1781)

assigning the address of areference parameter to astatic variable (1782, 1940).

» Unreferenced (but constructed) class variables
Ever try to find al those unreferenced CSt r i ng’s? We didn’'t complain in the past because

technically speaking, they were referenced by their own constructor. Such variables now get a
new Info message (1788) so they can be picked out and eliminated.

20.2 New Error Inhibition Options

See Section 5.2 Error Inhibition Options
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-/ +ecal | (#, Nanel[, Nanme2 ...]) inhibits(-) or re-enables(+)
error message # based on the name of some function (or some wildcard name pattern) while
acall tofunction Nane 1 (or Nane2, etc.) is being parsed.

-/ +el i bcal | (#[, #]) inhibits(-) or re-enables(+)
the numbered messages while parsing callsto library functions.

-eli bmacro(#) islike-emacro(#, Nane) except that it appliesto all macros defined in
library code.

+/ -etype(#, Nanel[, Nane2,...]) enables(+) or suppresses (-)
messages numerically equal to or matching # which are parameterized by at least one
symbol whose type isidentical to or which matches one of Nanel, Nane2, ...
+efreeze  inhibits subsequent error suppression options
-efreeze  reversesthe effect of +ef reeze
++ef reeze locksin freezing permanently

-/ +efreeze(w# [, w# ...])  Behaveslike-/ +ef r eeze, but acts only on messagesin the
given warning level(s).

+esynm( #, nane) canbeusedtooverridea- e# just asa- esymcan override a+e#.
-/ +estring(#, Stringl[, String2,..]) inhibits(-) or re-enables (+)

messages based on strings used as Lint message parameters such as Cont ext , Ki nd,
Location,String, Type,and TypeDiff.

20.3 New Verbosity Options
See Section 5.4 Verbosity Options
-va... will cause amessage to be printed each time there is an Attempt to open afile.

-ve... will cause amessage to be printed each time atemplate function is instantiated.

20.4 New Flag Options

See Section 5.5 Flag Options

f @n commercia @isaModifier flag
fat  Parse.net ATtributesflag

fda Double-quotesto Angle brackets flag
fdd Dimension by Default flag
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fdh  dot-h flag - Enhanced

fet  Explicit Throw flag

ffc  Function takes Custody flag

fii  Inhibit Inferenceflag

fiw Initialization-is-considered-a-Write flag
fiz Initialization-by-Zero-is-considered-a-Write flag
fj m JM controlsthe Multiplier group flag

fld Label Designator flag

fnc  Macro Concatenation Flag

fns  Nested Struct flag

fnr  Null-can-be-Returned flag

fpd  Pointer-sizes Differ flag

fgb  Qualifiers-Before-typesflag

frn treat carriage Return as Newline

fsg StdisGlobal flag

fsn  Strings as Names flag

fsv track Static Variableflag

fus  Using namespace Std flag

fvl  Variable Length array flag

fwm wprintf formatting follows Microsoft flag

20.5 New Message Presentation Options

See Section 5.6.1 Message Height Options
- hS... will force aline skip in both places.

- he... placesthe source line (and the indicator and the macro expansion ) at the end of the
message.

See Section 5.6.3 Message Format Option

-format _stack=... controlsthe detailed formatting of the output produced by
+st ack.

-format _t enpl at e=... controlsthe detailed formatting of a prologue to any message that is
issued while instantiating a class templ ate.

-format _ver bosi t y=... controlsthe detailed formatting of the verbosity output when the

+ht nl optionisused. Itsprimary purposeisto alow the user to add font information to
the verbosity.
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20.6 Additional Other Options
See Section 5.7 Other Options

- A(Language Year) Thisoption alows you to specify the version you are using with the - A
option.

-ali gn_max(option) Thisoption (patterned after the Microsoft pr agna packed) alowsthe
programmer to temporarily set the maximum alignment of any data object.

++b  Use++b to placethe banner lineonto- os(fil e)

+/ -conpi l er(flagl[,flag2 ..]) Thisoption alows the programmer to specify flags that
describe compiler-specific behavior.

-deprecat e( cat egory, nane, comment ary ) deprecatesuseof a nane. You may indicate
that a particular name is not to be employed in your programs.

-dnanme{defini ti on} Thisisandternativeto- dnanme=defi nition. -dname{definition}
has the advantage that blanks may be embedded in the definition.

+ht nl (sub-option,..) isusedwhen theoutput isto beread by an HTML browser.

-indirect( options-file [,.] alowsyouto specify Lintoption filesto be processed
when this option is encountered.

++limt(n) Thisisavariationof -1i nt(n). Itlocksin thelimit making it impossible to
reverse by a subsequent limit option.

+l i bm( nodul e-name[,..] alowsyou to specify modulesto be treated as library files.

-mexfiles(n) A presetlimit onthe maximum number of filesis approximately 6,400. This
[imit can be changed by specifying a new limit with the - maxf i | es option.

-message(text) will alow the user toissue aspecial Lint message that will print 't ext ' only
at the time that this option is encountered.

-restore can beused onthecommand line or withina". | nt " file.

-restore_at _end using thisoption has the effect of surrounding each source filename
argument with - save and - r est or e.

-save can be used onthe command line or withina". | nt " file.

-scavenge(fil enane-pattern[,..]| clean, filenane)
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this option automatically finds compilers’ built-in macros. It completely changesthe
character of Lint from static analyzer to a scavenger of macros (or cleanup facility
depending on the sub option).

-setenv(directive) will alow theuser to set an environment string.

+sour ce(sub-option,.) will causeall sourcelines of afileor filesto be echoed to the
output stream.

-source(sub-option,.) will enabletheuser to specify sub-options without triggering the
echoing.

+stack(sub-option,.) The+stack option can be used to generate areport on cumulative
stack requirements.

-static_depth(n) adjuststhe depth of static variable analysis.

-strong( fl ags, nane, ... ) canbeused to specify the nane of one of the built-in types:
bool , char, si gned char, unsi gned char,whar _t,short,unsi gned short,
i nt,unsigned int,|long,unsigned |ong,longlong,unsigned | ong | ong,
fl oat,doubl e,l ong doubl e, voi d.

-subfile(indirect-file,options|nodul es)
Thisisan unusual option and is meant for front-ends trying to achieve some special effect.

-sunmary causesasummary of all issued messages to be output after global wrap-up
processing.

-tr_limt(n) alowstheuserto specify atemplate recursion limit.

+t ypename(#[, # ...]) Foreach message equal to or matching #, +t ypename(#) will
cause PC-lint/FlexeLint to add type information for any and all symbol parameterscitedin

the message.

+xnml (nane) By adroit use of the- f or mat option you may format output messagesin xni .
This option has two purposes. Special xn characters (' <', '>'and '&' at this writing) will
beescaped (to"&l t; ", "&gt ; " and "&anp; " respectively) when they appear in the

variable portion of the format. Secondly, if nane isnot null, the entire output will be
bracketed with <nane> ... </ name>. If nane isnull this bracketing will not appear.

20.7 Compiler Adaptation

See Section 11.1.1 Special Functions
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___assert Inadditiontothe __assert () function (two underscores) thereis now the
___assert () function (three underscores). Thelatter differs from the former in that it
always returns.

See Section 5.8.12 Additional Keywords

__packed Astruct (orcl ass) may bedeclaredas__ packed (two leading underscores) to
indicate that alignment isignored when allocating space for data membersof thest r uct .

See Section 5.8.3 Customization Facilities

__typeof __ issmilarinspirittosi zeof except it returnsthe type of its expression rather than
itssize.

_up_to_brackets isapotentia reserved word that will cause it and all tokens up to and
including the next bracketed expression to be ignored.

20.8 New M essages

See Section 19.1 C Syntax Errors

95 Expected a nacro paraneter but instead found ' Nane'

98 Recovery Error (String)

109 The conbination "short long is not standard, 'long’is assuned
120 Initialization wthout braces of datal ess type ' Synbol’

121 Attenpting to initialize an object of undefined type ' Synbol’

143 Erroneous option: String

158 Assignnment to variable *Synbol’ (Location) increases capability

159 enumfollowing a type i s non-standard

160 The sequence ' ( {' is non standard and is taken to introduce a GNU
st at ement expression

161 Repeated use of paraneter ’Synbol’ in paranmeter |ist

See Section 19.3 Fatal Errors

317 File encoding, String, not currently supported; unable to continue
327 Bad pi pe, code Integer
328 Bypass header 'Nane' follows a different header sequence than in
modul e " String' which includes Filel where the current nodul e
i ncl udes File2

See Section 19.4 C Warning Messages

431 Mssing identifier for tenpl ate paraneter nunber |nteger
438 Last val ue assigned to variable 'Synbol' not used
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440

441

442

443

444

445

447

448

451

453

454

455
456

457

458

459

460

461

462

464
522
583
585
586
587

588

589

590

for clause irregularity: variable 'Synbol' tested in 2nd
expressi on does not match ' Synbol' nodified in 3rd

for clause irregularity: |oop variable 'Synbol' not found in 2nd
for expression

for clause irregularity: testing direction inconsistent with
increment direction

for clause irregularity: variable 'Synmbol' initialized in 1st
expressi on does not match ' Synbol' nodified in 3rd
for clause irregularity: pointer 'Synbol' increnmented in 3rd

expression is tested for NULL in 2nd expression

reuse of for loop variable 'Synbol' at 'Location' could cause
chaos

Extraneous whitespace ignored in include directive for file

"Fil eName’; opening file ' FileNane’

Li kel y access of pointer pointing Integer bytes past nul character
by operator 'String'

Header file 'FileName' repeatedly included but does not have a
standard include guard

Function ' Synbol’, previously designated pure, String ' Nane

A thread nutex has been | ocked but not unl ocked

A thread nutex that had not been | ocked is being unlocked

Two execution paths are being conbined with different nmutex | ock
st at es

Thread * Synmbol 1’ has an unprotected wite access to variable

" Synmbol 2 which is used by thread ’'Synbol 3’

Thread ' Synbol 1’ has an unprotected read access to variable
"Symbol 2° which is nodified by thread ' Synbol 3’

Functi on’ Synbol ' whose addr ess was t aken has an unpr ot ect ed access to
vari abl e ' Synbol

Thread ’ Synbol’ has unprotected call to thread unsafe function
"Synmbol’ which is also called by thread ' Synbol’

Thread ' Synmbol’ has unprotected call to function 'Synbol’ of group
"Name’ while thread ' Synbol’ calls function 'Synbol’ of the sane
group

Thread ’ Synbol ' calling function ' Synbol’ is inconsistent with the
"String’ semantic

Buf fer argunent will be copied into itself

H ghest operator or function | acks side-effects

Comparing type ' Type’ with EOF

The sequence (??Char) is not a valid Trigraph sequence

String 'Nane’' is deprecated. String

Predicate "String’ can be pre-determ ned and al ways eval uates to
String

Predicate "String’ will always evaluate to String unless an
overfl ow occurs

Predicate "String’ will always evaluate to String assum ng
standard di vi sion semantics

Predicate 'String’ will always evaluate to String assum ng

standard shift senmantics
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591

592
593

687
688
689
690

691
692
693
694
695
696

697
698

Vari abl e ' Synbol’ depends on the order of evaluation; it is used/
nodi fi ed through function ’'Synmbol’ via calls: String

Non-literal format specifier used w thout argunents

Cust odi al pointer 'Synmbol’ (Location) possibly not freed or
returned

Suspi ci ous use of conmma oper at or

Cast used within a preprocessor conditional statenent

Apparent end of conment ignored

Possi bl e access of pointer pointing |Integer bytes past nul
character by operator ’'String’

Suspi ci ous use of backsl ash

Deci mal character ' Char’ follows octal escape sequence 'String’
Hexadecimal digit 'Char’ immediately after "String is suspicious
in string literal.

The type of constant *String’ (precision Integer) is dialect
dependent

Inline function ' Synbol’ defined wi thout a storage-class specifier
('static' recommended)

Vari able ' Synbol’ has value ’String that is out of range for
operator ' String

Quasi - bool ean val ues shoul d be equality-conpared only with O
Casual use of realloc can create a nenory | eak

See Section 19.5 C Informational Messages

705
706
707
835
836

838
839
840
843
844
845
846
847
849
850

864

866

argunment no. Integer noninally inconsistent with fornmat

(argunent no. Integer) indirect object inconsistent with fornmat
M xi ng narrow and wide string literals in concatenation

A zero has been given as [left/right] argunment to operator ' Nange’
Concei vabl e access of pointer pointing Integer bytes past nul
character by operator 'String

Previ ously assigned value to variable 'Synbol’ has not been used
St orage class of synbol ’'Synbol' assuned static (Location)

Use of nul character in a string litera

Vari able ' Synbol’ (Location) could be declared as const

Poi nter variabl e ' Synbol’ (Location) could be declared as pointing
to const

The [left/right] argument to operator 'Nanme' is certain to be O
Si gnedness of bit-field is inplenentation defined

Thread ’ Synbol’ has unprotected call to thread unsafe function

" Synbol ’

Symbol ' Synbol’ has same enunerator value 'String as enunerator
'’ Synbol’

for loop index variable ' Synbol’ whose type category is ’String
nodi fied in body of the for |oop

Expressi on involving variable 'Synbol’ possibly depends on order
of eval uation

Unusual use of 'String’ in argunent to sizeof
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See Section 19.6 C Elective Notes

904
905
948
962
963

967
974
975

Return statenment before end of function ' Synbol

Non-literal format specifier used (with argunents)

Qperator 'String always evaluates to [True/Fal se]

Macro ' Synmbol’ defined identically at another | ocation (Location)
Qualifier const or volatile foll ows/precedes a type; use -fqgb/+fgb
to reverse the test

Header file 'FileNanme' does not have a standard include guard
Wrst case function for stack usage: String

Unrecogni zed pragna 'Nane’ will be ignored

See Section 19.7 C++ Syntax Errors

1020

1081
1082
1086
1087

1088
1089
1090
1091
1092

1093

1094

1095

tenpl ate specialization for 'Synbol' declared without a

"tenpl ate<>’ prefix

bj ect paranmeter does not contain the address of a variable

bj ect paraneter for a reference type should be an external synbol
Compound literals may only be used in C99 prograns

Previous declaration of 'Name' (Location) is inconpatible with
"Name’ (Location) which was introduced by the current using-
decl aration

A using-decl arati on nust name a qualified-id

A using-decl arati on nust not nanme a nanespace

A using-decl aration nust not nane a tenplate-id

"Narme’ is not a base class of 'Nane’

A using-decl aration that names a class nenber nust be a menber-
decl aration

A pure specifier was given for function 'Synbol’ which was not
decl ared virtual

Could not find ")’ or ',’ to ternminate default function argunent
at Location

Ef fective type ' Type' of non-type tenplate paraneter #lnteger
(corresponding to argunent expression 'String’) depends on an
unspeci al i zed parameter of this partial specialization

See Section 19.9 C++ Warning M essages

1405
1414
1415
1416

1417

Header <typei nfo> nust be included before typeid is used

Assi gning address of auto variable 'Synbol’ to nenber of this
Poi nter to non-POD class ' Nane’ passed to function 'Synbol’
(Cont ext)

An uninitialized reference 'Synbol’ is being used to initialize
reference ' Synbol’

reference nmenmber ' Synmbol’ not initialized by constructor
initializer list
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1558
1562

1563
1564
1565
1566
1567
1568

1569
1570

1571
1572

1573

1576

1577

1578

1579

"virtual’® coupled with "inline’ is an unusual conbi nation
Exception specification for ' Synmbol’ is not a subset of ' Synbol’
(Locat i on)

Suspicious third argunent to ?: operator

Assi gning a non-zero-one constant to a bool

menmber ’ Synmbol’ (Location) not assigned by initializer function
menber ' Synbol’ (Location) m ght have been initialized by a
separate function but no '-sem(Nane,initializer)’ was seen
Initialization of variable ' Synbol’ (Location) is indetern nate as
it uses variable ’Symbol’ through calls: *String’

Vari abl e ' Synbol’ (Location) accesses variable ' Synbol’ before the
latter is initialized through calls: ’'String’

Initializing a reference with a tenporary

Initializing a reference class nmenber with an auto variabl e

’ Synbol’

Returning an auto variable 'Synbol’ via a reference type
Initializing a static reference variable with an auto vari able

’ Synbol’

Generic function tenplate ' Synbol’ declared in nanmespace
associated with type 'Synbol’ (Location)

Speci alization of tenplate ' Synmbol’ not declared in same file as
primary tenplate

Partial or explicit specialization does not occur in the sane file
as primary tenplate ' Synbol’ (Location)

Poi nter menmber ' Synbol’' (Location) neither freed nor zeroed by

cl eanup function

Poi nter menmber ' Synbol’ (Location) m ght have been freed by a
separate function but no '-senm(Naneg, cl eanup)’ was seen

See Section 19.10 C++ Informational M essages

1713
1777
1778

1780
1781

1782

1784
1785
1786
1787
1788

1789
1790

Par ent heses have inconsistent interpretation

Tenplate recursion limt (lnteger) reached, use -tr_linmit(n)

Assi gnment of string literal to variable 'Synbol’ (Location) is
not const safe

Returni ng address of reference paraneter ' Symbol’

Passi ng address of reference paraneter 'Synbol’ into caller

addr ess space

Assi gni ng address of reference paraneter 'Synbol’ to a static
vari abl e

Symbol ' Synbol’ previously declared as "C', conpare with Location
Implicit conversion from Bool ean (Context) (Type to Type)

Implicit conversion to Boolean (Context) (Type to Type)

Access decl arations are deprecated in favor of using declarations
Vari able ' Synmbol’ (Location) (type 'Nanme') is referenced only by
its constructor or destructor

Tenpl ate constructor 'Synbol' cannot be a copy constructor

Base class 'Synbol’ has no non-destructor virtual functions
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1791
1793

1794
1795
1796
1917
1940
1941

1942

1960
1963

No token on this line follows the '"return' keyword

While calling 'Synbol’': Initializing the inplicit object paraneter
"Type’ (a non-const reference) with a non-Ival ue

Usi ng-decl aration introduces 'Nanme’' (Location), which has the sane
parameter |ist as 'Nanme' (Location), which was al so introduced
here by previous using-declaration 'Name' (Location)

Defi ned tenplate ' Synbol’ was not instantiated

Explicit specialization of overloaded function tenmplate *Synmbol’
Enpty prototype for String, assunmed ' (void)

Address of reference paranmeter 'Synbol’ transferred outside of
functi on

Assi gnment operator for class ’Synmbol’ does not return a const
reference to cl ass

Unqual i fied name * Synmbol’ subject to misinterpretation owing to
dependent base cl ass

Vi ol ates M SRA C++ Required Rule Nane, String
Vi ol ates M SRA C++ Required Rule Nane, String
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Appendix A

Option Summary

----- Error Inhibition Options -----
(- inhibits and + enables error messages)
(# and Synmbol may include wild-card characters’?’ and’* ")

-e#  Inhibit message number # le#  Inhibit message# thisline

-e(#) Inhibit for next expression --e(#) For entire current expression
-e{#} Inhibit for next{regi on} --e{#} Forentirecurrent {regi on}
-eai  Argsdiffer sub-integer -ean Argsdiffer nominaly

-eas Argssamesize -eau Argsdiffer signed-unsigned

-ecal | (#, Func) By number, fnc call -efile(#, File) Bynumber,file
-efunc(#, Func) By number, function +efreeze Disable Message inhibition
+efreeze(w vl ) Freezefor | vl ++ef reeze[ (W vl )] Deep-freeze | vl
-elib(#) Withinlibrary headers -elibcal | (#) Callstolibrary functions
-el i bmacro(#) For al library macros -eli bsym(#) Fordl library symbols
-emacr o( #, Synbol ) Within macro -emacr o( (#), Synmbol ) Within expr macro

--emacro( (#), Synbol ) Within expr macro - emacr o( { #}, Symbol ) Next stmt macro
--emacro({#}, Synbol ) Withinstmt macro - epn Pointersto nominal

-epnc Pointersto nomina chars -epp Pointersare pointers

-eps Pointersto samesize -epu Pointersto signed-unsigned

- epuc Pointersto sgnd-unsgnd chars -estring(#, String) By number, string
-esym( #, Synmbol ) By number, symbol +esym( #, Symbol ) Enable by no. symbol
-etd(TypeDi ff) Ignoretype diff. - et enpl at e(#) Intemplate expansion
-etype(#, TypeNane) By number, type -1'imt(n) Limits number of messages

++| i mt(n) Locksinlimit of n -save Saveserror inhibitions

-rest ore Resetserror inhibitions -restore_at end Restoresat module end
-wl vl Set warning level (0,1,2,3,4) -wlib(lvl) Library warning level

-zero Setsexit codeto O -zero(#) Like- zer o unlessmsg no. #

Format: - /+v[aceh-i ost w#]{ nf i nt *}

-v... Output to stdout only

-V Turn offf verbosity (note absence of option letters)

+v... Output to stderr and also to stdout

+v Don’'t change options but output to stderr and stdout
Zero or more of a Attemptsto open
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c UniqueCals e Function templates

h  Dump strong type hierarchy h- Compressed form of h

i Indirect files o Display options

s Storage consumed t  Template expansions

w  Specific Walks # Append file ID nos.
One of:

m Module names (the default) f  Header Files (impliesm)

int Everyint lines(impliesf) *  All verbosity

----- M essage Presentation Options - -- - -

- h[abef Fr sSm <M>/ <I >]<ht > message height (default = - ha_3)

a Position indicator Above line b Indicator Below line

f Frequent file information F Always produce fileinfo

e Place source line @End of msg r Repeat source line each msg
s Space after each non-wrapup msg S Space after each msg

m M Macro indicator isM mm Turn off macro indication

| The position Indicator ht Height of messages

-wi dt h(W dt h,l ndent)  Message width (default = - wi dt h( 79, 4))
-append(errno, nsg) Appends nsg for messageer r no

-f ormat =... Specifies message format
-f or mat 4a=, - f or mat 4b= Specifiesformat if msg. ht . = 4
-format _speci fic=... Prologue to specific Walk messages
-format _stack=... Format for output of - st ack
-format _t enpl at e=... Format for prologue to template instantiation
-format _verbosity=... Format for verbosity under +ht m
format codes (%..) format escapes (\ ...)
% column no. % Lineno. \t Tab
% Columnno. +1 %m Msg text \'s Space
% Filename % msg Number \a Alarm
% functlon name % msg Type \'g Quote
% ...99 Use...if "% or’% ' are non null \\  Backdash
\n Newline
+sour ce( subopti ons) Echos entire source files(s); suboptions:
- nunmber Do not number lines -i ndent Do not indent hdr lines
-m(files) Ignoregiven modules +h( hdr s) Echo given hdr s
-h(hdrs) Do not echo hdr s +dir(dirs) Echohdrsfromdirs

-dir(dirs) Donotechohdrsfromdirs +class(all) Echoal hdrs
+cl ass(proj ect) Echo project hdrs

+ht nl (options)  Outputinhtml format (exampleinenv-htnl .| nt)
version(..) Canbe used to specify the version of html
head(fil e) Includesfi | e just after ht ni

+xnl ([nane]) Activate escapes for xml (exampleinenv- xn . | nt)
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If nameis provided, output appears within nane .../ nane
-message(String) Output String asaninformational message
-summary([out-file]) Issuesorappendsasummary of error messages

-t# Setstab sizeto #
+t ypenane( #) Includes types of Symbolsin message #
+xm (nane) Format output messages in xni

.... message presentation flags.....
ff n use Full file Names (OFF) f f o Flush Output each msg (ON)

f I m Lock Message format (OFF) fr1 Reference Location info (ON)
f sn treat Strings as Names (OFF)

DATA GROUP

--- Scalar Data Size and Alignment Options (default value(s)) ---

-sb# bitsin abyte (8) -sho# si zeof (bool ) (1)

-SCH# si zeof (char) (1) -slc# si zeof (1 ong char) (2)
-SSH si zeof (short) (2) -Si# si zeof (i nt) (4)

-sl# si zeof (1 ong) (4) -slI# si zeof (1 ong | ong) (8)
-sf# si zeof (float) (4) -sa# si zeof (doubl e) (8)
-slo# si zeof (1 ong doubl e) (16) -smp# size of al member ptrs (4)
-smpD#  size of mem ptr (data) (4) -smpFP# size, mem ptr (Far Prog) (4)
-smpNP# size, mem ptr (Near Prog) (4) -smpP#  size of mem ptrs (prog) (4)
-Sp# size of (all pointers) (4 6) -spD# size of both data ptrs (4 6)
-SpF# size of both far ptrs (6) -spFD#  dizeof f ar data pointer (6)
-spFP#  sizeof f ar prog pointer (6) -SpN# size of both near ptrs(4)
-spND#  dizeof near datapointer (4) -spNP#  sizeof near prog pointer (4)
-SpP# size of both program ptrs (4 6) -SwWi size of widechar (2)

-acode#  Specifiesalignment, code isany code used above in -scode#
# =1, no alignment; # = 2, 2-byte boundary; etc. By default, atype’saignment isthe
largest power of 2 that divides the size of the type

-al i gn_max(n) Set the maximum alignment to n

-al i gn_max(push) Savesthe current maximum alignment

-align_max(pop) Restoresprevioudy pushed maximum alignment

.... scalar dataflags....

f ba Bit Addressability (OFF) f bc Boolean Constants Ob... (OFF)
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f bo Activate bool, true, false (ON)

fdc (C++) Distinguish plain char (ON)
fi s Integral consts. are Signed (OFF)
fIl alowlong long int (OFF)

f pd Pointers Differ in size (OFF)

fsu String unsi gned (OFF)

fcu char - is-unsigned (OFF)

fdl pointer-Diff.-is-long (OFF)

fl ¢ adlowl ong char (OFF)

f md Multiple Definitions (OFF)

fsc Stringsareconst char * (OFF)
fwe useinternal wchar _t (OFF)

f wm Microsoft wpr i nt f formatting (OFF) fwu wchar _t isunsigned (OFF)

-mS Small model
- mP large Program model

- D large Data model
-mL Large program and data

.... datamodifier flags....

f @n @isaModifier (OFF)
fcd cdecl issgnificant (OFF)
fi g Ignoredefault Qualifier (OFF)

fab ABbreviated structures (OFF)

f as Anonymous Structures (OFF)
fct Create Tags (OFF)

fi e Integer-model-for-Enums (OFF)
f ns Nested Struct (ON)

fsg StdisGloba (OFF)

f us Using namespace std (OFF)

fat Parse. net ATtributes (ON)
f em alow Early Modifiers (OFF)
f gb Qualifiers Before types (ON)

f an ANonymous unions (OFF)

fbu forceBit fields Unsigned (OFF)
f eb Enum’scan be Bitfields (ON)
f1 d Label Designator (OFF)

fnt (C++) Nested Tags (ON)

f ss regard Sub-Struct as base (ON)
fvl Variable Length arrays (OFF)

PROCESSING GROUP

- dnane[=val ue]
-dnane{definition}

- Dnn{=val ][; nn{ =val ]]...
+d... or +D...

-dnane() [=val ue]

- #dnanme[=val ue]
-header (file)
-idirectory

-i ncvar (nane)

Defines preprocessor symbol

For use with - scavenge

Define set of symbols

Sameas- d or - D except it locksin a definition
Define function-like macro

Defines symbol (for #i ncl ude only)
Auto-includesfile in each module

Search directory for #i ncl ude

Change name of INCLUDE environment variable
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- [+macr os

-pch(hdr)

- ppwW( wor d[, ...])
+ppw( wor d[, ...])
- - ppwW( wor d[, ...])

- ppw_asgn(wl, w2)
+pr agma( nane, acti on)
of f

Halve/doubl e the maximum macro size
Designates hdr as the pre-compiled header
Disables(- ) or enables(+) preprocessor words

eg: +ppw(i dent) enables#i dent

Removes built-in meaning of word

Assigns pre-proc meaning of w2 towl
Associatesact i on withnane; acti on isone of
Turns processing off (as with assembly code)

on Turns processing back on
once Physicaly include thisfile just once
message Issue a message
Macr o pragnma_nanme becomes amacro
f macro pragna_name becomes afunction-like macro
options pragna_name_subopt i on becomes a function macro
ppw The pragma becomes a preprocessor command
push_macro push_macro("nnt") savesthe current definition of nm
pop_macr o pop_macro( " nn') restores a pushed definition
- pragma( nane) Disables pragmanane
-unane Undefines nane
- - unane Ignore past and future defines of nane
.... preprocessor flags....
f ce Continue-on-Error (OFF) f ep Extended Preprocessor exps. (OFF)
fim-i canhaveMultipledirs. (ON) fI n activate#l i ne (ON)

f ps Parameters within Strings (OFF)

--------- Tokenizing Options ---------
see a'so Compiler Adaptation Keywords

-$ Permits $ inidentifiers

-i dent (chars) Add identifier characters

-i dent 1(char) Defineal- char identifier

+l i nebuf Doubles size of line buffer

-rw(word[, ...]) Disables(- ) or enables(+) reserved words ...
+rw( word], ...]) word = " *ns’ impliesal MS keywords
--rw(word[, ...]) Removes built-in meaning of wor d
-rw_asgn(wl, w2) Assigns reserved word meaning of w2 to wl

.... flags affecting tokenization ....

f nc Nested Comments (OFF) ftg permit Tri Graphs (ON)
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-fallthrough A switch case alowing flow from above
-unr eachabl e A point in aprogram is unreachable

... parsing flags.....

ffb for clause creates Block (ON) f1f (C++) processLib Func defs (OFF)
fna (C++) dlow 'operat or new[ ]’ (ON) f pc Pointer Casts retain lvalue (OFF)
f pm Precision isMax of args (OFF)

-tr_limt(n) Sets atemplate recursion limit
-t enpl at e( X) Hex constant X sets esoteric template flags

.... templateflags....

ftf raw Template Functions (OFF)

-A

- A( Cyear)

- A( C++year)

-ccode

-a#tpredi cat e(t okens)

+/ -conpi l er (flag[, ...])
std_di graphs
base_op
std_alt_keywords

-over |l oad( X)
- pl us( Char)

---- Compiler-adaptation Options ----

Specifies strict ANSI/ISO

Specifiesthe year of the assumed C standard
Specifiesthe year of the assumed C++ standard
Identifies the compiler

Assert the truth of #pr edi cat e for tokens (Unix)
Setdresetsf | ag; default value shown by (ON/OFF)
(OFF) Enables’<: " and’: >’ with standard meaning
(OFF) Enablesdigraph’: >’ with ancient meaning

(OFF) Enables keywords: and, and_eq, bi t and, bi t or , conpl ,
not, not _eq, or,or _eq, Xor, xor_eq

Hex constant X sets esoteric overload resolution flags
Identifies Char as an alternate option character equiv to +

-scavenge(fil ename- pattern[, ..]) Turnslint into a scavenger of macro nameswithin files

matching f i | enanme- pattern

-scavenge(cl ean, fil e) Used subsequently to clean up file which bears the results of

-tenpl ate( X)

compiler macro replacement
Hex constant X sets esoteric template flags

.... compiler-adaptation reser ved wor ds (keywords) ....
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@ Ignore expression to the right

__assert "lded’ assert function

___assert Like assert butitawaysreturns

_bit 1 bit wide type

_gobbl e Ignore next token

_ignore_init Ignoreinitializer for dataand ... ignore function body for functions
_to_brackets Ignore next parenthesized (or bracketed) expression

_to_sem Ignore until ;

_to_eol Ignore until end-of-line

_up_to_brackets Ignoreup toandincluding abracketed expression

__packed struct data members are packed

__typeof __(e) Likesi zeof but returnsthetype of e

----------- Old C Flags -----------
f dr Deduce-Return-mode (OFF) ffd promote Floats to Double (OFF)
fkp K&R Preprocessor (OFF) f mc Macro Concatenation (OFF)
f sa Structure-Assignment (ON) ful Unsigned| ong (ON)
fva Variable Arguments (OFF) fvo VOid datatype (ON)
f vr Varying-Return-mode (OFF) f xa eXact Array arg. (OFF)
fxc eXactchar arg. (OFF) f xf eXact Float arg. (OFF)
f xs eXact short arg. (OFF) fzl siZeof-is-Long (OFF)

fzu siZeof-is-Unsigned (ON)

SPECIAL DETECTION GROUP

------- Strong Type Options -------
-strong( Fl ags, Type(s)) Check strong types ..., Flags are:
Alirpacz] == on Asgn to (except Init, Ret, Param, Asgn op, Consts, Zero);
J[ erocz] == on Joining (except Eqlty, Rel, Other ops, Constants, Zero);
X == on eXtraction;
| == alow library;
B[f ] or b[f] == strong and weak Boolean (f == length-1 bit fields are NOT
Boolean)

-index(fl ags,ixtype,type(s)) Establishixtype asindex type

flags: ¢ == allow Constants, d == allow Dimensions
- par ent (Par ent, Chi | dr en) Augment strong type hierarchy
-fat her (Parent, Chil dren) A gtricter version of par ent

.... strong typeflags ....
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f hd Hierarchy Down warning (ON) f hg Hierarchy uses Graph. chars (ON)
f hs Hierarchy of Strong types (ON) f hx Hierarchy of indeX types (ON)

-function(fO,f1, ..) Assign semanticsof fOtof 1, ...

-printf(# 1, ..) f1,..aeprintf-like # isarg. no. of format
-scanf (#,f1, ..) f1,..aescanf -like, # isarg. no. of format
-printf_code(Code[, Type]) Allows user-defined pr i nt f codes

- scanf _code( Code[, Type]) Allows user-defined scanf codes
-senm(fnc, sent, .. Associates a set of semanticswith afunction
-worintf(#,f1, ...) Wide char version of - pri nt f

-wscanf (#,f1, ..) Wide char version of - scanf

.... Semantics (i.e. argumentsto the -sem option) ....

4 kinds of semantics: 0 == overall, a == argument, r ==return, f == flag

kind: semantic: meaning:

r r_nul | function may return NULL

r r_no function does not return

f initializer function initializes all data members

f cl eanup function clears all pointer members

a #p #th argument must not be NULL

a cust odi al (#) #th argument takes custody

a type(#) #th argument is reflected into the return type

a pod(#) #th argument must be POD

a nul t er m( #) #th argument is nul-terminated

a i nout (#) #th argument is read and written

f pur e the function is a pure function

r expression in the form of a predicate containing an @operator is assumed true and
return value deduced

0 any other expression is considered a function requirement

.... EXpression components: ....

#n = integer value of #th arg #p = item count of #th arg

#P = byte count of #th arg i nteger =itself

name of macr o, enum const = current value of same

mal | oc(exp) =mal | oc’ed areaof Sizeexp

new( exp) =new ed areaof sizeexp new ] (exp) =new ] ed areaof sizeexp
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() Unary operators: + - | ~
Binary operators. + - * /| %< <= == I= > >= | & N << >> || &&
Ternary operator: ?:

.... thread semantics....

t hr ead = thefunctionisathread t hr ead_nono = asingle-instance thread

no_t hr ead = function is not a thread thread_creat e(#) = #thargument isathread
t hread_| ock =functionlocksamutex  t hread_unl ock = function unlocks a mutex

t hread_unsaf e = unsafeto call by multiple threads

t hread_unsaf e(groupi d) =group can’'t be called by multiple threads

thread_safe =nott hread_unsafe

t hread_pr ot ect ed =function is protected by critical section

thread_not (1i st) =liststhreadsthat may not invoke function

thread_onl y(list) =liststheonly threads that may invoke function

.... semantic flags ....
f f ¢ Function takes Custody (ON)
----- Thread Options -----
(see also thread semantics)

prefix '+’ designates aproperty and -’ reversesit

+/-thread_unsafe_h(hdr][, ...]) ftnsin headersaret hread_unsafe
+/-thread_unsafe_group_h(hdr[,..]) ftnsinhdrsformathread_unsaf e group
+/-thread_unsafe_dir(dir[, ..]) hdrsindirshouset hr ead _unsaf e functions

+/-thread_unsafe_group_dir(dir[,..]) hdrsindirsformat hr ead_unsaf e group

- passes(k[, Opt 1[, Opt 2]]) Requestsk passes

-speci fic(opl[, op2]) Optionsop1 before and op2 after every specific walk
-specific_climt(n) Per function Limit on the no. of recorded calls
-specific_ Wint(n) Walk limit on the number of recursively generated calls
-specific_retry(n) n== 0 impliesinhibiting rewaking with same parameters
-static_depth(n) Adjusts the depth of static variable analysis

.... valuetracking flags....

fai pointed-to ArgisInitialized(ON) fii Inhibit Inference (OFF)
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fi w Initialization isaWrite (ON) fi z Initialized by ZeroisaWrite (ON)
fnn (C++) newcanreturn NULL (OFF)  fnr Null ptr may be Returned (OFF)

f pn Pointer param may be NULL (OFF) fsp SPecific function calls (ON)

fsv track Static Variables (ON)

---- Miscellaneous Detection Options ----

-deprecat e(cat egory, name, corment ar y) Deprecates use of anane; categories:
functi on, keyword, nacr o, vari abl e
+headerwarn(file) CausesMsg829 tobeissuedforagivenfile
-idl en(n[, opt]) Report identifier clashesin n chars
opt: x=external, p=preprocessor, c=compiler
-size(fl ags, anount) Report large aggregates, f | ags: a auto, s static

.... pecial detection flags ....

f et requires Explicit Throws (OFF) fil Indentation check of Labels (OFF)

MISC. GROUP

- backgr ound Reduces task priority
- [+/++b No/Redirect/Produce Banner line
-p[(n)] Just preprocess, n == max output width
-set env(nane=val ) Setsan environment variable
-u Unit checkout

.... global flags ....

f pa PAuse before exiting (OFF)

----------- File Options -----------
-/ +cpp( ext ensi on) Remove/add .ext for C++ files
+ext (ext [, ext]...) Extensions attempted for extensionless files; defaults to
+ext (vac, | nt, cpp, cxXx, C)
-indirect(file) Processindirect (. | nt) file

+l i bclass([all, angl e, ansi, foreign]...) Defaultlibrary headers
-/ +libdir(directory[,..]) Deny or specify library directory
-/ +l'i bh( header[, ...]) Deny or specify library header by name
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-/ +l i bn( nodul el,...])
-library

+l nt (ext)

-maxfil es(n)

- maxopen(n)

-pch(hdr)

-subfile( indirect-file,

--u

Deny or specify library module by name
Setslibrary flag

file. ext istreated likefile | nt

Sets an upper limit on the number of files

Assumed number of openablefiles

Designates hdr as the pre-compiled header

options| nodul es ) Processjust opti ons or just
"nmodul es’ from indirect-file

- u and ignore modules at lower . | nt level

... fileflags.....

fcp (C++) Force C++ Processing (OFF)  f da Dbl-gtsto Angle brackets (OFF)
fdh append’. h’ to Header names (OFF) fdi Directory of Including file(OFF)

fI b Library (OFF)

frb Filesf open’edwith"r b" (OFF)

frn Treat CR as new-line (OFF) f sh SHared file open (OFF)
ft r TRuncate filenames to 8x3 (OFF)

-od[opti ons](fil enane)

-oe(fil enane)
-ol (fil enanme)
-oo[(fil enane)]

-l obbase(fil enane)
-os(fil enane)

Output declarations of defined external objects and functions
including prototypes, options: f =only functions, i =internal
functions, s=structs, i nt eger =specify break width

Redirect to standard Error (+oe appends)

Output library file

Output to lint object file

Establish alob basefile

Redirect to standard out (+os appends)

+program i nf o(out put _prefix=prefix, subopti ons ) Dumpsinformationinto

prefixfile.txt
prefixsynbol . t xt
prefixtype.txt
prefixmacro. txt
+stack(sub-options)
&ile=fil ename
&over head( n)
&ext er nal (n)

information about files

information about symbols

information about types

information about macros

Issue report on function stack usage

Designates name of file to receive stack report

Sets the overhead of each function call

Sets assumed stack usage by each external function

nanme(n) Sets stack usage (n) explicitly for named function
&summary Requests just a summary of stack info report.
.... output option flags ....
f od Output Declared to object (OFF) f ol Output Library to object (OFF)
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Appendix B

Print Utility for PC-lint

Many users of PC-lint already have editors and/or utilities that will display afile'sline numbers.
However, just in case you don't have one, we have included such a utility, pr . exe, on the PC-lint
distribution diskette.

The program will both print or write (to afile) line-numbered files. It has alarge number of
options to handle awide variety of printers and chores. See the examples below.

The program attempts to satisfy two schools of thought with respect to where the formfeed button
should position the paper. Thefirst school believes that the crease should be under the print head
whereas the second school believes that formfeed should advance the paper to the point where it
can betorn off easily. Initsdefault configuration, pr is set up for the second schooal; it starts
printing immediately and then adds either aformfeed or additional blank lines (if - w option) to
complete a page. Both the number of blank lines and the page length are parameters. The first
school (the crease mavens) can select the - ¢ option to initially place anumber of blank lines on
the page and this number is deducted from the number of blank lines that would ordinarily be
appended.

For exampleif the page length was 66 (- | 66 option, which is the default) and if the page

separation (dightly misnamed bottom margin) isset to 6 (- | 6 option, which is the default) then a
3 line header is printed followed by 57 lines from the file to be printed and than either a formfeed
or 6 blank linesto get to the next page. If the - c (crease option) were given, 3 blank lines would

precede the 3 line header. After printing 57 lines, either aformfeed or a 3 blank line trailer would
be printed.

Usage
pr [options][file..]

paginates and prints the sequence of files onto the printer (or standard out) as modified by the
opt i ons indicated below.

The files may contain wild card characters* and ?.

-b#  Setsthe bottom margin to # (see above).

-C The printer is starting at a crease in the paper. See above.
-d double space

-d3  triple space, etc
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-h removes headers and footers from output.
-i #  request an indentation of each line and header and footer by # tabs. (-i means one tab).

-1 #  gpecifiesthe # of lines per page (66 is assumed). If the # isless than twelve, no headers
are produced (equivalent to the - h option).

-n suppresses line numbering.

-s diverts output to the standard output file (otherwise output goes to the printer).

-t#  gpecifies the width of atab character. The default is 8.

-wW Use white space rather than form-feeds to separate pages.

+Page Page isa Starting Page number; if omitted, 1 is assumed.

- Page Page isan Ending Page number; if omitted, the last page is assumed.

- input comes from standard input (Note that this may be included among thefiles).
Options - b#, -c,-d,-h,-1#,-n,-s and -t # apply to the entire run and for your convenience
need not precede thefiles. Options +Page and - Page apply only to the file immediately
following. Exception: if +Page and/or - Page arefollowed by nofilethey are applied to all files.
All formfeeds within afile are taken as pagebreaks.

In addition, issuing pr without arguments gives a brief help message.

Examples

pr al pha.c

printsal pha. ¢ paginated and line numbered on the printer (PRN: ).

pr alpha.c -s -h | nore

displaysal pha. ¢ on the screen with line numbers (one screenful at atime).

pr alpha.c -b0 -160

printsal pha. c onalaser printer. (Itisassumed that the laser printer has a page length of 60 and
that white space needn't separate pages.) The - winhibits formfeed after the 60th line.

pr al pha.c -5 beta.c
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printsal of al pha. ¢ and the first five pages of bet a. ¢ on the printer
pr -11 +100 -110 foo

prints lines numbered 100 through 110 from filef oo. Note that the - | 1 option eliminates
headers as well as setting the page length to one.

pr huge -11 +10000 -n -s >tenp

extracts from file huge lines 10000 onward placing them in filet enp.
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