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1. SDKiER

1.1. MRES

1.1.1. BEEAN

15 sdk JE45E 7 resource XK FRITTEXI MBI, THERY assets {4, values, libs HEERT ,
B{KiES% Demo T72

1.1.2. Manifest.xm13{4FfcEH

2s
EEEZ WML .nearme. gamecenter R

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.gcsdk.demo.nearme.gamecenter"
android:versionCode="200"

android:versionName="v2.0" >

fitE Android SDK kR4S
SDK 333 Android SDK 3.0 (Api Level 11 ) RELIA KA

<uses-sdk android:minSdkVersion="11"

android:targetSdkVersion="19"/>

BMAFREEEY permission R

<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE" />
<uses-permission android:name="android.permission.SEND_SMS" />
<uses-permission android:name="android.permission.READ_SMS" />
<uses-permission android:name="android.permission.WRITE_SMS" />
<uses-permission android:name="android.permission.RECEIVE_SMS" />
<uses-permission android:name="android.permission.READ_PHONE_STATE" />

<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE" />
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<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.MOUNT_UNMOUNT_FILESYSTEMS"
/>
<uses-permission android:name="android.permission.SYSTEM_ALERT_WINDOW"/>
<uses-permission android:name="android.permission.GET_TASKS" />
<uses-permission android:name="android.permission.GET_ACCOUNTS" />

<uses-permission android:name="android.permission.USE_CREDENTIALS" />

MAFRERYE
B{#iELA pDemo FA Manifest. xml M{4LFRECE M

<!-- nearme game sdk config goes here -->

<meta-data android:name="debug_mode"
android:value="false" /> <!-- AR x , KHEEHRIZREFalse -->
<meta-data android:name="is_offline_game"

android:value="false" /> <!-- true:BAEKX false: M -->

<meta-data android:name="app_key"
android:value="c5217trjnrmu6g05jG8VVUFUR" /> <!-- appKey -->
<activity
android:name="com.nearme.game. sdk.component.proxy.ProxyActivity"
android:theme="@style/Theme_Dialog Custom"
android:configChanges="kreyboardHidden[orientation|[screenSize"
android:process=":gcsdk">
</activity>
<service
android:name="com.nearme.game. sdk.component.proxy.ProxyApiService"
android:process=":gcsdR"
android:priority="1000">
</service>
<!-- UserCenter SDK Register start -->
<receiver
android:name="com.nearme.game.sdR.component.proxy.ProxyUserCenterOperateReceiver"”
android:exported="true"
android:process=":gcsdr">
<intent-filter>
<action android:name="com.oppo.usercenter.account_Login" />
<action android:name="com.oppo.usercenter.account_Llogout"” />
<action android:name="com.oppo.usercenter.modify name" />
</intent-filter>
</receiver>

<!-- nearme game sdk config end -->



Hrp | Theme_Dialog_Custom FZE CP EIL#E res/value/style RN, BKESE demo THEH
res/value/style {4

1.1.3. Ak

CP BETHE Application HEEHHREMIER EXY SOK HHTHIIA. Appkey 7E manifest X{4hELE,

public class DemoApplication extends Application {
@Override
public void onCreate() {
super.onCreate();
String appSecret = "e2eCa732422245E8891F6555e999878B";
GameCenterSDK.init(appSecret, this);

}

1.2. sDKiEO

SDK HRE API 5 EERERIETAAZVAA FEHTRY Api J57% SDK BT1EIE UT ZiZahialT, BEEREISE
FEIETHIT , P RRFROEIZAIIIRIAIR, GameCenterSDK Xk Y APT #2028 |, IRMLT 230
API 57K, iR RERDERELA doxxx FFk. 440 , sk rOav9ltat | s kER , SRBBPEER | X7,
PEIKIEEE , SOK FHIFRE API ERERBEEER , EERYERZEO /9 Apicallback

public interface ApiCallback {

/**

* @param resultMsg

*/

public void onSuccess(String resultMsg);
/**

* @param resultMsg

* @param resultCode

*/

public void onFailure(String resultMsg, int resultCode);

X ERLTMEEEROR , IS URIEFEE MG .



1.2.1. &SR

GameCenterSDK.getInstance().doLogin(context, new ApiCallback() {

@Override
public void onSuccess(String resultMsg) {

/] BRI

@Override
public void onFailure(String resultMsg, int resultCode) {

/] BRKM

1)

Z#EO B4R Context REERENF
CP BJEENEREOIAY onSuccess J5iAPLMBERMINGM | 7 onFailure J5AFMBEERAWSE M
ERAINE P HFETAIREN token F ssoid [EEIEOZE token # ssoid FHEERIELAIRS I |
LA ERSmHITERRE (BRSER (2.1 EEERRERE) ) !

o CPOEERMINERARBAFERED  LIRBEAIAFERER.

1.2.2. 3KB¥TokenfllSsoId

GameCenterSDK.getInstance().doGetTokenAndSsoid(context, new ApiCallback() {
@Override
public void onSuccess(String resultMsg) {
try {
JSONObject json = new JSONObject(resultMsg);
String token = json.getString("token");
String ssoid = json.getString("ssoid");
} catch (JSONException e) {
e.printStackTrace();

}

@Override

public void onFailure(String resultMsg, int resultCode) {



1)

ZIEOSE9HAT Context REEREE.
CP LB BZZEOSRENHERIERY token 1 ssoid , HALGAEVAFIFMER .
R token FOTEEEE '+, '/ ZZERANEHRES | FRLARIFSLXT token 1T urlencode Zf5

BEBAIARSS i

1.2.3. IREVAPEE

GameCenterSDK.getInstance().doGetUserInfo(context,
new ReqUserInfoParam(token, ssoid), new ApiCallback() {
@Override
public void onSuccess(String resultMsg) {

}

@Override
public void onFailure(String resultMsg, int resultCode) {

}
1)

o ZEMOSHNMHEA Context., BKBHXHR ReqUserInfoParam RELEREH , HA
ReqUserInfoParam AJLAERTE SDK FREN. , CP B]E#E(EHA.
o (P ARIEREFEARBEIRFFERER, HPMIIREE content AT/ ISON.

eg : {“userName”:”xxx”,”mobile”:»12345678912”,”email”:””,”ssoid”:”’123456”}

1.2.4.

GameCenterSDK.getInstance().doPay(context, payInfo, new ApiCallback() {

@Override

public void onSuccess(String resultMsg) {
/] ISR

b

@Override
public void onFailure(String resultMsg, int resultCode) {

/1 IR



1)

Hrh PayInfo WHRFE cP B

private PayInfo createTestPayInfo(int amount){
PayInfo payInfo = new PayInfo(System.currentTimeMillis() +
new Random().nextInt(1000) + "", "HEMNZFER", amount);
payInfo.setProductDesc("fEGEIA");
payInfo.setProductName("300f5A");
payInfo.setCallbackuUrl(
"http://gamecenter.wanyol.com:8080/gamecenter/callback_test_url");

return payInfo;

}

PayInfo BIHIF4Hi5 AR
BFR Bl KE (/) 2EAWE SRl
order String 100 2 TS, SWRIEE—
attach String 200 =5 BENXEEFER
amount int 2 BEREOSE , BAIAD
productName @ String 40 =2 [
productDesc = String 120 & A mEA
callbackUrl | String 2 ElEbiE

SDK FRE] RIS E | NEBmIE 5 M | BF amount RIET 500 ,

ARLEONRIETRE— , AT RS AESH—METVEER , cP AILGEA , EALIEE
EX , BESURIETRSHE—

BEXFRARZHIMRPFE , FiY P HEHRRZZHEXER

[EEsEaEYS cP fRSSinEIEMALE | RS IREIEIRT G a & BRI ENEERI A AR iE R

1.2.5. onResume & onPause (IEHFIFAES RIS . ERTER )

@Override
protected void onResume() {

super.onResume();



GameCenterSDK.getInstance().onResume(this);

@Override
protected void onPause() {
GameCenterSDK.getInstance().onPause();

super.onPause();

CP WAJRAE i % E TUE A FEX XS R CISIEAN sdk M— LRSS | BRI MNROLRERSERA .

1.2.6. LHIEMFREFEPABER

GameCenterSDK.getInstance().doReportUserGameInfoData(context,
new ReportUserGameInfoParam(gameIld, service, role, grade),new ApiCallback() {
@Override
public void onSuccess(String resultMsg) {
// success
}
@Override
public void onFailure(String resultMsg, int resultCode) {
// failure

1)

o IZEOSHHFIZA Context, FELIEAISEIIR ReportUserGameInfoParam, HELERMENE
Hrh ReportUserGameInfoParam BEAEN , CP O] EIEEH
o (P IEGIEANEGIF RS  FHEEFABEERE  BRZED , AERASEERZEES
TR ERIER , LRSI E SRR e S RS
SEORAA © gameld ( #H2 appid , EAREESEIEIFRAAHRER ) ;
service (FRKABMENIRSSZFREERSESE id)
role ( AAEEFR)
grade (ABER )

1.2.7. IPRRLSIS (BRI RE )



GameCenterSDK.getInstance().ssoionExit(Context context, GameExitCallback callback);

TR ESIR AR EEAL X |, FFEGameExitCallbackfIElEHexitGame () FECHLFFE EIEAYE HIRIE
(bbn: St T8RS | ARKIAHE) | RIIFERHTERTIASEZE N demo B EEEAAppUti1 TEZE
BJexitGameProcess/iEenk , tBRJLAE 5L,

2. BRSSim

2.1. CPREERREEE

ZRBEERT P REZIHEFRE. o EVIFNE LRSS HEFEEZENIHS BRI SR,
®  0PPO JiEXkIDBIFF R SR A oauthl. e S{DIAIERIA.

o FEFImALUEE api SREVAFRIEELAK token &,

o mRImmrEanlE— ssoid wrme(—EEM ssoid FRCHP) ks
SETLURIFIIRE M SOK SRERHY token TEEDREREMORIIEIIERIF IS | IABSLLESF s
FRERIAEIR AR

o REAKSHENE , EEREFRLME AL token Fl ssoid FERREAIIRSS M Oauth B ,

AR BT LAA Oauth 3GIIE,
i D 1ZIREBIILA java IREJO

2.1.1. ZKENTokenfllssoid

FRFERERIT, BEFPIREY sdk BRGFREL token F1 ssoid, FHERAPEEEAIFRIRS % . SKEUZO
7
GameCenterSDK.getInstance().doGetTokenAndSsoid(Context context , ApiCallback
callback);//IREIFEFESN token F ssoid BY Ison I8 EFHESEN
SRENR AT T =N T -
GameCenterSDK.getInstance().doGetTokenAndSsoid(this, new ApiCallback() {
@Override
public void onSuccess(String content, int requestCode) {
if(requestCode == 1001){
try {
JSONObject json = new JSONObject(content);
String token = json.getString("token");
String ssoid = json.getString("ssoid");
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} catch (JSONException e) {
e.printStackTrace();

}

@Override

public void onFailure(String content, int resultCode) {

}
1)
iR IREXE token Zf5 , 5TXT token urlencode Zf5 , BEBAIHFNIRS .

2.1.2. EiEHTTP GETIER , i RBRER

KRS IR token Fl ssoid MRS IR AKX BAERIER, WIERABIEERE, BREEER
—E(IIE ssoid BPA]) , —ERMIAIRERKIN,

iBKA © GET

ERitht

http://i.open.game.oppomobile.com/gameopen/user/fileldInfo?fileld=URLEncoder.encode(ssoid .
"UTF-8")&token= URLEncoder.encode(token,"UTF-8")

£ GET ATUHY header HIEFIERER -

B3R 1 : param

BRLME 1 : BE baseStr

B 2 : oauthSignature

ERLE 2 | B4 sign

AT RES basestr LIRER sign BIEMFIN (Java) :

baseStr:oauthConsumerKey=xxx&oauthToken=xxx&oauthSignatureMethod=

HMAC-SHA1&oauthTimestamp=xxx&oauthNonce=xxx&oauthVersion=1.0&
Hrb : oauthConsumerKey : B appkey ( EFFREEECIEFEIIER )
oauthToken : BIHFEE FimfFir Z F3RENAY token , BEEFIR(EHEIRSS IR
oauthSignatureMethod : HMAC-SHA1
oauthTimestamp : BPAYEEE ( cp B4R )
oauthNonce : BIBEHNEL ( cp HSERE )

oauthVersion=1.0

= token REHAESEZTHE , Xt token encode Zf5 , IS4 "+" & ,WR cp encode ( token ,
‘UTF-8" ) Zfa , KIN token FEHE "+ "S5, BRAIRERIEMEMT token RUSEPHIN T , SEUFENT
Z[GH token BBZHE , MIITE encode ZEF=4ET “+" § , BLZ encode ZfGHY token RAEEHIL "+"
5. TEJHHEIR token 7 :
http://i.open.game.oppomobile. com/gameopen/user/fileldInfo?fileld=27352387&
token=TOKEN_mpWEc25NDr2HzRXQAAMFB%2Fd77Rhr3Px ePY4waBDBQ%ZBpr-F WX 2Fvgk3D%3D+
AT 2IERRT token :
http://i.open.game.oppomobile. com/gameopen/user/fileIldInfo?fileId=27352387&
token=TOKEN_mpWEc25NDr2HzRXQAAMFB%2 Fd77Rhr3PxePY4WOB( 10BQ%2Bwiipf8W%2Fvg%3D% 3D


http://192.168.5.178:18801/gameopen/user/fileIdInfo?fileId=URLEncoder.encode(ssoid�

Sign : BN appSecret + & {EASEN key , X EiBERAY basestr #4T HMAC-SHAL 0% , E
appSecret EREFFAEEECIEIFKITEMRRT , 1 appkey —1f , FEAFRKESEKREL

public static final String OAUTH_CONSUMER_KEY = "oauthConsumerKey";

public static final String OAUTH_TOKEN = "oauthToken";

public static final String OAUTH_SIGNATURE_METHOD = "oauthSignatureMethod";
public static final String OAUTH_SIGNATURE
public static final String OAUTH_TIMESTAMP
public static final String OAUTH_NONCE = "oauthNonce";

public static final String OAUTH_VERSION = "oauthVersion";
public static final String CONST_SIGNATURE_METHOD = "HMAC-SHA1";
public static final String CONST_OAUTH_VERSION = "1.0";

"oauthSignature";

"oauthTimestamp";

public static String generateBaseString(String timestamp,String nonce){

StringBuilder sb = new StringBuilder();

try {
sb.append (OAUTH_CONSUMER_KEY) .
append("=").
append (URLEncoder.encode(Constant.AppKey, "UTF-8")).
append("&").
append (OAUTH_TOKEN) .
append("=").
append(URLEncoder.encode(Constant.Token, "UTF-8")).
append("&").
append (OAUTH_SIGNATURE_METHOD) .
append("=").
append (URLEncoder.encode (CONST_SIGNATURE_METHOD,"UTF-8")).
append("&").
append (OAUTH_TIMESTAMP) .
append("=").
append (URLEncoder.encode(timestamp, "UTF-8")).
append("&").
append (OAUTH_NONCE) .
append("=").
append (URLEncoder.encode(nonce, "UTF-8")).
append("&").
append (OAUTH_VERSION) .
append("=").
append (URLEncoder.encode (CONST_OAUTH_VERSION,"UTF-8")).
append("&");
} catch (UnsupportedEncodingException el) {
// TODO Auto-generated catch block
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el.printStackTrace();
}

return sb.toString();

}

HERER Sign BIRAIED

public static String generateSign(String baseStr){
byte[] byteHMAC = null;
try {
Mac mac = Mac.getInstance("HmacSHA1");
SecretKeySpec spec = null;
String oauthSignatureKey =AppSecret + "&";
spec = new SecretKeySpec(oauthSignatureKey.getBytes(), "HmacSHA1");
mac.init(spec);
byteHMAC = mac.doFinal(baseStr.getBytes());
} catch (InvalidKeyException e) {
e.printStackTrace();
} catch (NoSuchAlgorithmException e) {
e.printStackTrace();
}
return URLEncoder.encode(String.valueOf(base64Encode(byteHMAC)) ,"UTF-8");
}
public static char[] base64Encode(byte[] data) {
final char[] alphabet =
" ABCDEFGHI JKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/="
.toCharArray();
char[] out = new char[((data.length + 2) / 3) * 4];
for (int i = @, index = @; i < data.length; i += 3, index += 4) {
boolean quad = false;
boolean trip = false;
int val = (OxFF & (int) data[i]);
val <<= 8;
if ((i + 1) < data.length) {
val |= (OxFF & (int) data[i + 1]);
trip = true;
}
val <<= 8;
if ((i + 2) < data.length) {
val |= (OxFF & (int) data[i + 2]);

11



quad = true;
}
out[index + 3] = alphabet[(quad ? (val & Ox3F) : 64)];
val »>>= 6;
out[index + 2] = alphabet[(trip ? (val & Ox3F) : 64)];
val »>>= 6;
out[index + 1] = alphabet[val & Ox3F];
val »>>= 6;
out[index + @] = alphabet[val & Ox3F];
}

return out;

2.1.3. REO{EHER

EOBRANREERETUA

" "

{"resultCode":"200", "resultMsg":"IF&E", "ssoid":123456, "userName": “abc” ,"email":

"abc1234@163.com” ,"mobileNumber": “18612345678 “}

B INZREUL SR , B ssoid AIB#R ssoid , EMAAKRERLIN,

Hrh:
SHA &<t L
resultCode string ZEERIR[ERE |, IFE : 200
resultMsg string ZERIREIHEIA
ssoid string HRIMKSHE—RR
userName string LS HEFPE
email string HRIMKSHBEAIMRTE
mobileNumber int LRI SLENFINS
TR LRSS EEK -
GET 53K :

http://i.open.game.oppomobile.com/gameopen/user/fileIdInfo?fileId=27352387&
token=TOKEN_mpWEc25NDr2HzRXQAAMFB%2Fd77Rhr3PxePY4WOBC%2B10BQ%2BwWpf8W%2Fvg%3D%3D

12



Bk param 3 :
param:oauthConsumerKey=93b014fbe9304920ac9d07e50f5eb91b&oauthToken=TOKEN_mpWEc25N
Dr2HzRXQAAMFBY%2Fd77Rhr3PxePY4WOBC%2B10BQ%2Bwlpf8W%2Fvg%3D%3D&oauthSignatureMethod
=HMAC-SHA1&oauthTimestamp=1445910766&oauthNonce=-251668506&0authVersion=1.0&

B33k oauthSignature B :
oauthSignature:7tzL%2BpBK2Xy9UCCPbhCCpGqQIFE%3D

2.2. iHEAHLERRE

PR SDK%% )™ ¥ SDK fik 55 s e Rk e 55t

1
T

I RORSATER

2+ SCATAREEE R

BN 3 (SLEP S

VNI EI (SHEEPIS

5. iR [AIAbEE LS
- L

BN HAINE | SDK IRSESSIRIEFF A EEMEIEtHE ( ZFumAS payinfo->setcallbackurl Fhig
B ) BIIAFAEITREE , BESEN HTTP POST,

2.2.2. [EIFSE65RE -

242 ESitl KPR 15i8H
notifyld string 50 [EEER 1D (I(EERRFRSITER
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HRTERS )

partnerOrder string 100 FREITES (BEFRiRLE)
productName string 40 AmETR (FFimLIE )

productDesc string 120 A (FFimLIE )

price int RN (LA BRI

count int e (—RA L)

attach string 200 BRSBTS _EAZRIMIINSE ( ZFim EE )
sign string =]

2.2.3. ISIFERTTERH

BBEE
1) FBEENSE S MKbaseString , FiEWT :

private static String getKebiContentString(String url){
final String[] strings = url.split("&");
final Map<String, String> data = new HashMap<String, String>();
for(String string : strings){
final String[] keyAndvValue = string.split("=");
data.put(keyAndvalue[@], keyAndValue[1]);
}
StringBuilder sb = new StringBuilder();
sb.append("notifyId=").append(data.get("notifyId"));
sb.append("&partnerOrder=").append(data.get("partneroOrder"));
sb.append("&productName=").append(data.get("productName"));
sb.append("&productDesc=").append(data.get("productDesc"));
sb.append("&price=").append(data.get("price"));
sb.append("&count=").append(data.get("count"));
sb.append("&attach=").append(data.get("attach"));
return sb.toString();

2) XdbaseString#H{TIGIIES

public static boolean doCheck(String content, String sign, String publicKey) {

14



try {

KeyFactory keyFactory = KeyFactory.getInstance("RSA");

byte[] encodedKey = Base64.base64Decode(publicKey);
PublicKey pubKey = keyFactory.generatePublic(new
X509EncodedKeySpec (encodedKey) ) ;

java.security.Signature signature =

java.security.Signature.getInstance("SHAIWithRSA");

signature.initVerify(pubKey);
signature.update(content.getBytes("utf-8"));

boolean bverify = signature.verify(Base64.base64Decode(sign));

return bverify;

} catch (Exception e) {

logger.error("IGIFRZHE. ", e);

return false;

}
X java {53
B{Rf9JavafiBfERsautil. javaf
5 - b EEEAN =8
- il
|| oppo_kebi_charge_demo.php 906 607 PHP 3%
| pay_rsa_public_key.pem 272 237 PEM 3
o TR et 216 199 Notepad++ Doc...
@ﬁfﬁﬁﬁlﬁlm.doc 178,227 143,782 Microsoft Word ..
o Al e S A bt 560 368 MNotepad++ Doc.
| Al EEREIEEE Java_Dema.java 4,029 1,723 JAVA 3T
| AlmEfEERSIEEE WebServer_J2EE_Demo.java 4650 1,597 JAVA 3Tt
E2R4A
WUFES AR !

15

fERIATIE

2013/12/4 15...
2013/12/12 L.
2013/11/8 15...
2013/11/11 1...
2013/12/6 14...
2013/11/11 L.
2014/3/13 17...

CRC32

C12CE4E4
0901C788
EABABA...
06A43A...
FF97C16F
D4FBCLAD
B3BFECCH



£ Juh RGN #ER HERETE] CRC32

- i
| |oppo_kebi_charge_demo.php 906 607 PHP =Zi% 2013/12/4 15.. C12CE4E4
| pay rsa_public ke\r.pnlem ‘ 272 237 PEM it 2013/12/12 1. 0901C78B
[ aIr=rERAR b 216 199 Notepad++ Doc.. 2013/11/815.. EABAZ4..
B T =HEE L. doc 178227 143782 Microsoft Word .. 2013/11/111.. 06A43A..
gﬂﬁﬁﬁ@mﬁﬁﬁm 360 368 MNotepad++ Doc.. 2013/12/6 14.. FF97CL6F
|| S B EE S Java_Demo java 4,029 1723 JAVA i 2013/11/11 .. O4FBCIAD
|| AT s BRI ES £ WebServer_J2EE_Demo java 4650 1,507 JAVA TZiE 2014/3/13 17.. 838FECC6

2.2.4. EARARSSiRELELLE

CP WRIENAZ ERERSNEER. NRFA—ETRELEN 3 NBREFAERTS TR MEE
PABURMRR , FHTTERREME SRR,

IREEREIREE

result=arg@&resultMsg=argl

argo : {B9 "OK" B¢ "FAIL" . WELH—. ZEIBIEFR

argl targe /§ "OK" BHZ(EAILANZFRIE | arge 4 "FAIL" FEMRHEEENHER  BTEKT

& | Z(EAREFIFER.

folgn

result=0K&resultMsg=F}Ih

result=FAIL&resultMsg=RI4& R E & LM

T WEIFFRERSER | £ P BIERRKEIE |, TERSHEREMRINEZRW , HH0TEME
RABUERINER | FREREIREREE EHREIETERE.
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